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1 Введение

‚ [1] à�áá¬®âà¥−ë ¢®¯à®áë ®æ¥−ª¨ â®ç−®áâ¨ ¨ çã¢áâ¢¨â¥«ì−®áâ¨ �«£®à¨â¬®¢
¯�à�¬¥âà¨ç¥áª®£® �−�«¨â¨ç¥áª®£® ¬®¤¥«¨à®¢�−¨ï ®¤−®- ¨ ¬−®£®¬¥à−ëå à�á¯à¥-
¤¥«¥−¨© ¢ ‘â‘ −� ¬−®£®®¡à�§¨ïå (Œ‘â‘) á ¢¨−¥à®¢áª¨¬¨ ¨ ¯ã�áá®−®¢áª¨¬¨ èã-
¬�¬¨ −� ¡�§¥ Œ�Œ ¨ Œ–Œ. ‚ë¢¥¤¥−ë ãà�¢−¥−¨ï â®ç−®áâ¨ ¨ çã¢áâ¢¨â¥«ì−®áâ¨
¬¥â®¤®¢ �−�«¨â¨ç¥áª®£® ¬®¤¥«¨à®¢�−¨ï (Œ�Œ). ÷�áá¬®âà¥−ë ¢®§¬®¦−®áâ¨ á®-

1ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, sinitsin@dol.ru

2ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, VSinitsyn@ipiran.ru

3ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, ekorepanov@ipiran.ru
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�−�«¨â¨ç¥áª¨© á¨−â¥§ áã¡®¯â¨¬�«ì−ëå ä¨«ìâà®¢ ¬¥â®¤�¬¨ ¬®¬¥−â®¢

ªà�é¥−¨ï ç¨á«� ãà�¢−¥−¨© Œ�Œ ¨ Œ–Œ ¤«ï ®¤−®- ¨ ¬−®£®¬¥à−ëå à�á¯à¥¤¥-
«¥−¨©. ÷¥§ã«ìâ�âë ¯®«®¦¥−ë ¢ ®á−®¢ã ¬®¤ã«ï à�§à�¡�âë¢�¥¬®£® ¨−áâàã¬¥−â�«ì-
−®£® á¨¬¢®«ì−®£® ¯à®£à�¬¬−®£® ®¡¥á¯¥ç¥−¨ï Œ�Œ ¢ áà¥¤¥ MATLAB-MAPLE.

�á−®¢ë¢�ïáì −� [2{4], à�áá¬®âà¨¬ ¬¥â®¤ë á¨−â¥§� ‘�” ¤«ï ®æ¥−¨¢�−¨ï
¯à®æ¥áá®¢ ¢ −¥«¨−¥©−ëå ‘â‘, ¢ â®¬ ç¨á«¥ ¨ Œ‘â‘, −� ®á−®¢¥ Œ�Œ ¨ Œ–Œ. �à¨
íâ®¬, ¢®-¯¥à¢ëå, ¡ã¤¥¬ ¯à¥¤¯®«�£�âì, çâ® ãà�¢−¥−¨ï á®áâ®ï−¨ï ‘â‘ á®¤¥à¦�â
£�ãáá®¢áª¨¥ ¨ ¯ã�áá®−®¢áª¨¥ èã¬ë; ¢®-¢â®àëå, ãà�¢−¥−¨ï −�¡«î¤¥−¨ï á®¤¥à¦�â
â®«ìª® £�ãáá®¢áª¨¥ èã¬ë; ¢-âà¥âì¨å, ¡ã¤¥¬ à�áá¬�âà¨¢�âì ‘�” ¨ Œ‘�” −�
®á−®¢¥ Œ�Œ ¨ Œ–Œ. „�¤¨¬ ®¡®¡é¥−¨¥ [5, 6] −� á«ãç�© −¥£�ãáá®¢áª¨å èã¬®¢.
‚ [6] −� ¡�§¥ £�ãáá®¢áª®£® �¯®áâ¥à¨®à−®£® à�á¯à¥¤¥«¥−¨ï à�áá¬®âà¥−ë ‘�”
¨ Œ‘�”.

‚ à�§¤. 2, á«¥¤ãï [5,6], ¯à¨¢¥¤¥−ë ¨áå®¤−ë¥ ãà�¢−¥−¨ï ¤¨ää¥à¥−æ¨�«ì−ëå
Œ‘â‘ ¨ ä¨«ìâà�æ¨®−−ë¥ ãà�¢−¥−¨ï ¤«ï −®à¬¨à®¢�−−ëå ¨ −¥−®à¬¨à®¢�−−ëå
à�á¯à¥¤¥«¥−¨©. ÷�§¤¥« 3 ¯®á¢ïé¥− ‘�” ¨ Œ‘�” −� ®á−®¢¥ Œ�Œ. ‚ à�§¤. 4
à�áá¬�âà¨¢�îâáï ‘�” ¨ Œ‘�” −� ¡�§¥ Œ–Œ. ÷�§¤¥« 5 á®¤¥à¦¨â á¢¥¤¥−¨ï
¯® ®æ¥−ª¥ çã¢áâ¢¨â¥«ì−®áâ¨ ‘�” ¨ Œ‘�” −� ®á−®¢¥ Œ�Œ (Œ–Œ). ’¥áâ®-
¢ë¥ ¯à¨¬¥àë ¯à¨¢®¤ïâáï ¢ à�§¤. 6. ‡�ª«îç¥−¨¥ á®¤¥à¦¨â ®á−®¢−ë¥ ¢ë¢®¤ë
¨ ¢®§¬®¦−ë¥ ®¡®¡é¥−¨ï.

2 Фильтрационные уравнения для нормированного
и ненормированного распределений

‘«¥¤ãï [4, 7], ¡ã¤¥¬ à�áá¬�âà¨¢�âì §�¤�çã ä¨«ìâà�æ¨¨ á®áâ®ï−¨ï á¨áâ¥¬,
¬®¤¥«ï¬¨ ª®â®àëå ¬®£ãâ á«ã¦¨âì áâ®å�áâ¨ç¥áª¨¥ ¤¨ää¥à¥−æ¨�«ì−ë¥ ãà�¢−¥-
−¨ï, ¯®−¨¬�¥¬ë¥ ¢ á¬ëá«¥ ˆâ®. �à¨ íâ®¬ áâ®å�áâ¨ç¥áª¨¥ ¤¨ää¥à¥−æ¨�«ì−ë¥
ãà�¢−¥−¨ï ¬®¤¥«¨ ¨§ãç�¥¬®© á¨áâ¥¬ë ¬®£ãâ ¨¬¥âì −¥¨§¢¥áâ−ë¥ ¯�à�¬¥âàë ¨, ª�ª
¯à�¢¨«®, ¢á¥£¤� á®¤¥à¦�â ¯�à�¬¥âàë, ¨§¢¥áâ−ë¥ á ®£à�−¨ç¥−−®© â®ç−®áâìî.
�®íâ®¬ã ¢®§−¨ª�¥â §�¤�ç� −¥¯à¥àë¢−®£® ®æ¥−¨¢�−¨ï −¥¨§¢¥áâ−ëå ¯�à�¬¥âà®¢
á¨áâ¥¬ë (â®ç−¥¥, ¥¥ ¬®¤¥«¨) ¯® à¥§ã«ìâ�â�¬ −¥¯à¥àë¢−ëå −�¡«î¤¥−¨©.

�à¥¤¯®«®¦¨¬, çâ® ¯à�¢ë¥ ç�áâ¨ ãà�¢−¥−¨© §�¢¨áïâ ®â ª®−¥ç−®£® ¬−®¦¥áâ¢�
−¥¨§¢¥áâ−ëå ¯�à�¬¥âà®¢, ª®â®àë¥ ¡ã¤¥¬ à�áá¬�âà¨¢�âì ª�ª ª®¬¯®−¥−âë ¢¥ªâ®à�
¯�à�¬¥âà®¢ —. �¤−¨¬ ¨§ ¢®§¬®¦−ëå ¯®¤å®¤®¢ ¢ â�ª¨å á«ãç�ïå ï¢«ï¥âáï á«¥-
¤ãîé¨© ¯à¨¥¬: −¥¨§¢¥áâ−ë© ¢¥ªâ®à−ë© ¯�à�¬¥âà — áç¨â�îâ áâ®å�áâ¨ç¥áª¨¬

¯à®æ¥áá®¬ — = —t, ª®â®àë© ®¯à¥¤¥«ï¥âáï ¤¨ää¥à¥−æ¨�«ì−ë¬ ãà�¢−¥−¨¥¬ ‘—t =
= 0, ¨ ¢ª«îç�îâ ª®¬¯®−¥−âë íâ®£® ¢¥ªâ®à−®£® ¯à®æ¥áá� ¢ ¢¥ªâ®à á®áâ®ï−¨ï
á¨áâ¥¬ë (úà�áè¨àïîâû ¢¥ªâ®à á®áâ®ï−¨ï ¯ãâ¥¬ ¢ª«îç¥−¨ï ¢ −¥£® −¥¨§¢¥áâ−ëå
¯�à�¬¥âà®¢ ¢ ª�ç¥áâ¢¥ ¤®¯®«−¨â¥«ì−ëå ª®¬¯®−¥−â). ’�ª¨¬ ®¡à�§®¬, §�¤�ç�
−¥¯à¥àë¢−®£® ®æ¥−¨¢�−¨ï −¥¨§¢¥áâ−ëå ¯�à�¬¥âà®¢ ¬®¤¥«¨ á¨áâ¥¬ë á¢®¤¨âáï
ª §�¤�ç¥ −¥¯à¥àë¢−®£® ®æ¥−¨¢�−¨ï á®áâ®ï−¨ï á¨áâ¥¬ë á à�áè¨à¥−−ë¬ ¢¥ªâ®à®¬
á®áâ®ï−¨ï. �â −¥¨§¢¥áâ−ëå ¯�à�¬¥âà®¢ ¬®£ãâ §�¢¨á¥âì ¨ ãà�¢−¥−¨ï −�¡«î¤¥−¨ï.
�â¨ ¯�à�¬¥âàë á«¥¤ã¥â ¢ª«îç¨âì ¢ ¢¥ªâ®à — ¨, á«¥¤®¢�â¥«ì−®, ¢ à�áè¨à¥−−ë©
¢¥ªâ®à á®áâ®ï−¨ï.
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ˆ. �. ‘¨−¨æë−, ‚. ˆ. ‘¨−¨æë−, �. ÷. Š®à¥¯�−®¢

ˆâ�ª, ¯ãáâì ¢¥ªâ®à−ë© áâ®å�áâ¨ç¥áª¨© ¯à®æ¥áá (‘â�)
[
XTt Y

T
t

]T
®¯à¥¤¥«ï-

¥âáï á¨áâ¥¬®© ¢¥ªâ®à−ëå áâ®å�áâ¨ç¥áª¨å ¤¨ää¥à¥−æ¨�«ì−ëå ãà�¢−¥−¨© ˆâ® [4]:

dXt = ϕ (Xt, Yt,—, t) dt+ ψ
′ (Xt, Yt,—, t) dW0 +

+

∫

Rq
0

ψ′′ (Xt, Yt,—, t, v)P
0(—, dt, dv) , X (t0) = X0 ; (1)

dYt = ϕ1 (Xt, Yt,—, t) dt+ ψ
′
1 (Xt, Yt,—, t) dW0 +

+

∫

Rq
0

ψ′′
1 (Xt, Yt,—, t, v)P

0(—, dt, dv), Y (t0) = Y0 . (2)

‡¤¥áì Yt = Y (t) | ny-¬¥à−ë© −�¡«î¤�¥¬ë© ‘â�, Yt ∈ –y (–y | £«�¤ª®¥
¬−®£®®¡à�§¨¥ −�¡«î¤¥−¨©); Xt = X(t) | nx-¬¥à−ë© −¥−�¡«î¤�¥¬ë© ‘â�
(¢¥ªâ®à á®áâ®ï−¨ï), Xt ∈ –x (–x | £«�¤ª®¥ ¬−®£®®¡à�§¨¥ á®áâ®ï−¨©); W0 =
= W0(—, t) | nw-¬¥à−ë© ¢¨−¥à®¢áª¨© ‘â� (nw ≥ ny) ¨−â¥−á¨¢−®áâ¨ ν0 =
= ν0(—, t); P

0(—,–, A) = P (—,–, A)− µP (—,–, A), P (—,–, A) ¯à¥¤áâ�¢«ï¥â
á®¡®© ¤«ï «î¡®£® ¬−®¦¥áâ¢� A ¯à®áâ®© ¯ã�áá®−®¢áª¨© ‘â�, � µP (—,–, A) |
¥£® ¬�â¥¬�â¨ç¥áª®¥ ®¦¨¤�−¨¥, ¯à¨ç¥¬

µP (—,–, A) = MP (—,–, A) =

∫

–

νP (—, τ, A) dτ ;

νP (—,–, A) | ¨−â¥−á¨¢−®áâì á®®â¢¥âáâ¢ãîé¥£® ¯ã�áá®−®¢áª®£® ¯®â®ª� á®¡ë-
â¨©, – = (t1, t2]; ¨−â¥£à¨à®¢�−¨¥ ¯® v à�á¯à®áâà�−ï¥âáï −� ¢á¥ ¯à®áâà�−áâ¢® Rq

á ¢ëª®«®âë¬ −�ç�«®¬ ª®®à¤¨−�â; — | ¢¥ªâ®à á«ãç�©−ëå ¯�à�¬¥âà®¢ à�§¬¥à-
−®áâ¨ n—; ϕ = ϕ(Xt, Yt,—, t), ϕ1 = ϕ1(Xt, Yt,—, t), ψ′ = ψ′(Xt, Yt,—, t),
ψ′
1 = ψ′

1(Xt, Yt,—, t) | ¨§¢¥áâ−ë¥ äã−ªæ¨¨, ®â®¡à�¦�îé¨¥ Rnx × Rny × R
á®®â¢¥âáâ¢¥−−® ¢ Rnx, Rny , Rnxnw ¨ Rnynw ; ψ′′ = ψ′′(Xt, Yt,—, t, v)
¨ ψ′′

1 (Xt, Yt,—, t, v) | ¨§¢¥áâ−ë¥ äã−ªæ¨¨, ®â®¡à�¦�îé¨¥ Rnx × Rny × Rq

¢ Rnx ¨ Rny . ’à¥¡ã¥âáï −�©â¨ ®æ¥−ªã �Xt ‘â� Xt ¢ ª�¦¤ë© ¬®¬¥−â ¢à¥¬¥−¨ t ¯®
à¥§ã«ìâ�â�¬ −�¡«î¤¥−¨ï ‘â� Y (τ) ¤® ¬®¬¥−â� t, Y t

t0 = {Y (τ) : t0 ≤ τ < t}.
�à¥¤¯®«®¦¨¬, çâ® ¢ë¯®«−¥−ë ãá«®¢¨ï [4]:

{ ãà�¢−¥−¨¥ á®áâ®ï−¨ï ¨¬¥¥â ¢¨¤ (1);

{ ãà�¢−¥−¨¥ −�¡«î¤¥−¨ï (2), ¢®-¯¥à¢ëå, −¥ á®¤¥à¦¨â ¯ã�áá®−®¢áª®£® èã¬�
(ψ′′
1 ≡ 0), � ¢®-¢â®àëå, ª®íää¨æ¨¥−â ¯à¨ ¢¨−¥à®¢áª®¬ èã¬¥ ψ′

1 ¢ ãà�¢−¥−¨ïå
−�¡«î¤¥−¨ï −¥ §�¢¨á¨â ®â á®áâ®ï−¨ï (ψ′

1(Xt, Yt,—, t) = ψ
′
1(Yt,—, t)).
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�−�«¨â¨ç¥áª¨© á¨−â¥§ áã¡®¯â¨¬�«ì−ëå ä¨«ìâà®¢ ¬¥â®¤�¬¨ ¬®¬¥−â®¢

‚ íâ®¬ á«ãç�¥ ãà�¢−¥−¨ï §�¤�ç¨ −¥«¨−¥©−®© ä¨«ìâà�æ¨¨ ¨¬¥îâ á«¥¤ãîé¨©
¢¨¤:

dXt = ϕ (Xt, Yt,—, t) dt+ ψ
′ (Xt, Yt,—, t) dW0 +

+

∫

Rq
0

ψ′′ (Xt, Yt,—, t, v)P
0(—, dt, dv) , X (t0) = X0 ; (3)

dYt = ϕ1 (Xt, Yt,—, t) dt + ψ1 (Yt,—, t) dW0 , Y (t0) = Y0 . (4)

Š�ª ¨§¢¥áâ−® [4], ¤«ï «î¡ëå ‘â� Xt ¨ Yt ®¯â¨¬�«ì−�ï ®æ¥−ª� �Xt, ¬¨−¨¬¨-
§¨àãîé�ï áà¥¤−¨© ª¢�¤à�â ®è¨¡ª¨ ¢ ª�¦¤ë© ¬®¬¥−â ¢à¥¬¥−¨ t, ¯à¥¤áâ�¢«ï¥â

á®¡®© �¯®áâ¥à¨®à−®¥ ¬�â¥¬�â¨ç¥áª®¥ ®¦¨¤�−¨¥ ‘â�Xt: �Xt = M
[
Xt | Y t

t0

]
. —â®-

¡ë −�©â¨ íâ® ãá«®¢−®¥ ¬�â¥¬�â¨ç¥áª®¥ ®¦¨¤�−¨¥, −¥®¡å®¤¨¬® §−�âì pt = pt(x,—)
¨ gt = gt(λ,—) | �¯®áâ¥à¨®à−ë¥ −®à¬¨à®¢�−−ë¥ ®¤−®¬¥à−ãî ¯«®â−®áâì ¨ å�-
à�ªâ¥à¨áâ¨ç¥áªãî äã−ªæ¨î à�á¯à¥¤¥«¥−¨ï ‘â� Xt.

‚¢¥¤¥¬ −¥−®à¬¨à®¢�−−ë¥ ®¤−®¬¥à−ë¥ �¯®áâ¥à¨®à−ë¥ ¯«®â−®áâì “pt(x,—)
¨ å�à�ªâ¥à¨áâ¨ç¥áªãî äã−ªæ¨î “gt(λ,—) á®£«�á−® ä®à¬ã«�¬ [4]:

“pt(x,—) = µtpt(x,—) ; “gt(λ,—) = M
pt

–x

[
eiλ

TXtµt

]
= µtgt(λ,—) .

’®£¤�, ®¡®¡é�ï [4] −� á«ãç�© ãà�¢−¥−¨© (3) ¨ (4), ¯®«ãç¨¬ á«¥¤ãîé¥¥ â®ç−®¥
ãà�¢−¥−¨¥ á.ª. ®¯â¨¬�«ì−®© −¥«¨−¥©−®© ä¨«ìâà�æ¨¨ −� ®á−®¢¥ −®à¬¨à®¢�−−®£®
à�á¯à¥¤¥«¥−¨ï:

dgt(λ,—) = M

[{
iλTϕ(Xt, Yt,—, t)−

1

2
λT(ψν0ψ

T) (Xt, Yt,—, t)λ+

+

∫

Rq
0

[
eiλ

Tψ′′(Xt,Yt,—,t,v) − 1−

− iλTψ′′ (Xt, Yt,—, t, v)
]
νP (—, t, dv)

}
eiλ

TXt | Y t
t0

]
dt +

+M

[{
ϕ1 (Xt, Yt,—, t)

T − �ϕT1 +

+ iλT
(
ψν0ψ

T
1

)
(Xt, Yt,—, t) e

iλTXt |Y t
t0

}(
ψ1ν0ψ

T
1

)−1
(Yt,—, t) (dYt − �ϕ1dt)

]
. (5)

‡¤¥áì ®¯¥à�â®à M ¡¥à¥âáï ¢ ¢¨¤¥M = Mpt

–x.

�−�«®£¨ç−®, ¢ á«ãç�¥ −¥−®à¬¨à®¢�−−®£® à�á¯à¥¤¥«¥−¨ï, ¯®«�£�ï M = M“pt

–x,
¨¬¥¥¬:
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d“gt(λ,—) = M
“pt

–x

{[
iλTϕ (Xt, Yt,—, t)−

1

2
(ψ′ν0ψ

′T) (Xt, Yt,—, t) +

+

∫

Rq
0

[
eiλ

Tψ′′(Xt,Yt,—,t,v) − 1− iλTψ′′ (Xt, Yt,—, t, v)
]
νP (—, t, dv)

]
eiλ

TXt

}
dt +

+M“pt

–x

{[
ϕ1 (Xt, Yt,—, t)

T +

+ iλT
(
ψ′ν0ψ

′T
)
(Xt, Yt,—, t)

]
eiλ

TX
}(

ψ′ν0ψ
′T
)−1
(Yt,—, t) dYt . (6)

…á«¨ äã−ªæ¨ï ψ′′ ¢ (3) ¤®¯ãáª�¥â ¯à¥¤áâ�¢«¥−¨¥

ψ′′ = ψ′ω(—, v) , (7)

£¤¥ P 0(—,–, A) = P 0(—, (0, t], dv), â® ãà�¢−¥−¨ï (3), (4) ¯à¨¬ãâ á«¥¤ãîé¨© ¢¨¤:

‘Xt = ϕ (Xt, Yt,—, t) + ψ
′ (Xt, Yt,—, t)V (—, t) , X (t0) = X0 ; (8)

‘Yt = ϕ (Xt, Yt,—, t) + ψ1 (Yt,—, t)V0(—, t) , Y (t0) = Y0 . (9)

‡¤¥áì

V0(—, t) = ‘W0(—, t) ; V (—, t) = ‘�W (—, t) ;

�W (—, t) =W0(—, t) +

∫

Rq
0

ω(—, v)P 0(—, (0, t], dv),

£¤¥ νP (—, t, v) dv = [∂µ(—, t, v)/∂t] dv | ¨−â¥−á¨¢−®áâì ¯ã�áá®−®¢áª®£® ¯®â®ª�
áª�çª®¢, à�¢−ëåω(—, t). �à¨ íâ®¬ «®£�à¨ä¬¨ç¥áª¨¥ ¯à®¨§¢®¤−ë¥ ®â ®¤−®¬¥à−ëå
å�à�ªâ¥à¨áâ¨ç¥áª¨å äã−ªæ¨© ®¯à¥¤¥«ïîâáï ¨§¢¥áâ−ë¬¨ ä®à¬ã«�¬¨:

χ
�W (ρ; —, t) = −1

2
ρTν0(—, t)ρ+

∫

Rq
0

[
eiρ

Tω(—,v) − 1− iρTω(—, v)
]
νP (—, t, v) dv .

‚ â�ª®¬ á«ãç�¥ ¨−â¥£à�«ì−ë© ç«¥− ¢ (5) ¨ (6) ¤®¯ãáª�¥â á«¥¤ãîéãî §�¯¨áì:

γ =

∫

Rq
0

[
eiλ

Tψ′′(Xt,Yt,—,t)ω(—,v) − 1−

− iλTψ′′ (Xt, Yt,—, t)ω(—, v)
]
νP (—, t, v) dv . (10)

�ç¥¢¨¤−®, çâ® ¤«ï £�ãáá®¢áª®© Œ‘â‘ γ ≡ 0. ’®£¤� ¯à¨å®¤¨¬ ª ¨§¢¥áâ−ë¬
ãâ¢¥à¦¤¥−¨ï¬ [5{7].
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�−�«¨â¨ç¥áª¨© á¨−â¥§ áã¡®¯â¨¬�«ì−ëå ä¨«ìâà®¢ ¬¥â®¤�¬¨ ¬®¬¥−â®¢

’¥®à¥¬� 2.1. �ãáâì ¤«ï −¥£�ãáá®¢áª®© Œ‘â‘ (3), (4) ¢ë¯®«−¥−ë ãá«®¢¨ï áã-
é¥áâ¢®¢�−¨ï ¨ ¥¤¨−áâ¢¥−−®áâ¨. ’®£¤� ãà�¢−¥−¨¥ á.ª. ®¯â¨¬�«ì−®© −¥«¨−¥©−®©
ä¨«ìâà�æ¨¨ ¤«ï −¥−®à¬¨à®¢�−−®© å�à�ªâ¥à¨áâ¨ç¥áª®© äã−ªæ¨¨ “gt(λ,—) ¨¬¥¥â
¢¨¤ (6).

’¥®à¥¬� 2.2. �ãáâì ¤«ï £�ãáá®¢áª®© Œ‘â‘ (8), (9) ¢ë¯®«−¥−ë ãá«®¢¨ï áãé¥-
áâ¢®¢�−¨ï ¨ ¥¤¨−áâ¢¥−−®áâ¨. ’®£¤� ãà�¢−¥−¨¥ á.ª. ®¯â¨¬�«ì−®© −¥«¨−¥©−®©
ä¨«ìâà�æ¨¨ ¤«ï −¥−®à¬¨à®¢�−−®© å�à�ªâ¥à¨áâ¨ç¥áª®© äã−ªæ¨¨ “gt(λ,—) ¨¬¥¥â
¢¨¤ (6) ¯à¨ ãá«®¢¨¨ (10).

3 Субоптимальные фильтры на основе метода начальных моментов

Š�ª ¨§¢¥áâ−® [4], −¥®¡å®¤¨¬®áâì ®¡à�¡®âª¨ à¥§ã«ìâ�â®¢ −�¡«î¤¥−¨© ¢ à¥-
�«ì−®¬ ¬�áèâ�¡¥ ¢à¥¬¥−¨ −¥¯®áà¥¤áâ¢¥−−® ¢ ¯à®æ¥áá¥ íªá¯¥à¨¬¥−â� ¯à¨¢¥«�
ª ¯®ï¢«¥−¨î àï¤� ¯à¨¡«¨¦¥−−ëå ¬¥â®¤®¢ ®¯â¨¬�«ì−®© −¥«¨−¥©−®© ä¨«ìâà�æ¨¨,
−�§ë¢�¥¬ëå ®¡ëç−® ¬¥â®¤�¬¨ áã¡®¯â¨¬�«ì−®© ä¨«ìâà�æ¨¨. ‚ íâ®¬ á«ãç�¥ ¤«ï
¯à¨¡«¨¦¥−−®£® à¥è¥−¨ï ãà�¢−¥−¨ï ¤«ï �¯®áâ¥à¨®à−®© ®¤−®¬¥à−®© å�à�ªâ¥à¨-
áâ¨ç¥áª®© äã−ªæ¨¨ gt(λ,—) ¢¥ªâ®à� Xt ¬®¦−® ¨á¯®«ì§®¢�âì Œ�Œ, ®á−®¢�−-
−ë¥ −� ¯�à�¬¥âà¨§�æ¨¨ ®¤−®¬¥à−ëå à�á¯à¥¤¥«¥−¨© ‘â�, ®¯à¥¤¥«ï¥¬®£® áâ®-
å�áâ¨ç¥áª¨¬ ¤¨ää¥à¥−æ¨�«ì−ë¬ ãà�¢−¥−¨¥¬. �â¨ ¬¥â®¤ë ¯®§¢®«ïîâ ¨§ãç¨âì
áâ®å�áâ¨ç¥áª¨¥ ¤¨ää¥à¥−æ¨�«ì−ë¥ ãà�¢−¥−¨ï ¤«ï ¯�à�¬¥âà®¢ �¯®áâ¥à¨®à−®£®
à�á¯à¥¤¥«¥−¨ï. �à®áâ¥©è¨¬ â�ª¨¬ ¬¥â®¤®¬ ï¢«ï¥âáï Œ�� �¯®áâ¥à¨®à−®£®
à�á¯à¥¤¥«¥−¨ï.

Š�ª ¨§¢¥áâ−® ¨§ [4], ä¨«ìâà�æ¨®−−ë¥ ãà�¢−¥−¨ï (5) ¨ (6) ï¢«ïîâáï ®á−®¢®©
�−�«¨â¨ç¥áª®£® á¨−â¥§� ‘�” ¨ Œ‘�”. ÷�áá¬®âà¨¬ �«£®à¨â¬ë á¨−â¥§� á−�ç�«�
−� ¡�§¥ Œ�Œ, � §�â¥¬ | Œ–Œ.

…á«¨ �¯¯à®ªá¨¬¨à®¢�âì �¯®áâ¥à¨®à−ãî ¯«®â−®áâì pt(—, x) ¢¥ªâ®à� á®áâ®-
ï−¨ï Xt á¨áâ¥¬ë −¥ª®â®à®© äã−ªæ¨¥© p∗(x,—;ϑ), §�¢¨áïé¥© −¥ â®«ìª® ®â

�¯®áâ¥à¨®à−ëå ¬�â¥¬�â¨ç¥áª®£® ®¦¨¤�−¨ï �Xt ¨ ª®¢�à¨�æ¨®−−®© ¬�âà¨æë Rt
¢¥ªâ®à� Xt, −® ¨ ®â ¥£® �¯®áâ¥à¨®à−ëå ¬®¬¥−â®¢ ¤® ¯®àï¤ª� N ¢ª«îç¨â¥«ì−®,

â® ª ãà�¢−¥−¨ï¬ ¤«ï �Xt ¨ Rt ¯à¨¤¥âáï ¤®¡�¢¨âì ãà�¢−¥−¨ï ¤«ï �¯®áâ¥à¨®à−ëå
−�ç�«ì−ëå ¬®¬¥−â®¢ αr ¨«¨ æ¥−âà�«ì−ëå µr (r1, . . . , rnx = 0, 1, . . . , N ; |r| =
= r1 + · · · + rnx = 3, . . . , N). �à¨¬¥¬ §� ϑ ¢¥ªâ®à −�ç�«ì−ëå ¬®¬¥−â®¢ αr
(r = 3, . . . , N). ’®£¤�, ¯®¢â®àïï ¢ëç¨á«¥−¨ï [4] ¤«ï £�ãáá®¢áª®© ‘â‘, ¯®«ãç¨¬
á«¥¤ãîé¨¥ áâ®å�áâ¨ç¥áª¨¥ ¤¨ää¥à¥−æ¨�«ì−ë¥ ãà�¢−¥−¨ï ¤«ï �¯®áâ¥à¨®à−ëå
−�ç�«ì−ëå ¬®¬¥−â®¢ ¢¥ªâ®à� Xt:

dαr = A
α
r = βr dt + ηr

(
dYt − f (1) dt

)

(r1, . . . , rnx = 0, 1, . . . , N ; |r| = r1 + · · ·+ rnx = 1, . . . , N) , (11)

£¤¥ ¢¢¥¤¥−ë á«¥¤ãîé¨¥ ®¡®§−�ç¥−¨ï:
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βr = βr (Yt, α,—, t) =

=
nx∑

s=1

rsM
pt

–x

{
ϕs (Yt,X,—, t)X

r1
1 · · ·Xrs−1

s · · ·Xrnx
nx

}
+

+
1

2

nx∑

s=1

rs(rs − 1)Mpt

–x

{
σss (Yt,X,—, t)X

r1
1 · · ·Xrs−1

s · · ·Xrnx
nx

}
+

+

nx∑

q=2

q−1∑

s=1

rsrqM
pt

–x

{
σsq (Yt,X,—, t)X

r1
1 · · ·Xrs−1

s · · ·Xrq−1
q · · ·Xrnx

nx

}
; (12)

ηr = ηr(Yt, α,—, t) =

=

{
Mpt

–x

[
ϕ1 (Yt,X,—, t)X

r1
1 · · ·Xrnx

nx

]
− f (1)Tαr +

+

nx∑

s=1

rsM
pt

–x

[(
ψνψT1

)
s
(Yt,X,—, t)X

r1
1 · · ·Xrs−1

s · · ·Xrnx
nx

]}
×

× (ψ1ν0ψT1 )−1 (Yt,—, t) , f (1) = f (1)(Yt, ϑ,—, t) = Mpt

–x {ϕ1(Yt,X,—, t)} , (13)

� (ψν0ψ
T
1 )s | s-ï áâà®ª� ¬�âà¨æë ψνψT1 . ˆ−â¥£à¨à®¢�−¨¥ ãà�¢−¥−¨© (11)

¯à¨ −�ç�«ì−ëå §−�ç¥−¨ïå ¬®¬¥−â®¢ αr, à�¢−ëå á®®â¢¥âáâ¢ãîé¨¬ ãá«®¢−ë¬
−�ç�«ì−ë¬ ¬®¬¥−â�¬ ¢¥ªâ®à� X0 ®â−®á¨â¥«ì−® Y0, ¯à¨¡«¨¦¥−−® ®¯à¥¤¥«ï¥â
¢á¥ �¯®áâ¥à¨®à−ë¥ ¬®¬¥−âë αr, r1, . . . , rnx = 0, 1, . . . , N ; |r| = 1, . . . , N ,
á®áâ�¢«ïîé¨¥ ¢¥ªâ®à ¯�à�¬¥âà®¢ —.

�à¨ �¯¯à®ªá¨¬�æ¨¨ �¯®áâ¥à¨®à−®© ¯«®â−®áâ¨ pt(x,—) ®âà¥§ª®¬ ®àâ®£®−�«ì-
−®£® à�§«®¦¥−¨ï ¢¨¤�

pt(x,—) = p
∗(x,—;ϑ) = w1(x,—)

[
1 +

N∑

k=3

∑

|ν|=k

cνpν(x,—)

]
. (14)

”ã−ªæ¨¨ βr, ηr ¨ f (1) ¯à¥¤áâ�¢«ïîâ á®¡®© «¨−¥©−ë¥ äã−ªæ¨¨ ¬®¬¥−â®¢ αr
( |r| = 3, . . . , N) á ª®íää¨æ¨¥−â�¬¨, §�¢¨áïé¨¬¨ ®â ¬®¬¥−â®¢ ¯¥à¢®£® ¨ ¢â®à®£®
¯®àï¤ª®¢:

βr = β0,r +
N∑

k=3

∑

|ν|=k

βν,rqν(α); ηr = η0,r +
N∑

k=3

∑

|ν|=k

ην,rqν(α);

f (1) = f
(1)
0 +

N∑

k=3

∑

|ν|=k

f (1)ν qν(α) , (15)
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�−�«¨â¨ç¥áª¨© á¨−â¥§ áã¡®¯â¨¬�«ì−ëå ä¨«ìâà®¢ ¬¥â®¤�¬¨ ¬®¬¥−â®¢

â�ª ª�ª cν = qν(α), � ¢¥«¨ç¨−� qν(α) ¯à¨ |ν| ≥ 3 ¯à¥¤áâ�¢«ï¥â á®¡®© «¨−¥©−ãî
äã−ªæ¨î ¬®¬¥−â®¢ αr ( |r| = 3, . . . , |ν| ) á ª®íää¨æ¨¥−â�¬¨, §�¢¨áïé¨¬¨ ®â
¬®¬¥−â®¢ ¯¥à¢®£® ¨ ¢â®à®£® ¯®àï¤ª�.

�à¨ �¯¯à®ªá¨¬�æ¨¨ ¯«®â−®áâ¨ pt(x,—) ®âà¥§ª®¬ àï¤� �¤¦ã®àâ� á ãç¥â®¬
−�ç�«ì−ëå ¬®¬¥−â®¢ ¤® N-£® ¯®àï¤ª� ç¨á«® á«�£�¥¬ëå ¢ áã¬¬¥ ¯® k ã¢¥«¨ç¨âáï
¤® 3N − 6 ¨ ª®íää¨æ¨¥−âë cν ¯à¨ |ν| > N −¥ ¡ã¤ãâ à�¢−ë qν(α) = Gν(µ),
� ¡ã¤ãâ äã−ªæ¨ï¬¨ á¥¬¨¨−¢�à¨�−â®¢ ¤® N-£® ¯®àï¤ª�, ª®â®àë¥ −�¤® ¡ã¤¥â
§�¬¥−¨âì ¨å ¢ëà�¦¥−¨ï¬¨ ç¥à¥§ −�ç�«ì−ë¥ ¬®¬¥−âë.

’�ª¨¬ ®¡à�§®¬, ¢ ®á−®¢ã �−�«¨â¨ç¥áª®£® á¨−â¥§� ‘�” ¬®¦¥â ¡ëâì ¯®«®¦¥−®
á«¥¤ãîé¥¥ ãâ¢¥à¦¤¥−¨¥.

’¥®à¥¬� 3.1. �ãáâì ãà�¢−¥−¨ï −¥«¨−¥©−®© £�ãáá®¢áª®© ¤¨ää¥à¥−æ¨�«ì−®©
‘â‘ (1) ¨ (2) ¯à¨ ψ′′ = ψ′′

1 = 0 ¤®¯ãáª�îâ ¯à¨¬¥−¥−¨¥ Œ�Œ. ’®£¤� �«£®à¨â¬
�−�«¨â¨ç¥áª®£® á¨−â¥§� ‘�” á®£«�á−® Œ�Œ ®¯à¥¤¥«ï¥âáï ãà�¢−¥−¨ï¬¨ (11){
(15).

�−�«®£¨ç−®, ®¡®¡é�ï [4], ¯®«ãç¨¬ á«¥¤ãîé¨¥ ãà�¢−¥−¨ï Œ‘�” ¤«ï −¥−®à-
¬¨à®¢�−−ëå ¬®¬¥−â®¢ mr ¤® §�¤�−−®£® ¯®àï¤ª� (r = 1, . . . , N):

dmr = A
m
r = µtM

pt

–x

[
nx∑

l=1

rlϕl(Yt,X,—, t)X
r1
1 · · ·Xrnx

nx
+

+
1

2

nx∑

l=1

rl(rl − 1)σoll (Yt,X,—, t)Xr1
1 · · ·Xrl−2

l · · ·Xrnx
nx
+

+

nx∑

l=2

nx−1∑

h=1

rlrhσolh (Yt,X,—, t)X
rh−1
h · · ·Xrl−1

l · · ·Xrnx
nx

]
dt +

+ µtM
pt

–x

[
ϕ1 (Yt,X,—, t)

TXr1
1 · · ·Xrnx

nx
+

+
nx∑

l=1

rlσ1l (Yt,X,—, t)X
r1
1 · · ·Xrl−1

l · · ·Xrnx
nx

]
σ2 (Yt,—, t)

−1 dYt

(r1, . . . , rnx = 0, 1, , . . . , N, r = 1, . . . , N) ; (16)

dµt = A
µ = µtM

pt

–x

[
ϕ1 (Yt,X,—, t)

T
]
σ2 (Yt,—, t)

−1 dYt . (17)

�â® §�¬ª−ãâ�ï á¨áâ¥¬� ãà�¢−¥−¨© ¤«ïmr (r = 1, . . . , N) ¨µt. �−� ¯à¨¡«¨¦¥−−®

®¯à¥¤¥«ï¥âmr, µt ¨αr ¨, ¢ ç�áâ−®áâ¨, ®¯â¨¬�«ì−ãî ®æ¥−ªã �Xt ¨ ª®¢�à¨�æ¨®−−ãî
¬�âà¨æã ®è¨¡ª¨ ä¨«ìâà�æ¨¨ Rt. ��ç�«ì−ë¥ §−�ç¥−¨ï ¬®¬¥−â®¢ mr ¨ mr(t0)
à�¢−ë αr(t0), £¤¥ αr(t0) | á®®â¢¥âáâ¢ãîé¨¥ ãá«®¢−ë¥ ¬®¬¥−âë X0 ¢¥ªâ®à� Xt

®â−®á¨â¥«ì−® Y0 ¢¥ªâ®à� Yt, ¨ µ(t0) = 1, ª�ª ¢á¥£¤�.
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—â® ª�á�¥âáï ¢ë¡®à� äã−ªæ¨¨ “p∗t (x,—, α), â® §�à�−¥¥ ¬®¦−® ¯à¨−ïâì ª®−¥ç-
−ë© ®âà¥§®ª ®àâ®£®−�«ì−®£® à�§«®¦¥−¨ï “pt(x,—), ¢ ç�áâ−®áâ¨ à�§«®¦¥−¨ï ¯®
¯®«¨−®¬�¬ �à¬¨â�, ¨«¨ ª®−¥ç−ë© ®âà¥§®ª àï¤� �¤¦ã®àâ� [4].

�®«ì§ãïáì «î¡®© ®àâ®−®à¬�«ì−®© á¨áâ¥¬®© ¯®«¨−®¬®¢ [4] {pν(x)qν(x)},

∞∫

−∞

w(x,—)pν(x)qν(x) dx = δνµ (18)

(w(x,—)| −¥ª®â®à�ï íâ�«®−−�ï ¯«®â−®áâì), ¬®¦−® ¢ë¡à�âì ¢ ª�ç¥áâ¢¥ äã−ªæ¨¨
“p∗t (x, α,—):

“p∗t (x,—, α) = w(x,—)


1 +

N∑

k=3

∑

|ν|=k

cνpν(x)


 . (19)

‡¤¥áì
cν = M

pt

–x [qν(X)] = M
w
–xqν(X) = qν(α,—) , (20)

£¤¥ qν(α,—) | à¥§ã«ìâ�â §�¬¥−ë ¢ ¯®«¨−®¬¥ qν(x,—) ¢á¥å ®¤−®ç«¥−®¢
Xr1
1 · · ·Xrnx

nx á®®â¢¥âáâ¢ãîé¨¬¨ ¬®¬¥−â�¬¨ αr = αr1···rnx
. ‚ ç�áâ−®áâ¨, ¯à¨

−®à¬�«ì−®© ¯«®â−®áâ¨ w(x,—) á ¯�à�¬¥âà�¬¨ �Xt ¨ Rt ¨¬¥¥¬:

pν(x) =
H(x− �Xt)

ν1! · · · νnx !
; qν(x) = Gν

(
x− �Xt

)
, (21)

£¤¥ Hν(·) ¨ Gν(·)| ¬−®£®¬¥à−ë¥ ¯®«¨−®¬ë �à¬¨â� [4].
’�ª¨¬ ®¡à�§®¬, ¨¬¥¥¬ â¥®à¥¬ã.

’¥®à¥¬� 3.2. �ãáâì ãà�¢−¥−¨ï −¥«¨−¥©−®© £�ãáá®¢áª®© ¤¨ää¥à¥−æ¨�«ì−®© á¨á-
â¥¬ë (1), (2) ¯à¨ ψ′′ = ψ′′

1 = 0 ¤®¯ãáª�îâ ¯à¨¬¥−¥−¨¥ ¬®¤¨ä¨æ¨à®¢�−−®£® Œ–Œ

(Œ2–Œ). ’®£¤� ¯à¨ ä¨ªá¨à®¢�−−®¬ ¢¥ªâ®à¥ ¨−áâàã¬¥−â�«ì−ëå ¯�à�¬¥âà®¢ —
�«£®à¨â¬ �−�«¨â¨ç¥áª®£® á¨−â¥§� Œ‘�” á®£«�á−® Œ2–Œ ®¯à¥¤¥«ï¥âáï ãà�¢-
−¥−¨ï¬¨ (16){(21).

‚ á«ãç�¥, ª®£¤� ãç¨âë¢�îâáï −¥£�ãáá®¢®áâì èã¬®¢ ¢ ãà�¢−¥−¨¨ á®áâ®ï−¨ï
¨ ¨á¯®«ì§ãîâáï ãà�¢−¥−¨ï (6){(8), ¬®¦−® ¢¢¥áâ¨ íª¢¨¢�«¥−â−ë© ¡¥«ë© èã¬
¨−â¥−á¨¢−®áâ¨ νÜ, á®£«�á−® ãá«®¢¨î

1

2
ψ′νÜψ

′T =
1

2
ψ′ν0ψ

′T = γ , (22)

£¤¥ γ ®¯à¥¤¥«¥−� (8), � §�â¥¬ ¢®á¯®«ì§®¢�âìáï â¥®à¥¬�¬¨ 3.1 ¨ 3.2. ‚ à¥§ã«ìâ�â¥
¯à¨¤¥¬ ª á«¥¤ãîé¨¬ ãâ¢¥à¦¤¥−¨ï¬.

’¥®à¥¬� 3.3. �ãáâì ãà�¢−¥−¨ï −¥«¨−¥©−®© −¥£�ãáá®¢áª®© ¤¨ää¥à¥−æ¨�«ì−®©
‘â‘ (6), (7) ¤®¯ãáª�îâ ¯à¨¬¥−¥−¨¥ Œ�Œ. ’®£¤� �«£®à¨â¬ �−�«¨â¨ç¥áª®£®
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á¨−â¥§� ‘�” á®£«�á−® Œ�Œ ®¯à¥¤¥«ï¥âáï ãà�¢−¥−¨ï¬¨ â¥®à¥¬ë 3.1 á §�¬¥-
−®© ν0 −� νÜ á®£«�á−® (22).

’¥®à¥¬� 3.4. �ãáâì ãà�¢−¥−¨ï −¥«¨−¥©−®© −¥£�ãáá®¢áª®© ¤¨ää¥à¥−æ¨�«ì−®©
‘â‘ (6), (7) ¤®¯ãáª�îâ ¯à¨¬¥−¥−¨¥ Œ�Œ. ’®£¤� �«£®à¨â¬ �−�«¨â¨ç¥áª®-
£® á¨−â¥§� Œ‘�” á®£«�á−® Œ�Œ ®¯à¥¤¥«ï¥âáï ãà�¢−¥−¨ï¬¨ â¥®à¥¬ë 3.2
á §�¬¥−®© ν0 −� νÜ á®£«�á−® (22).

4 Субоптимальные фильтры на основе метода центральных моментов

�á−®¢ë¢�ïáì −� [4] ¨ ¯à¨¬¥−ïï ®¯¥à�â®à Mp
∗

–x, ¯à¨¤¥¬ ª á«¥¤ãîé¨¬ ãà�¢−¥-
−¨ï¬ ¤«ï ‘�” −®à¬¨à®¢�−−®£® �¯®áâ¥à¨®à−®£® à�á¯à¥¤¥«¥−¨ï ¯à¨ ¨á¯®«ì§®¢�-
−¨¨ Œ–Œ:

d �Xt = A
�Xt = fdt+ h

(
dYt − f (1)dt

)
, (23)

dRt = A
Rt =

(
f (2) − hψ1νψ

T
1 h
T
)
dt+

ny∑

r=1

ρr

(
dYr − f (1)r dt

)
, (24)

£¤¥

f = f(Yt, ϑ,—, t) = M
p∗

–x [ϕ (Yt,X,—, t)] ; (25)

f (1) =
{
f (1)r

}
= f (1) (Yt, ϑ,—, t) = M

p∗

–x [ϕ1 (Yt,X,—, t)] ; (26)

f (2) = f (2) (Yt, ϑ,—, t) = M
p∗

–x

[
(X − �Xt)ϕ (Yt,X,—, t)

T +

+ ϕ (Yt,X,—, t)
(
XT − �XTt

)
+
(
ψνψT

)
(Yt,X,—, t)

]
; (27)

h = h (Yt, ϑ,—, t) =
{
Mp

∗

–x

[
Xϕ1 (Yt,X,—, t)

T +

+
(
ψν0ψ

T
1

)
(Yt,X,—, t)

]
− �Xtf

(1)T
}
(ψ1ν0ψ

T
1 )

−1 (Yt, t) ; (28)

ρr = ρr (Yt, ϑ,—, t) = M
p∗

–x

[(
X − �Xt

)(
XT − �XTt

)
ar (Yt,X,—, t) +

+
(
X − �Xt

)
br (Yt,X,—, t)

T + br (Yt,X,—, t)
(
XT − �XTt

)]

(r = 1, . . . , ny) , (29)

� ϑ | á®¢®ªã¯−®áâì ¬®¬¥−â®¢ �Xt, Rt ¨ µr (r1, . . . , rnx = 0, 1, . . . , N ; |r| =
= 3, . . . , N),
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dµr = A
µ
r =

(
βr −

nx∑

s=1

rsfsµr−es +
1

2

nx∑

s=1

rs (rs − 1)hsψ1νψT1 hTs µr−2es +

+

nx∑

q=2

q−1∑

s=1

rsrqhsψ1νψ
T
1 h
T
q µr−es−eq −

1

2

nx∑

s=1

rsηr−esψ1νψ
T
1 hs

)
dt +

+

(
ηr −

n∑

s=1

rshsµr−es

)(
dYt − f (1)dt

)
(30)

(r1, . . . , rnx = 0, 1, . . . , N ; |r| = 3, . . . , N) .

‡¤¥áì ¢¢¥¤¥−ë á«¥¤ãîé¨¥ ®¡®§−�ç¥−¨ï:

βr = βr (Yt, ϑ,—, t) =

nx∑

s=1

rsM
p∗

–x

[
ϕs (Yt,X,—, t)

T
(
X1 − �X1

)r1 · · ·

· · · (Xs − �Xs)
rs−1 · · ·

(
Xnx − �Xnx

)rnx
]
+

+
1

2

nx∑

s=1

rs (rs − 1)Mp
∗

–x

[
σss (Yt,X,—, t)

T
(
X1 − �X1

)r1 · · ·
(
Xs − �Xs

)rs−2
· · ·

· · ·
(
Xnx − �Xnx

)rnx
]
+

nx∑

q=2

q−1∑

s=1

rsrqM
p∗

–x

[
σsq (Yt,X,—, t)

T
(
X1 − �X1

)r1 · · ·

· · ·
(
Xs − �Xs

)rs−1 · · ·
(
Xq − �Xq

)rq−1 · · ·
(
Xnx − �Xnx

)rnx
]
; (31)

ηr = ηr (Yt, ϑ,—, t) =

{
∂ |r| k(Y, ϑ, λ,—, t)

∂(iλ1)
r1 . . . ∂(iλnx)

rnx

}

λ=0

=

=
{
Mp

∗

–x

[
ϕ1 (Yt,X,—, t)

T
(
X1 − �X1

)r1 · · ·
(
Xnx − �Xnx

)rnx
]
+

+

nx∑

s=1

rsM
p∗

–x

[
(ψνψT1 )s (Yt,X,—, t)

(
X1 − �X1

)r1 · · ·
(
Xs − �Xs

)rs−1 · · ·

· · ·
(
xnx − �Xnx

)rnx
]
− f (1)Tµr−es

}
(ψ1ν0ψ

T
1 )

−1 (Yt,—, t) , (32)

£¤¥ fs | s-© í«¥¬¥−â ¬�âà¨æë-áâ®«¡æ� f , ®¯à¥¤¥«ï¥¬ë© ä®à¬ã«®© (25). �à¨
íâ®¬ äã−ªæ¨ï k, ¢å®¤ïé�ï ¢ (32), ®¯à¥¤¥«ï¥âáï ¨§¢¥áâ−®© ä®à¬ã«®© [4]:
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k = k (Yt, ϑ, λ,—, t) =
{
Mp

∗

–x

[
ϕ1 (Yt,X,—, t)

T +

+ iλT (ψνψ1)
T (Yt,X,—, t)

]
e−λ

T(X− �Xt) −

− f (1)T e−λ
T �Xtgt(λ)

}
(ψ1ν0ψ

T
1 )

−1(Yt,—, t) . (33)

“à�¢−¥−¨ï (23), (24) ¨ (30) ®¯à¥¤¥«ïîâ ¯à¨¡«¨¦¥−−® ¢á¥ ¬®¬¥−âë, ®â ª®-
â®àëå §�¢¨á¨â �¯¯à®ªá¨¬¨àãîé�ï �¯®áâ¥à¨®à−ãî ¯«®â−®áâì pt(x,—;ϑ) äã−ª-
æ¨ï p∗(x,—;ϑ). ‚ ª�ç¥áâ¢¥ p∗(x,—;ϑ) ®¡ëç−® ¡¥àãâ ®âà¥§®ª ®àâ®£®−�«ì−®£®
à�§«®¦¥−¨ï (15) ¯«®â−®áâ¨ pt(x,—;ϑ), ¢ ç�áâ−®áâ¨ à�§«®¦¥−¨ï ¯® ¯®«¨−®¬�¬
�à¬¨â�, ¨«¨ ®âà¥§®ª àï¤� �¤¦ã®àâ�. ‚ ¯®á«¥¤−¥¬ á«ãç�¥ ¬®¦−® à�ááç¨âë¢�âì
−� ¡®«¥¥ â®ç−ãî �¯¯à®ªá¨¬�æ¨î ¯«®â−®áâ¨ pt(x,—;ϑ) ¯à¨ ¤�−−®¬ −�¨¢ëáè¥¬
¯®àï¤ª¥ ãç¨âë¢�¥¬ëå ¬®¬¥−â®¢.

’�ª¨¬ ®¡à�§®¬, ¯®«ãç¥− á«¥¤ãîé¨© à¥§ã«ìâ�â.

’¥®à¥¬� 4.1. �ãáâì ãà�¢−¥−¨ï −¥«¨−¥©−®© £�ãáá®¢áª®© ¤¨ää¥à¥−æ¨�«ì−®©
‘â‘ (1), (2) ¯à¨ ψ′′ = ψ′′

1 = 0 ¤®¯ãáª�îâ ¯à¨¬¥−¥−¨¥ Œ–Œ. ’®£¤� �«£®à¨â¬
�−�«¨â¨ç¥áª®£® á¨−â¥§� ‘�” á®£«�á−® Œ–Œ ®¯à¥¤¥«ï¥âáï ãà�¢−¥−¨ï¬¨ (23){
(33).

�−�«®£¨ç−® ¯®«ãç�îâáï �«£®à¨â¬ë �−�«¨â¨ç¥áª®£® á¨−â¥§� ‘�” ¨ Œ‘�”
¤«ï ãà�¢−¥−¨© (6), (7). �®«ãç�¥¬ë¥ â�ª¨¬ ®¡à�§®¬ ãà�¢−¥−¨ï ‘�” ¨ Œ‘�”
§−�ç¨â¥«ì−® ¡®«¥¥ £à®¬®§¤ª¨¥, ç¥¬ ãà�¢−¥−¨ï ¢ â¥®à¥¬�å 3.2{3.4, ¨ ¢ áâ�âì¥ −¥
¯à¨¢®¤ïâáï.

5 Чувствительность субоптимальных фильтров по методам моментов

„«ï ®æ¥−ª¨ çã¢áâ¢¨â¥«ì−®áâ¨ ‘�” ¨ Œ‘�” −� ®á−®¢¥ Œ�Œ ¨á¯®«ì§ãîâáï
�«£®à¨â¬ë [5{7] −� ¡�§¥ ãà�¢−¥−¨© ¤«ï äã−ªæ¨© çã¢áâ¢¨â¥«ì−®áâ¨ ∇—αr, ∇—mr

¨ ∇—µr. �®á«¥¤−¨¥ ¯®«ãç�îâáï ¯ãâ¥¬ ¤¨ää¥à¥−æ¨à®¢�−¨ï ¯® — −¥«¨−¥©−ëå
äã−ªæ¨© Aαr , Amr ¨ Aµr , ¢å®¤ïé¨å ¢ ãà�¢−¥−¨ï â¥®à¥¬ 3.1{3.4. “à�¢−¥−¨ï â¥®-
à¥¬ë 4.1 ¯à¨¬¥−ïîâáï ¤«ï ¯®«ãç¥−¨ï äã−ªæ¨© çã¢áâ¢¨â¥«ì−®áâ¨ ∇—Xt, ∇—Rt
¨ ∇—µt ¯ãâ¥¬ ¤¨ää¥à¥−æ¨à®¢�−¨ï −¥«¨−¥©−ëå äã−ªæ¨© A

�Xt, ARt ¨ Aµr .

6 Тестовые примеры

6.1. ‚ §�¤�ç¥
‘Xt = −X3t +XtV1 ; ‘Yt = Zt = Xt + V2 (34)

ãà�¢−¥−¨ï ‘�” ¨¬¥îâ ¢¨¤ (¯à¨ α1 = �Xt ¨ α2 = �X
2
t +Rt):

‘�Xt = −α3 +
(
α2 − �X2t

)(
Zt − �Xt

)
; (35)

‘α2 = −2α4 + ν1α2 + ν−12
(
α3 − �Xtα2

)(
Zt − �Xt

)
; (36)
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‘α3 = 72 �X
5
t − 180 �X3t α2 + 3

(
ν1 + 20 �X

2
t

)
α3 − 15 �Xtα4 + 90 �Xtα

2
2 −

− 30α2α3 + ν−12 (α4 − �Xtα3)(Zt − �Xt) ; (37)

‘α4 = 256 �X
6
t − 480 �X4t α2 + 160 �X3t α3 + 6ν1α4 + 120α32 − 60α2α4 + ν−12 ×

×
(
4 �Xtα4 − 20 �X2t α3 + 60 �X3t α2 − 30 �Xtα

2
2 + 10α2α3 − 24 �X5t

)(
Zt − �Xt

)
. (38)

�à¨ �¯¯à®ªá¨¬�æ¨¨ �¯®áâ¥à¨®à−®© ¯«®â−®áâ¨ ®âà¥§ª®¬ àï¤� �¤¦ã®àâ� á ãç¥â®¬
¬®¬¥−â®¢ ¤® ç¥â¢¥àâ®£® ¯®àï¤ª� ¢ ¯à�¢®© ç�áâ¨ ¯®á«¥¤−¥£® ãà�¢−¥−¨ï ¤®¡�¢¨âáï

á«�£�¥¬®¥ 10µ23 = 10(α3 − 3 �Xtα2 + 2 �X
3
t )
2.

�à¨¬¥¬ §� ¨−áâàã¬¥−â�«ì−ë© ¯�à�¬¥âà —1ν1 ¨−â¥−á¨¢−®áâì ¡¥«®£® èã¬� V1
¢ ¯¥à¢®¬ ãà�¢−¥−¨¨ (34). �â®â ¯�à�¬¥âà ¢å®¤¨â ¢ ãà�¢−¥−¨ï (35){(38) «¨−¥©−®,
¢ â® ¢à¥¬ï ª�ª ¨−â¥−á¨¢−®áâì ν2 ¡¥«®£® èã¬� ¢® ¢â®à®¬ ãà�¢−¥−¨¨ ¢å®¤¨â
−¥«¨−¥©−®, —2 = ν−12 . “à�¢−¥−¨ï (37) ¨ (38) ¯®§¢®«ïîâ â�ª¦¥ ®æ¥−¨âì â®ç-
−®áâì ¨ çã¢áâ¢¨â¥«ì−®áâì �«£®à¨â¬� ¢ §�¢¨á¨¬®áâ¨ ®â ç¨á«� −�ç�«ì−ëå ¬®¬¥−â®¢
âà¥âì¥£® ¨ ç¥â¢¥àâ®£® ¯®àï¤ª�.
6.2. ‚ §�¤�ç¥ (34) ¯à¨ �¯¯à®ªá¨¬�æ¨¨ pt(x,—) ®âà¥§ª®¬ à�§«®¦¥−¨ï ¯® ¯®«¨-
−®¬�¬ �à¬¨â� á ãç¥â®¬ ¬®¬¥−â®¢ ¤® ç¥â¢¥àâ®£® ¯®àï¤ª� ãà�¢−¥−¨ï ‘�” ¨¬¥îâ
¢¨¤:

‘�Xt = − �Xt

(
�X2t + 3Rt

)
− µ3 + ν

−1
2 Rt

(
Zt − �Xt

)
; (39)

‘Rt =
(
ν1 − 6 �X2t

)
Rt − ν−12 R2t − 6 �Xtµ3 + ν

−1
2 µ3

(
Zt − �Xt

)
− 2µ4 ; (40)

‘µ3 = 9 �XtR
2
t − 9( �X2t + 3Rt)µ3 − 9 �Xtµ4 + 3ν1(2 �XtRt + µ3)−

− 3
2
ν−12 Rtµ3 + ν

−1
2

(
µ4 − 3R2t

) (
Zt − �Xt

)
, (41)

‘µ4 = 120R
3
t − 108 �XtRtµ3 −

− 12
(
�X2t + 5Rt

)
µ4 + 4µ

2
3 + 6ν1

(
�X2t Rt + 2

�Xtµ3 + µ4

)
−

− 2ν−12 Rt
(
µ4 − 3R2t

)
+ 6ν−12 Rtµ3

(
Zt − �Xt

)
. (42)

�à¨ �¯¯à®ªá¨¬�æ¨¨ pt(x,—) ®âà¥§ª®¬ àï¤� �¤¦ã®àâ� á ãç¥â®¬ ¬®¬¥−â®¢ ¤® ç¥â-
¢¥àâ®£® ¯®àï¤ª� ¢ ¯à�¢®© ç�áâ¨ ¯®á«¥¤−¥£® ãà�¢−¥−¨ï ¤®¡�¢¨âáï á«�£�¥¬®¥ 10µ23.

“à�¢−¥−¨ï (39){(42) ¯®§¢®«ïîâ á¤¥«�âì á«¥¤ãîé¨¥ ¢ë¢®¤ë. ‚®-¯¥à¢ëå, ®−¨
¯®§¢®«ïîâ ®æ¥−¨âì â®ç−®áâì ¨ çã¢áâ¢¨â¥«ì−®áâì �«£®à¨â¬� ¢ §�¢¨á¨¬®áâ¨ ®â ç¨á-
«� æ¥−âà�«ì−ëå ¬®¬¥−â®¢ âà¥âì¥£® ¨ ç¥â¢¥àâ®£® ¯®àï¤ª�, ¢®-¢â®àëå, ®¡−�àã¦¨âì
«¨−¥©−ãî §�¢¨á¨¬®áâì ¯à�¢ëå ç�áâ¥© ãà�¢−¥−¨© ®â —1 = ν1 ¨ −¥«¨−¥©−ãî
§�¢¨á¨¬®áâì —2 = ν

−1
2 ®â ¨−â¥−á¨¢−®áâ¨ ν2.

6.3. �®«ãç¥−−ë¥ �«£®à¨â¬ë ¨ â¥áâ®¢ë¥ ¯à¨¬¥àë ¨á¯®«ì§®¢�−ë ¢ §�¤�ç�å ®æ¥−ª¨
−�¤¥¦−®áâ¨ ¨ ¡¥§®¯�á−®áâ¨ á«®¦−ëå �¢¨�æ¨®−−ëå á¨áâ¥¬ [8].
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7 Заключение

÷�§à�¡®â�−� â¥®à¨ï �−�«¨â¨ç¥áª®£® á¨−â¥§� ¯® ªà¨â¥à¨î ¬¨−¨¬ã¬� áà¥¤−¥©
ª¢�¤à�â¨ç¥áª®© ®è¨¡ª¨ −� ®á−®¢¥ Œ�Œ ¨ Œ–Œ ‘�” ¨ Œ‘�” ¤«ï −¥«¨−¥©-
−ëå ¤¨ää¥à¥−æ¨�«ì−ëå ‘â‘, ¢ â®¬ ç¨á«¥ −� £«�¤ª¨å ¬−®£®®¡à�§¨ïå. “à�¢−¥−¨¥
á®áâ®ï−¨ï ‘â‘ á®¤¥à¦¨â £�ãáá®¢áª¨¥ ¨ ¯ã�áá®−®¢áª¨¥ èã¬ë, � ãà�¢−¥−¨¥ −�¡«î-
¤¥−¨ï | â®«ìª® £�ãáá®¢áª¨¥ èã¬ë. ‘ã¡®¯â¨¬�«ì−ë¥ ä¨«ìâàë á¨−â¥§¨àãîâáï −�
®á−®¢¥ −®à¬¨à®¢�−−®© �¯®áâ¥à¨®à−®© ¯«®â−®áâ¨, � Œ‘�” | −¥−®à¬¨à®¢�−−®©
�¯®áâ¥à¨®à−®© ¯«®â−®áâ¨. �«£®à¨â¬ë −� ®á−®¢¥ Œ�Œ, ª�ª ¯à�¢¨«®, ¯à®é¥, ç¥¬
−� ®á−®¢¥ Œ–Œ.

Š®¬¯«¥ªá �«£®à¨â¬®¢ ¯®§¢®«ï¥â ®æ¥−¨¢�âì ¢«¨ï−¨¥ −� â®ç−®áâì ¨ çã¢áâ¢¨-
â¥«ì−®áâì ¨−áâàã¬¥−â�«ì−ëå ¯�à�¬¥âà®¢, � â�ª¦¥ ¨§ãç�âì §�¢¨á¨¬®áâ¨ ®â ¯®àï¤ª�
ãç¨âë¢�¥¬ëå ¢¥à®ïâ−®áâ−ëå ¬®¬¥−â®¢ ¢ à�§«®¦¥−¨¨ �¯®áâ¥à¨®à−®© ¯«®â−®áâ¨.
�«£®à¨â¬ë ¯®«®¦¥−ë ¢ ®á−®¢ã ¬®¤ã«ï ¨−áâàã¬¥−â�«ì−®© ¯à®£à�¬¬−®© á¨áâ¥¬ë
StS-Filter 2018.

÷�§à�¡®â�−ë ¤¢� â¥áâ®¢ëå ¯à¨¬¥à� ¨§ ®¡«�áâ¨ ä¨«ìâà�æ¨¨ ã£«®¢ëå ¯à®æ¥áá®¢
¢ −¥«¨−¥©−®© á ¯�à�¬¥âà¨ç¥áª¨¬ èã¬®¬ ¨−ä®à¬�æ¨®−−®-¨§¬¥à¨â¥«ì−®© á¨áâ¥¬¥.

÷¥§ã«ìâ�âë ¤®¯ãáª�îâ ®¡®¡é¥−¨ï −� á«ãç�© ¤¨áªà¥â−ëå ¨ −¥¯à¥àë¢−®-¤¨á-
ªà¥â−ëå Œ‘â‘. �®«ìè®© ¯à�ªâ¨ç¥áª¨© ¨−â¥à¥á ¯à¥¤áâ�¢«ï¥â â¥®à¨ï �−�«¨â¨-
ç¥áª®£® á¨−â¥§� ‘�” ¨ Œ‘�” ¢ á«ãç�¥ Œ‘â‘ (1) ¨ (2) ¯à¨ ¯ã�áá®−®¢áª¨å
èã¬�å ¢ −�¡«î¤¥−¨ïå.
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BY MOMENTS METHODS
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Abstract: On the basis of initial and central moments, the theory of analytical
synthesis of suboptimal and modificated filters (SOF and MSOF) for differential
(on manifolds) nonlinear stochastic systems (StS) is developed. The authors
suppose that: (i) state equation includes Gaussian and Poisson noises; and
(ii) observation equation contains Gaussian noises only. For SOF synthesis,
the authors use normalized densities and for MOF, unnormalized densities.
Questions of instrumental accuracy and sensitivity are discussed. The algorithms
are the basis of the software tool StS-Filter 2018. Two test examples for angular
information-measurement system are given. Some generalizations are mentioned.
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К ВОПРОСУ О РАСЧЕТЕ НАДЕЖНОСТИ
ИНФОРМАЦИОННО-ТЕЛЕКОММУНИКАЦИОННЫХ
СИСТЕМ: УЧЕТ ХАРАКТЕРИСТИК ПРОГРАММНОГО

ОБЕСПЕЧЕНИЯ

А. В. Борисов1, А. В. Босов2, А. В. Иванов3, Э. Р. Корепанов4

�−−®â�æ¨ï: �æ¥−ª� −�¤¥¦−®áâ¨ ¢−®¢ì á®§¤�¢�¥¬ëå ¨ áãé¥áâ¢ãîé¨å ¨−-
ä®à¬�æ¨®−−®-â¥«¥ª®¬¬ã−¨ª�æ¨®−−ëå á¨áâ¥¬ (ˆ’Š‘), âà�¤¨æ¨®−−® àãâ¨−-
−�ï ¨ ä®à¬�«ì−�ï, à�áá¬�âà¨¢�¥âáï ª�ª −¥®âê¥¬«¥¬�ï ç�áâì ¯à®æ¥áá� ¯à®¥ªâ¨-
à®¢�−¨ï. „«ï à�áç¥â� −�¤¥¦−®áâ¨ á¨áâ¥¬ë ¯à¥¤«�£�¥âáï æ¥«®áâ−�ï ¬¥â®¤¨ª�,
¢ à�¬ª�å ª®â®à®©, ¢®-¯¥à¢ëå, ¢ë¤¥«¥− −�¡®à ª®«¨ç¥áâ¢¥−−ëå å�à�ªâ¥à¨áâ¨ª
−�¤¥¦−®áâ¨, ®â¢¥ç�îé¨å ª�ç¥áâ¢¥−−ë¬ ¯®ª�§�â¥«ï¬ â¥å−¨ç¥áª®£® §�¤�−¨ï,
®¯à¥¤¥«ï¥¬ë¬ −� à�§−ëå áâ�¤¨ïå à�§à�¡®âª¨ á¨áâ¥¬ë. „«ï �¯¯�à�â−®© á®-
áâ�¢«ïîé¥© | íâ® áâ�−¤�àâ−ë© ª®íää¨æ¨¥−â £®â®¢−®áâ¨. „«ï ¯à®£à�¬¬−®£®
®¡¥á¯¥ç¥−¨ï (��) | íâ® −�¡®à ¢¥à®ïâ−®áâ−ëå å�à�ªâ¥à¨áâ¨ª, ãç¨âë¢�îé¨å
á¯¥æ¨ä¨ªã à�§à�¡®âª¨ ¨ â¥å−¨ç¥áª®© ¯®¤¤¥à¦ª¨ ¯à®£à�¬¬. ‚®-¢â®àëå, ¤«ï
¢ë¡à�−−ëå å�à�ªâ¥à¨áâ¨ª ¯à¨¢®¤ïâáï á®®â−®è¥−¨ï ¤«ï ¨å à�áç¥â� −� ®á−®¢¥
¡�§®¢ëå ¬¥â®¤®¢ ¬�â¥¬�â¨ç¥áª®© áâ�â¨áâ¨ª¨. ‚-âà¥âì¨å, ¤�−ë à¥ª®¬¥−¤�-
æ¨¨ ¯® á¡®àã áâ�â¨áâ¨ª¨ äã−ªæ¨®−¨à®¢�−¨ï −� à�§−ëå áâ�¤¨ïå ¦¨§−¥−−®£®
æ¨ª«� á¨áâ¥¬ë. �à¥¤«®¦¥−−�ï ¬¥â®¤¨ª� ¨á¯®«ì§®¢�«�áì �¢â®à�¬¨ ¢ àï¤¥
¢ë¯®«−¥−−ëå ¯à®¥ªâ®¢ ¨ ¤®ª�§�«� á¢®î íää¥ªâ¨¢−®áâì.

Š«îç¥¢ë¥ á«®¢�: ¨−ä®à¬�æ¨®−−®-â¥«¥ª®¬¬ã−¨ª�æ¨®−−�ï á¨áâ¥¬�; ¯à®¥ª-
â¨à®¢�−¨¥; −�¤¥¦−®áâì; ¢¥à®ïâ−®áâ−ë¥ å�à�ªâ¥à¨áâ¨ª¨ −�¤¥¦−®áâ¨
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Š ¢®¯à®áã ® à�áç¥â¥ −�¤¥¦−®áâ¨ ˆ’Š‘: ãç¥â å�à�ªâ¥à¨áâ¨ª ��

áãé¥áâ¢¥−−ë© ®¡ê¥¬ äã−ªæ¨®−�«ì−®áâ¨ ¯à¥¤¯à¨ïâ¨ï, â® á®§¤�îâáï æ¥«ë¥ á¨áâ¥-
¬ë, −�§ë¢�¥¬ë¥ ¨−ä®à¬�æ¨®−−®-â¥«¥ª®¬¬ã−¨ª�æ¨®−−ë¬¨ á¨áâ¥¬�¬¨. ‘®§¤�−¨¥
ˆ’Š‘ | íâ® â®¦¥ ¯à®¨§¢®¤áâ¢¥−−ë© ¯à®æ¥áá, ¨ ª −�áâ®ïé¥¬ã ¬®¬¥−âã ®− ¤®áâ�-
â®ç−® å®à®è® à¥£«�¬¥−â¨à®¢�− (á¬., −�¯à¨¬¥à, ƒ�‘’ë á¥à¨¨ 34 [1], áâ�−¤�àâë
ˆ‘�/Œ�Š 12207 [2], ¬¥â®¤¨ªã Oracle Unified Method [3]). �¥®âê¥¬«¥¬®©
ç�áâìî íâ®£® ¯à®æ¥áá� ï¢«ï¥âáï �−�«¨§ ¨ à�áç¥â −�¤¥¦−®áâ¨ á®§¤�¢�¥¬®© á¨áâ¥-
¬ë. ‚ ¯®á«¥¤−¨¥ £®¤ë àãâ¨−−®¥ ®â−®è¥−¨¥ ª íâ®¬ã íâ�¯ã à�§à�¡®âª¨ ®¯à¥¤¥«¥−−®
¯à¥â¥à¯¥¢�¥â ¨§¬¥−¥−¨¥. ’�ª, ä®à¬�«ì−ë¥ ¢ëª«�¤ª¨ á ãç¥â®¬ ¤�−−ëå, ¯à¥¤-
áâ�¢«¥−−ëå ¯à®¨§¢®¤¨â¥«ï¬¨ ª®¬¯«¥ªâãîé¨å ¨ í«¥¬¥−â®¢, ª�à¤¨−�«ì−® ¢«¨ïîâ
−� ¢ë¡®à �àå¨â¥ªâãà−ëå à¥è¥−¨©. �à¨å®¤¨âáï ãç¨âë¢�âì ¨ ä�ªâë §�¢ëè¥−¨ï
¯à®¨§¢®¤¨â¥«ï¬¨ ¯®ª�§�â¥«¥© −�¤¥¦−®áâ¨ í«¥¬¥−â−®© ¡�§ë, ãâ®ç−¥−¨¥ ª®â®àëå
¬®¦¥â ¢−®á¨âì áãé¥áâ¢¥−−ë¥ ª®àà¥ªâ¨¢ë −� ¢á¥å íâ�¯�å ¦¨§−¨ ¨§¤¥«¨ï |
¯à®¥ªâ¨à®¢�−¨ï, á®§¤�−¨ï ¨ íªá¯«ã�â�æ¨¨. ‚ à�¬ª�å íâ®© ¦¥ â¥−¤¥−æ¨¨ à�á-
á¬�âà¨¢�îâáï à�−¥¥ −¥ ãç¨âë¢�¢è¨¥áï í«¥¬¥−âë, ¨§ ª®â®àëå −�¨¡®«¥¥ á«®¦−ë¬
ï¢«ï¥âáï ��.

�à¥¦¤¥ ¢á¥£® ˆ’Š‘ à�áá¬�âà¨¢�¥âáï ª�ª á®¢®ªã¯−®áâì ®¡®àã¤®¢�−¨ï: ¢ë-
ç¨á«¨â¥«ì−®£®, â¥«¥ª®¬¬ã−¨ª�æ¨®−−®£®, ®¡¥á¯¥ç¨¢�îé¥£®. ‚®¯à®áë −�¤¥¦-
−®áâ¨ ¤«ï â�ª¨å í«¥¬¥−â®¢ ˆ’Š‘ å®à®è® ¯à®à�¡®â�−ë (á¬., −�¯à¨¬¥à, ƒ�‘’
24.701-86 [4]). �à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ ¥áâ¥áâ¢¥−−ë¬ ®¡à�§®¬ â�ª¦¥ ¯à¨§−�-
¥âáï á®áâ�¢−®© ç�áâìî ˆ’Š‘, ¨ ãª�§�−−ë© áâ�−¤�àâ à¥£«�¬¥−â¨àã¥â ¯à®¢¥¤¥−¨¥
®æ¥−ª¨ −�¤¥¦−®áâ¨ ˆ’Š‘ −� íâ�¯�å â¥å−¨ç¥áª®£® ¨ à�¡®ç¥£® ¯à®¥ªâ¨à®¢�−¨ï
á ãç¥â®¬ á¢®©áâ¢ ª�ª â¥å−¨ç¥áª¨å áà¥¤áâ¢, â�ª ¨ ��. ˆ§¢¥áâ−® ¬−®¦¥áâ¢® ¬¥â®-
¤®¢, ª®â®àë¥ ¬®£ãâ ¡ëâì ¯à¨¬¥−¥−ë ¤«ï ¯®«ãç¥−¨ï ®æ¥−ª¨ −�¤¥¦−®áâ¨ [5]. „¨-
−�¬¨ç¥áª¨¥ ¬¥â®¤ë âà¥¡ãîâ −�«¨ç¨ï §�¢¥àè¥−−®£® �� ¨ ¨á¯®«ì§ãîâ à¥§ã«ìâ�âë
¥£® ¨á¯®«−¥−¨ï: ç¨á«® ®âª�§®¢, ¢à¥¬ï ¡¥§®âª�§−®© à�¡®âë, à¥§ã«ìâ�âë â¥áâ®¢.
‘â�â¨áâ¨ç¥áª¨¥ ¬¥â®¤ë ¨á¯®«ì§ãîâ ¢ ª�ç¥áâ¢¥ ¨−ä®à¬�æ¨¨ á¯¥æ¨ä¨ª�æ¨¨ ��,
¨áå®¤−ë¥ ª®¤ë ¨«¨ ¤�−−ë¥ ¨å á¨−â�ªá¨ç¥áª®£® �−�«¨§�. �àå¨â¥ªâãà−ë¥ ¬¥â®¤ë
à�áè¨àïîâ ¤¨−�¬¨ç¥áª¨¥ ¨ áâ�â¨áâ¨ç¥áª¨¥ ¬¥â®¤ë ¯ãâ¥¬ ¨á¯®«ì§®¢�−¨ï §−�−¨©
®¡ �àå¨â¥ªâãà¥ ��: á®áâ�¢¥ ¨ ¢§�¨¬−®¬ ¢«¨ï−¨¨ ª®¬¯®−¥−â®¢. �¬¯¨à¨ç¥áª¨¥
¬¥â®¤ë ¨á¯®«ì§ãîâ ¬¥âà¨ª¨ ¯à®æ¥áá� ¯à®¥ªâ¨à®¢�−¨ï: ®¯ëâ à�§à�¡®âç¨ª®¢, −�-
«¨ç¨¥ á¥àâ¨ä¨ª�â®¢, ¯à¨¬¥−ï¥¬ãî ¬¥â®¤®«®£¨î ¯à®¥ªâ¨à®¢�−¨ï, ®¯ëâ à�−¥¥
¢ë¯®«−¥−−ëå ¯à®¥ªâ®¢.

Š�¦¤�ï ¨§ ®¡®§−�ç¥−−ëå ª�â¥£®à¨© ¬¥â®¤®¢ ¨¬¥¥â á¢®¨ ®£à�−¨ç¥−¨ï. „¨-
−�¬¨ç¥áª¨¥ ¬¥â®¤ë çà¥§¢ëç�©−® §�âà�â−ë, â�ª ª�ª âà¥¡ãîâ ¡®«ìè®£® ®¡ê¥¬�
à¥§ã«ìâ�â®¢ §�¯ãáª� ¯à®£à�¬¬ á à�§−ë¬¨ ¢å®¤−ë¬¨ ¤�−−ë¬¨. ‚ áâ�â¨áâ¨ç¥áª¨å
¬¥â®¤�å −� ®á−®¢¥ ¬¥âà¨ª á«®¦−®áâ¨ áãé¥áâ¢ã¥â ¯à®¡«¥¬� ®¯à¥¤¥«¥−¨ï ¢¥á®¢ëå
ª®íää¨æ¨¥−â®¢ ¤«ï ¯®«ãç¥−¨ï ®æ¥−ª¨ −�¤¥¦−®áâ¨, � áâ�â¨áâ¨ç¥áª¨¥ ¬¥â®¤ë −�
®á−®¢¥ �−�«¨§� ¨áå®¤−®£® ª®¤� á«®¦−ë ¢ à¥�«¨§�æ¨¨. ‚ �àå¨â¥ªâãà−ëå ¬¥â®¤�å
¢¥áì¬� âàã¤®§�âà�â−®© ï¢«ï¥âáï ¤¥ª®¬¯®§¨æ¨ï á¨áâ¥¬ë −� ª®¬¯®−¥−âë ¨ ®¯à¥¤¥-
«¥−¨¥ ¨å ¢§�¨¬−®£® ¢«¨ï−¨ï −� −�¤¥¦−®áâì. ��ª®−¥æ, ¢ í¬¯¨à¨ç¥áª¨å ¬¥â®¤�å
á«®¦−®áâì ¯à¥¤áâ�¢«ï¥â ¯®«ãç¥−¨¥ ¬¥âà¨ª ¯à®æ¥áá� ¯à®¥ªâ¨à®¢�−¨ï.

�à®¤®«¦�îé¨©áï à®áâ ®¡ê¥¬®¢ ¨ á«®¦−®áâ¨ á®¢à¥¬¥−−®£® �� ¯®¡ã¦¤�¥â
¨áª�âì −®¢ë¥ ¬¥â®¤ë ®æ¥−ª¨ −�¤¥¦−®áâ¨. ‚ ¤�−−®© à�¡®â¥ ¯à¥¤«�£�¥âáï ®¯à®-
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¡®¢�−−ë© ¢ àï¤¥ ®¯ëâ−®-ª®−áâàãªâ®àáª¨å ¯à®¥ªâ®¢ ¬¥â®¤ ®æ¥−ª¨ −�¤¥¦−®áâ¨
ˆ’Š‘, ¢ª«îç�îé¨© ¢ ç¨á«¥ ¯à®ç¥£® ¨ ®æ¥−ªã −�¤¥¦−®áâ¨ ��. ‚ ¯à¥¤¯®«®-
¦¥−¨¨ −�«¨ç¨ï ®è¨¡®ª ¢ �� ˆ’Š‘ ¨ á«ãç�©−®£® å�à�ªâ¥à� ¨å ¢ëï¢«¥−¨ï
¢ ¯à®æ¥áá¥ íªá¯«ã�â�æ¨¨ ¯à¥¤áâ�¢«¥−� à¥�«¨§�æ¨ï áå¥¬ë ¬®¤¥«¨à®¢�−¨ï à�¡®-
âë ˆ’Š‘, á¡®à� ¨ −�ª®¯«¥−¨ï áâ�â¨áâ¨ç¥áª®© ¨−ä®à¬�æ¨¨ ¨ ®¡à�¡®âª¨ ¤«ï
®¯à¥¤¥«¥−¨ï ¢¥à®ïâ−®áâ−ëå å�à�ªâ¥à¨áâ¨ª ��, ¢ ç�áâ−®áâ¨ ®æ¥−ª¨ −�¤¥¦−®áâ¨
á¨áâ¥¬ë ¢ æ¥«®¬. Œ�â¥¬�â¨ç¥áª¨¥ ¨−áâàã¬¥−âë, ¨á¯®«ì§ã¥¬ë¥ ¢ à�áç¥â�å, ®£à�-
−¨ç¨¢�îâáï âà�¤¨æ¨®−−ë¬¨ ¬¥â®¤�¬¨ â¥®à¨¨ ¢¥à®ïâ−®áâ¥© ¨ ¬�â¥¬�â¨ç¥áª®©
áâ�â¨áâ¨ª¨.

2 Методика расчета показателей надежности
комплекса технических средств

2.1 Показатели надежности комплекса технических средств
и правила их расчета

÷�áç¥âë −�¤¥¦−®áâ¨ ª®¬¯«¥ªá� â¥å−¨ç¥áª¨å áà¥¤áâ¢ (Š’‘) ¯à®¢®¤ïâáï á®-
£«�á−® ƒ�‘’ 27.002-89 | ú��¤¥¦−®áâì ¢ â¥å−¨ª¥. �á−®¢−ë¥ ¯®−ïâ¨ï. ’¥à¬¨−ë
¨ ®¯à¥¤¥«¥−¨ïû.

‚ ®¡é¥¬ á«ãç�¥ ®âª�§®¬ â¥å−¨ç¥áª®£® áà¥¤áâ¢� −�§ë¢�¥âáï á®¡ëâ¨¥, §�ª«îç�-
îé¥¥áï ¢ −�àãè¥−¨¨ ¥£® à�¡®â®á¯®á®¡−®áâ¨. ‘�¬®ãáâà�−ïîé¨¥áï ®âª�§ë ¨«¨
®¤−®ªà�â−ë¥ ®âª�§ë, âà¥¡ãîé¨¥ −¥§−�ç¨â¥«ì−®£® ¢¬¥è�â¥«ìáâ¢� ®¡á«ã¦¨¢�-
îé¥£® ¯¥àá®−�«�, −�§ë¢�îâáï á¡®ï¬¨.

�à¨ à�áç¥â¥ ¯®ª�§�â¥«¥© −�¤¥¦−®áâ¨ Š’‘ ¯à¨−¨¬�îâáï á«¥¤ãîé¨¥ ¤®¯ãé¥-
−¨ï.

1. ‡�ª®− à�á¯à¥¤¥«¥−¨ï ¢à¥¬¥−¨ ¡¥§®âª�§−®© à�¡®âë â¥å−¨ç¥áª¨å áà¥¤áâ¢ −�
¯à®âï¦¥−¨¨ áà®ª� á«ã¦¡ë | íªá¯®−¥−æ¨�«ì−ë©.

2. �âª�§ë â¥å−¨ç¥áª¨å áà¥¤áâ¢ ï¢«ïîâáï á®¡ëâ¨ï¬¨ á«ãç�©−ë¬¨ ¨ −¥§�¢¨á¨-
¬ë¬¨.

3. �¤−®¢à¥¬¥−−® ¢®§−¨ª�¥â −¥ ¡®«¥¥ ®¤−®£® ®âª�§�: â�ª¨¬ ®¡à�§®¬, ®¡é¨©
¯®â®ª ®âª�§®¢ â¥å−¨ç¥áª¨å áà¥¤áâ¢ ï¢«ï¥âáï ¯à®áâ¥©è¨¬.

4. ˆ−ä®à¬�æ¨®−−®-â¥«¥ª®¬¬ã−¨ª�æ¨®−−�ï á¨áâ¥¬� íªá¯«ã�â¨àã¥âáï ¢ ãá«®¢¨-
ïå, ¯à¥¤ãá¬®âà¥−−ëå ¤®ªã¬¥−â�æ¨¥© −� −¥¥, ¨ −¥ à�áá¬�âà¨¢�îâáï ®âª�§ë,
¢ë§¢�−−ë¥ ¢®§¤¥©áâ¢¨¥¬ ¢−¥è−¨å ä�ªâ®à®¢, −¥ ¯à¥¤ãá¬®âà¥−−ëå ãá«®¢¨ï¬¨
¥¥ ¯à¨¬¥−¥−¨ï.

5. ��¤¥¦−®áâì í«¥¬¥−â®¢ ¯®á«¥ ¢®ááâ�−®¢«¥−¨ï à�¢−� ¨å −�¤¥¦−®áâ¨ ¢ −�ç�«ì-
−ë© ¬®¬¥−â.

6. �«¥¬¥−âë, −�å®¤ïé¨¥áï ¢ −¥−�£àã¦¥−−®¬ à¥§¥à¢¥, áç¨â�îâáï −�å®¤ïé¨¬¨áï
¢ á®áâ®ï−¨¨ åà�−¥−¨ï.

7. ‘«ã¦¡� íªá¯«ã�â�æ¨¨ ˆ’Š‘ ¨¬¥¥â ¤®áâ�â®ç−ãî ª¢�«¨ä¨ª�æ¨î ¨ á¯®á®¡−�
á¢®¥¢à¥¬¥−−® ¨ ¡¥§®è¨¡®ç−® ¯à¨áâã¯¨âì ª ãáâà�−¥−¨î ®âª�§�.
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8. ‘«ã¦¡� íªá¯«ã�â�æ¨¨ ¨¬¥¥â −¥®¡å®¤¨¬ë© ª®¬¯«¥ªâ §�¯�á−ëå ç�áâ¥© ¨ ¯à¨-
−�¤«¥¦−®áâ¥© (‡ˆ�), ¯à¥¤ãá¬®âà¥−−ë© à�¡®ç¥© ª®−áâàãªâ®àáª®© ¨ íªá¯«ã-
�â�æ¨®−−®© ¤®ªã¬¥−â�æ¨¥©, ¨ ¬®¦¥â ¢®á¯®«ì§®¢�âìáï ¨¬ −¥¬¥¤«¥−−® ¯®á«¥
−�áâã¯«¥−¨ï ®âª�§�.

9. �¥ à�áá¬�âà¨¢�îâáï ®âª�§ë, ¢ë§¢�−−ë¥ −�àãè¥−¨¥¬ á«ã¦¡®© íªá¯«ã�â�æ¨¨
ãª�§�−¨© íªá¯«ã�â�æ¨®−−®© ¤®ªã¬¥−â�æ¨¨.

ˆ−â¥£à�«ì−ë¬ ¯®ª�§�â¥«¥¬ −�¤¥¦−®áâ¨, ª®«¨ç¥áâ¢¥−−® å�à�ªâ¥à¨§ãîé¨¬
¡¥§®âª�§−®áâì ¨ à¥¬®−â®¯à¨£®¤−®áâì Š’‘, ï¢«ï¥âáï ª®íää¨æ¨¥−â £®â®¢−®áâ¨
(KÇ). �−�«®£¨ç−ë© ª®íää¨æ¨¥−â R ¤�«¥¥ ®¯à¥¤¥«¥− ¢ ª�ç¥áâ¢¥ ®¤−®© ¨§ å�-
à�ªâ¥à¨áâ¨ª ��, â�ª çâ® ª®¬¯«¥ªá−ë© ¯®ª�§�â¥«ì −�¤¥¦−®áâ¨ ˆ’Š‘ ¬®¦−®
®¯à¥¤¥«¨âì ª�ª ¨å ¯à®¨§¢¥¤¥−¨¥. ÷�áç¥â KÇ ¢ë¯®«−ï¥âáï ¨áå®¤ï ¨§ á«¥¤ãîé¨å
¯®«®¦¥−¨©.

1. Š®íää¨æ¨¥−â £®â®¢−®áâ¨ −¥à¥§¥à¢¨àã¥¬ëå í«¥¬¥−â®¢ â¥å−¨ç¥áª¨å áà¥¤áâ¢
(KÇi):

KÇi = (1 + λiT×i)
−1 , (1)

£¤¥ λi = 1/TÏi | ¨−â¥−á¨¢−®áâì ®âª�§®¢ i-£® í«¥¬¥−â�, 1/ç; TÏi | áà¥¤−ïï
−�à�¡®âª� −� ®âª�§ i-£® í«¥¬¥−â�, ç; T×i | áà¥¤−¥¥ ¢à¥¬ï ¢®ááâ�−®¢«¥−¨ï
i-£® í«¥¬¥−â�, ç.

”®à¬ã«� (1) ¬®¦¥â ¡ëâì ¯à¥¤áâ�¢«¥−� ¢ ¢¨¤¥:

KÇi =
TÏi

TÏi + T×i
. (2)

2. Š®íää¨æ¨¥−â £®â®¢−®áâ¨ −¥à¥§¥à¢¨àã¥¬®© £àã¯¯ë í«¥¬¥−â®¢ (KÇ), ®âª�§
«î¡®£® ¨§ ª®â®àëå ¯à¨¢®¤¨â ª ®âª�§ã ˆ’Š‘ ¢ æ¥«®¬:

KÇ =

m∏

i=1

KÇi , (3)

£¤¥KÇi | ª®íää¨æ¨¥−â £®â®¢−®áâ¨ í«¥¬¥−â�;m| ç¨á«® í«¥¬¥−â®¢ ¢ £àã¯¯¥.

3. Š®íää¨æ¨¥−â £®â®¢−®áâ¨ à¥§¥à¢¨àã¥¬®© £àã¯¯ë (KÇÒÇ) ¨§ k ®á−®¢−ëå ¨n à¥-
§¥à¢−ëå í«¥¬¥−â®¢ (N = k + n):

KÇÒÇ = 1−
N !

(n+ 1)![N − (n+ 1)]! (λiT×i)
n+1 . (4)

2.2 Критерии отказа комплекса технических средств

�®¤ ®âª�§®¬ Š’‘ ¯à¥¤«�£�¥âáï ¯®−¨¬�âì −�àãè¥−¨¥ ¥£® à�¡®â®á¯®á®¡−®áâ¨,
¯à¨¢®¤ïé¥¥ ª −¥¢®§¬®¦−®áâ¨ ¢ë¯®«−¥−¨ï ˆ’Š‘ ®á−®¢−ëå âà¥¡®¢�−¨© −�§−�-
ç¥−¨ï, ®¯à¥¤¥«¥−−ëå â¥å−¨ç¥áª¨¬ §�¤�−¨¥¬ −� á®§¤�−¨¥ ˆ’Š‘. �à¨¬¥à�¬¨
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¬®£ãâ á«ã¦¨âì á®§¤�−¨¥ ¤®ªã¬¥−â�, §�£àã§ª� ¯®áâã¯�îé¨å ¤�−−ëå, ®â®¡à�¦¥−¨¥
à¥§ã«ìâ�â®¢ �−�«¨§� ¨«¨ ¬®−¨â®à¨−£� ¨ â. ¤. Šà®¬¥ â®£®, ª ®âª�§�¬ á«¥¤ã¥â
®â−®á¨âì ä�ªâë ¯®â¥à¨ ®¡à�¡�âë¢�¥¬ëå ¤�−−ëå.

‘ â®çª¨ §à¥−¨ï á®áâ�¢� Š’‘ ®âª�§ ˆ’Š‘ ¯®à®¦¤�¥âáï ®âª�§®¬ å®âï ¡ë
®¤−®£® ¨§ í«¥¬¥−â®¢:

{ ª®¬¯«¥ªá� á¥à¢¥à−®£® ®¡®àã¤®¢�−¨ï ª�¦¤®© äã−ªæ¨®−�«ì−®© ¯®¤á¨áâ¥¬ë
ˆ’Š‘;

{ ª®¬¯«¥ªá� áà¥¤áâ¢ ª®¬¬ã−¨ª�æ¨¨ ¬¥¦¤ã ª®¬¯«¥ªá�¬¨ á¥à¢¥à−®£® ®¡®àã¤®¢�-
−¨ï (−�¯à¨¬¥à, �¯¯�à�âãà� ¢−ãâà¥−−¥© ª®¬¬ã−¨ª�æ¨¨);

{ ª®¬¯«¥ªá� ¢á¯®¬®£�â¥«ì−®£® ®¡®àã¤®¢�−¨ï à�á¯à¥¤¥«¥−¨ï í«¥ªâà®¯¨â�−¨ï
¬¥¦¤ã ª®¬¯®−¥−â�¬¨ ãª�§�−−ëå ª®¬¯«¥ªá®¢ á¥à¢¥à−®£® ®¡®àã¤®¢�−¨ï.

�à¨ −¥®¡å®¤¨¬®áâ¨ ª ®âª�§�¬ ¬®¦−® ®â−®á¨âì ¨ á¡®¨ ¢ à�¡®â¥ ¯®«ì§®¢�â¥«ì-
áª®© �¯¯�à�âãàë, −® â�ª¨¥ ¢�à¨�−âë ¯à¥¤áâ�¢«ïîâáï á ¯®§¨æ¨¨ −�¤¥¦−®áâ¨ −¥
®ç¥−ì §−�ç¨¬ë¬¨. Š�ª ¯à�¢¨«®, �¢â®¬�â¨§¨à®¢�−−®¥ à�¡®ç¥¥ ¬¥áâ® ¨ ¯¥à¨ä¥-
à¨ï −¥ ï¢«ïîâáï ªà¨â¨ç¥áª¨¬¨ í«¥¬¥−â�¬¨ ˆ’Š‘ ¨ ¨å á¡® /̈¢®ááâ�−®¢«¥−¨ï
á®áâ�¢«ïîâ ç�áâì èâ�â−®£® ¯à®æ¥áá� äã−ªæ¨®−¨à®¢�−¨ï.

2.3 Методика определения характеристик надежности комплекса
технических средств на этапах разработки и эксплуатации

�æ¥−ª� ¯®ª�§�â¥«¥© −�¤¥¦−®áâ¨ ¤«ï Š’‘ ¬®¦¥â ¡ëâì à¥�«¨§®¢�−� −� ¢á¥å
íâ�¯�å á®§¤�−¨ï ˆ’Š‘ á ¨á¯®«ì§®¢�−¨¥¬ à�áç¥â−ëå ä®à¬ã« (1){(4). �à¨
íâ®¬ ¯®ª�§�â¥«¨ ¨−â¥−á¨¢−®áâ¥© ®âª�§®¢ λi −� −�ç�«ì−ëå íâ�¯�å ¯®«ãç�îâáï
−� ®á−®¢�−¨¨ ¤�−−ëå, ¯à¥¤áâ�¢«¥−−ëå ¯à®¨§¢®¤¨â¥«ï¬¨, � −� ¯®á«¥¤ãîé¨å,
¢¯«®âì ¤® íâ�¯� íªá¯«ã�â�æ¨¨, | ãâ®ç−ïîâáï ¯à¨ −¥®¡å®¤¨¬®áâ¨ −� ®á−®¢�−¨¨
á®¡¨à�¥¬®© áâ�â¨áâ¨ª¨ ®âª�§®¢ í«¥¬¥−â®¢ Š’‘.

�� íâ�¯�å â¥å−¨ç¥áª®£® ¯à®¥ªâ¨à®¢�−¨ï (’�), à�§à�¡®âª¨ à�¡®ç¥© ª®−áâàãª-
â®àáª®© ¤®ªã¬¥−â�æ¨¨ (÷Š„) ¨ ¨§£®â®¢«¥−¨ï ®¡à�§æ� (ˆ�) ¤«ï à�áç¥â®¢ á«¥¤ã¥â
¨á¯®«ì§®¢�âì ¤�−−ë¥ ¯® áà¥¤−¥© −�à�¡®âª¥ −� ®âª�§ (MTBF, mean time between
failures), ¯à¥¤®áâ�¢«ï¥¬ë¥ ¯à®¨§¢®¤¨â¥«ï¬¨ ®¡®àã¤®¢�−¨ï, � ¢ á«ãç�¥ ®âáãâáâ¢¨ï
â�ª¨å ¤�−−ëå | ¨á¯®«ì§®¢�âì ¨¬¥îé¨¥áï ¢ ®âªàëâ®¬ ¤®áâã¯¥ ¤�−−ë¥ ¯® �−�-
«®£¨ç−®¬ã ®¡®àã¤®¢�−¨î. ‚ ª�ç¥áâ¢¥ ¨áå®¤−ëå ¤�−−ëå ¯® áà¥¤−¥¬ã ¢à¥¬¥−¨
¢®ááâ�−®¢«¥−¨ï (MTTR, mean time to repair) á«¥¤ã¥â àãª®¢®¤áâ¢®¢�âìáï ®æ¥−ª�¬¨
¢à¥¬¥−¨ �¢â®¬�â¨ç¥áª®£® ¢®ááâ�−®¢«¥−¨ï à�¡®â®á¯®á®¡−®áâ¨ â¥å−¨ç¥áª®£® áà¥¤-
áâ¢� ¨«¨ ®æ¥−ª�¬¨ ¢à¥¬¥−¨ ¥£® ¢®ááâ�−®¢«¥−¨ï ¯®¤£®â®¢«¥−−ë¬ á¯¥æ¨�«¨áâ®¬
¯à¨ −�«¨ç¨¨ −¥®¡å®¤¨¬®£® ª®¬¯«¥ªâ� ‡ˆ�.

‚® ¢à¥¬ï ¯à¥¤¢�à¨â¥«ì−ëå ¨ £®áã¤�àáâ¢¥−−ëå ¨á¯ëâ�−¨©, ®¯ëâ−®© ¨ èâ�â−®©
íªá¯«ã�â�æ¨¨ −¥®¡å®¤¨¬® ®áãé¥áâ¢«ïâì á¡®à áâ�â¨áâ¨ª¨ ®¡ ®âª�§�å â¥å−¨ç¥áª¨å
áà¥¤áâ¢ ˆ’Š‘ á ¯®á«¥¤ãîé¨¬ ãâ®ç−¥−¨¥¬ à�áç¥â−ëå ¯®ª�§�â¥«¥© −�¤¥¦−®áâ¨
Š’‘. �à¨ íâ®¬ ®¤¨−�ª®¢ë¥ â¥å−¨ç¥áª¨¥ áà¥¤áâ¢�, ¢å®¤ïé¨¥ ¢ á®áâ�¢ ˆ’Š‘,
á«¥¤ã¥â áç¨â�âì à�¢−®−�¤¥¦−ë¬¨ ¨ ®æ¥−¨¢�âì ¯®ª�§�â¥«¨ ¨å −�¤¥¦−®áâ¨ ¯®
áã¬¬�à−®© áâ�â¨áâ¨ª¥.
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3 Методика расчета показателей надежности
программного обеспечения

3.1 Определение отказа программного обеспечения

‘®£«�á−® [6], ¯®¤ ®âª�§®¬ �� ¯®−¨¬�¥âáï §�à¥£¨áâà¨à®¢�−−ë© ä�ªâ −¥-
á¯®á®¡−®áâ¨ ¢ë¯®«−¨âì âà¥¡®¢�−¨ï −�§−�ç¥−¨ï ˆ’Š‘, §�¤�−−ë¥ ¢ â¥å−¨ç¥áª®¬
§�¤�−¨¨ −� ¥¥ à�§à�¡®âªã, ¯à¨ç¨−®© ª®â®à®© ï¢«ïîâáï ®è¨¡ª¨ ¢ ��.

‘ â®çª¨ §à¥−¨ï −¥£�â¨¢−®£® à¥§ã«ìâ�â� ®âª�§ë �� ¯®¤à�§¤¥«ïîâáï −� á«¥-
¤ãîé¨¥:

{ ¯à¥ªà�é¥−¨¥ äã−ªæ¨®−¨à®¢�−¨ï ¯à®£à�¬¬ë, ¨áª�¦¥−¨ï −®à¬�«ì−®£® å®¤�
¥¥ ¢ë¯®«−¥−¨ï, §�æ¨ª«¨¢�−¨¥ −� ¢à¥¬ï, ¯à¥¢ëè�îé¥¥ §�¤�−−ë© ¯®à®£;

{ ¯à¥ªà�é¥−¨¥ äã−ªæ¨®−¨à®¢�−¨ï ¯à®£à�¬¬ë, ¨áª�¦¥−¨ï −®à¬�«ì−®£® å®¤�
¥¥ ¢ë¯®«−¥−¨ï, §�æ¨ª«¨¢�−¨¥ −� ¢à¥¬ï, −¥ ¯à¥¢ëè�îé¥¥ §�¤�−−ë© ¯®à®£,
−® á ¯®â¥à¥© ¢á¥å ¨«¨ ç�áâ¨ ®¡à�¡�âë¢�¥¬ëå ¤�−−ëå;

{ ¯à¥ªà�é¥−¨¥ äã−ªæ¨®−¨à®¢�−¨ï ¯à®£à�¬¬ë, ¨áª�¦¥−¨ï −®à¬�«ì−®£® å®¤�
¥¥ ¢ë¯®«−¥−¨ï, §�æ¨ª«¨¢�−¨¥, ¯®âà¥¡®¢�¢è¨¥ ¯¥à¥§�£àã§ª¨ á«ã¦¡ /̈̈ «¨
�‚Œ, −� ª®â®à®© äã−ªæ¨®−¨àã¥â ��.

�® ¨¬¥îé¥¬ãáï ®¯ëâã à�§à�¡®âª¨ ¯®à®£®¢ë¬ §−�ç¥−¨¥¬ ¢à¥¬¥−¨ ¯à¥¤¢�à¨-
â¥«ì−® á«¥¤ã¥â ¢ë¡à�âì 4 ç, � ¢ ¤�«ì−¥©è¥¬ áª®àà¥ªâ¨à®¢�âì ¥£® ¯® à¥§ã«ìâ�â�¬
®¯ëâ−®© íªá¯«ã�â�æ¨¨. “ª�§�−−�ï ¢¥àå−ïï £à�−¨æ�, ª�ª ¯à�¢¨«®, áãé¥áâ¢¥−−®
ã¬¥−ìè�¥âáï. Š®−ªà¥â−®¥ §−�ç¥−¨¥ §�¢¨á¨â ®â ¬−®£¨å ä�ªâ®à®¢, ¢ â®¬ ç¨á«¥
ãà®¢−ï â¥å−¨ç¥áª®© ¯®¤£®â®¢ª¨ ¯®«ì§®¢�â¥«¥©, å�à�ªâ¥à� à¥è�¥¬ëå §�¤�ç, ¯à¨-
−ïâ®© ¢ ®à£�−¨§�æ¨¨ ¨á¯®«−¨â¥«ìáª®© ¤¨áæ¨¯«¨−ë. ‚ íâ®¬ á¬ëá«¥ ®¯ëâ−�ï
íªá¯«ã�â�æ¨ï ¯®§¢®«ï¥â ¤®¢®«ì−® â®ç−® ®â¢¥â¨âì −� ¢®¯à®á, ª®£¤� ¯®«ì§®¢�â¥«ì
¯¥à¥áâ�¥â ¦¤�âì ®â ¯à®£à�¬¬ë à¥§ã«ìâ�â� ¨ ª®−áâ�â¨àã¥â ¥¥ ú§�¢¨á�−¨¥û (¯à¨
íâ®¬ ¢¯®«−¥ ¢®§¬®¦−®, çâ® ¤¥«�¥âáï íâ® ®è¨¡®ç−®, ¯à¥¦¤¥¢à¥¬¥−−®).

‘ â®çª¨ §à¥−¨ï áâ¥¯¥−¨ á«®¦−®áâ¨ ¨ áª®à®áâ¨ ¢®ááâ�−®¢«¥−¨ï äã−ªæ¨®−¨à®-
¢�−¨ï �� ®âª�§ë ¯®¤à�§¤¥«ïîâáï −� á«¥¤ãîé¨¥ £àã¯¯ë:

(1) ®âª�§ë, ãáâà�−ï¥¬ë¥ ª®−¥ç−ë¬¨ ¯®«ì§®¢�â¥«ï¬¨ �� (¯ãâ¥¬ ¯¥à¥§�£àã§ª¨
á«ã¦¡ /̈̈ «¨ �‚Œ ¨ ¯à.);

(2) ®âª�§ë, ãáâà�−ï¥¬ë¥ á«ã¦¡®© íªá¯«ã�â�æ¨¨ ¯ãâ¥¬ ¤®¯®«−¨â¥«ì−ëå −�áâà®-
¥ª ¯�à�¬¥âà®¢ ��;

(3) ®âª�§ë, ãáâà�−ï¥¬ë¥ á«ã¦¡®© íªá¯«ã�â�æ¨¨ ¯ãâ¥¬ ¢®ááâ�−®¢«¥−¨ï ��
®â¤¥«ì−ëå ç�áâ¥© ¨«¨ ˆ’Š‘ ¢ æ¥«®¬;

(4) ®âª�§ë, ãáâà�−ï¥¬ë¥ à�§à�¡®âç¨ª�¬¨ �� ¯ãâ¥¬ ¬®¤¨ä¨ª�æ¨¨ ¯à®£à�¬¬−®-
£® ª®¤�.

3.2 Характеристики надежности программного обеспечения

�à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ −¥ ¯®¤¢¥à¦¥−® áâ�à¥−¨î, ¥£® äã−ªæ¨®−¨à®¢�−¨¥
−� ª�¦¤®¬ ä¨ªá¨à®¢�−−®¬ −�¡®à¥ ¢å®¤−ëå ¤�−−ëå (�‚„) −®á¨â −¥á«ãç�©−ë©
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å�à�ªâ¥à. �à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ ¯à¥¤«�£�¥âáï à�áá¬�âà¨¢�âì ª�ª úá¥àë©û
ïé¨ª, ª�ª �¢â®¬�â¨ç¥áªãî á¨áâ¥¬ã á ç�áâ¨ç−® −¥¨§¢¥áâ−ë¬¨ á¢®©áâ¢�¬¨, ¯à®-
æ¥ááë ¢ë¯®«−¥−¨ï äã−ªæ¨© ¢ ª®â®à®¬ ¯®à®¦¤�îâáï ¯®áâã¯�îé¥© ¨−ä®à¬�æ¨¥©:
¢å®¤−ë¬¨ ¤�−−ë¬¨, ª®¬�−¤�¬¨ ¯®«ì§®¢�â¥«¥© ¨ â. ¯.

„�«¥¥ ª�¦¤�ï ®â¤¥«ì−�ï á®¢®ªã¯−®áâì ¤�−−ëå, ¯®áâã¯�îé�ï −� ®¡à�¡®âªã
�� ¨ ¨−¨æ¨�«¨§¨àãîé�ï ¢ë¯®«−¥−¨¥ ®¤−®© ¨«¨ −¥áª®«ìª¨å §�¤�ç, −�§ë¢�¥âáï
−�¡®à®¬ ¢å®¤−ëå ¤�−−ëå.

‚ ¯à®æ¥áá¥ à�§à�¡®âª¨, â¥áâ¨à®¢�−¨ï, ®¯ëâ−®© íªá¯«ã�â�æ¨¨ ¨ à�§«¨ç−®£®
à®¤� ¨á¯ëâ�−¨© äã−ªæ¨®−¨à®¢�−¨¥ �� ¯à®¢¥àï¥âáï −� à¥¯à¥§¥−â�â¨¢−®¬ (á â®ç-
ª¨ §à¥−¨ï ¢á¥© á®¢®ªã¯−®áâ¨ äã−ªæ¨®−�«ì−ëå ¢®§¬®¦−®áâ¥© ˆ’Š‘) ¬−®¦¥áâ¢¥
à�§«¨ç−ëå �‚„. ÷¥§ã«ìâ�â®¬ íâ¨å ¯à®¢¥à®ª ï¢«ï¥âáï à¥£¨áâà�æ¨ï á¡®¥¢ ��
¨ ãáâà�−¥−¨¥ ¯®à®¦¤�îé¨å ¨å ®è¨¡®ª ��. �à¨ íâ®¬ ã¯®¬ï−ãâ�ï ª®àà¥ªæ¨ï
®è¨¡®ª −¥ £�à�−â¨àã¥â, çâ® áª®àà¥ªâ¨à®¢�−−�ï ¢¥àá¨ï ª®¤� −¥ á®¤¥à¦¨â ®è¨-
¡®ª, ®áâ�¢è¨åáï ¨«¨ ¢−¥á¥−−ëå ¯à¨ ª®àà¥ªâ¨à®¢ª¥. ‚ â® ¦¥ ¢à¥¬ï ¯à®¢¥à¨âì
äã−ªæ¨®−¨à®¢�−¨¥ �� −� ¢á¥å ¢®§¬®¦−ëå �‚„ ä¨§¨ç¥áª¨ −¥¢®§¬®¦−®.

‘¢¥¤¥−¨ï ® ¢®§¬®¦−ëå ¯�à�¬¥âà�å −�¤¥¦−®áâ¨ �� ¢ ®¡é¥¬ á«ãç�¥ ¯à¥¤-
áâ�¢«¥−ë ¢ [7{11], ®¤−�ª® −¥®¡å®¤¨¬ë© −�¡®à ¯�à�¬¥âà®¢ −ã¦−® ¢ë¡à�âì, àã-
ª®¢®¤áâ¢ãïáì ¨å ¬�ªá¨¬�«ì−®© ¡«¨§®áâìî ª å�à�ªâ¥à¨áâ¨ª�¬ −�¤¥¦−®áâ¨ ¢á¥©
ˆ’Š‘, ®¯à¥¤¥«¥−−ë¬ ¢ â¥å−¨ç¥áª®¬ §�¤�−¨¨ −� ¥¥ á®§¤�−¨¥. ‚ ª�ç¥áâ¢¥ â�ª¨å
å�à�ªâ¥à¨áâ¨ª ¯à¥¤«�£�¥âáï ¨á¯®«ì§®¢�âì á«¥¤ãîé¨¥ ¯�à�¬¥âàë, ä®à¬ã«ë ¤«ï
¢ëç¨á«¥−¨ï ª®â®àëå ¡�§¨àãîâáï −� á¢¥¤¥−¨ïå ¨§ â¥®à¨¨ ¢¥à®ïâ−®áâ¥© [12]:

(1) n(α,N, p) | ¢¥àå−ïï ®¦¨¤�¥¬�ï £à�−¨æ� ç¨á«� ®è¨¡®ç−ëå áâà®ª ¢ ª®-
¤¥ ¤«¨−®© N áâà®ª á ¢¥à®ïâ−®áâìî p ®è¨¡ª¨ ¢ ®¤−®© áâà®ª¥ ¨ ãà®¢−¥¬
¤®¢¥à¨â¥«ì−®© ¢¥à®ïâ−®áâ¨ α.

�ãáâì v | á«ãç�©−®¥ ç¨á«® ®è¨¡®ç−ëå áâà®ª ¢ ª®¤¥ ¤«¨−®© N áâà®ª, â®£¤�

n(α,N, p) = min {n ∈ N : P{v ≤ n} ≥ α} ,
£¤¥ ç¥à¥§ P{A} ®¡®§−�ç¥−� ¢¥à®ïâ−®áâì á«ãç�©−®£® á®¡ëâ¨ï A.

“ª�§�−−�ï å�à�ªâ¥à¨áâ¨ª� ¢ëç¨á«ï¥âáï ¯® ä®à¬ã«¥:

n(α,N, p) =
[
Np+

√
Np(1− p) �−1(α)

]
+ 1 , (5)

£¤¥ �−1(α)| ª¢�−â¨«ì áâ�−¤�àâ−®£® −®à¬�«ì−®£® à�á¯à¥¤¥«¥−¨ï ãà®¢−ï α;

(2) T | áà¥¤−¥¥ ¢à¥¬ï −�à�¡®âª¨ �� −� ®âª�§.

�ãáâì τ | ¢à¥¬ï ¡¥§®âª�§−®£® äã−ªæ¨®−¨à®¢�−¨ï ��, â. ¥. ¢à¥¬¥−−®©
¨−â¥à¢�« ¬¥¦¤ã ¬®¬¥−â®¬ §�¯ãáª� �� ¨ ¬®¬¥−â®¬ à¥£¨áâà�æ¨¨ ®âª�§� ��.
„�−−�ï ¢¥«¨ç¨−� ï¢«ï¥âáï á«ãç�©−®©, ¨

T = M[τ ] ,

£¤¥ ç¥à¥§M[τ ] ®¡®§−�ç¥−® ¬�â¥¬�â¨ç¥áª®¥ ®¦¨¤�−¨¥ á«ãç�©−®© ¢¥«¨ç¨−ë τ ;
¯à¨ íâ®¬ ¯à¥¤¯®«�£�¥âáï, çâ® à�á¯à¥¤¥«¥−¨¥ τ ®¡¥á¯¥ç¨¢�¥â áãé¥áâ¢®¢�−¨¥
âà¥¡ã¥¬®£® ¬®¬¥−â�;
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(3) S | áà¥¤−¥¥ ¢à¥¬ï ¢®ááâ�−®¢«¥−¨ï ��.

�ãáâì σ | ¢à¥¬ï ¢®ááâ�−®¢«¥−¨ï äã−ªæ¨®−¨à®¢�−¨ï ��, â. ¥. ¢à¥¬¥−−®©
¨−â¥à¢�« ¬¥¦¤ã ¬®¬¥−â®¬ −�ç�«� ¢®ááâ�−®¢«¥−¨ï äã−ªæ¨®−¨à®¢�−¨ï ��
¨ ¬®¬¥−â®¬ à¥£¨áâà�æ¨¨ ¢®ááâ�−®¢«¥−¨ï ��. „�−−�ï ¢¥«¨ç¨−� ï¢«ï¥âáï
á«ãç�©−®©, ¨

S = M[σ] ;

(4) R | ª®íää¨æ¨¥−â £®â®¢−®áâ¨ ��.

„�−−ë© ª®íää¨æ¨¥−â à�¢¥− ¢¥à®ïâ−®áâ¨ â®£®, çâ® ¢−®¢ì ¯®áâã¯¨¢è¨©
¢ ˆ’Š‘ �‚„ ¡ã¤¥â ®¡à�¡®â�− ¡¥§ ®âª�§� ��. �ãáâì I | á«ãç�©−�ï
¢¥«¨ç¨−�, ¨−¤¨ª�â®à èâ�â−®© ®¡à�¡®âª¨ �‚„:

I =

{
1 , ¥á«¨ ®âª�§� �� −¥â ;

0 , ¥á«¨ ®âª�§ �� ¥áâì ,

â®£¤�
R = M[I] ;

(5) K(q, ε, β) | ¬¨−¨¬�«ì−�ï ¤«¨−� á¥à¨¨ �‚„ ¤«ï ®æ¥−ª¨ ª®íää¨æ¨¥−â�
£®â®¢−®áâ¨ R á â®ç−®áâìî ε ¯à¨ ãá«®¢¨¨, çâ® R > q, ¨ ¤®¢¥à¨â¥«ì−®©
¢¥à®ïâ−®áâìî β.

�ãáâì N | ¤«¨−� á¥à¨¨ �‚„; m | ç¨á«® �‚„, ®¡à�¡®â�−−ëå ¡¥§ ®âª�§�
��; ε | ¯�à�¬¥âà â®ç−®áâ¨ ®æ¥−ª¨ R; q | −¨¦−ïï £à�−¨æ� ª®íää¨æ¨¥−â�
£®â®¢−®áâ¨; p | ¨áâ¨−−ë© −¥¨§¢¥áâ−ë© ª®íää¨æ¨¥−â £®â®¢−®áâ¨. ’®£¤�

K(q, ε, β) = min

{
N ∈ N : P

{∣∣∣∣
m

n
− p

∣∣∣∣ < ε

}
≥ β|p ≥ q

}
.

��à�¬¥âà K(q, ε, β) ¢ëç¨á«ï¥âáï ¯® ä®à¬ã«¥:

K(q, ε, β) =

[
q(1− q)

ε2

(
�−1

(
1− β

2

))2]
+ 1 .

3.3 Методика определения характеристик надежности программного
обеспечения на этапах разработки и эксплуатации

�à¥¤áâ�¢«¥−−ë¥ å�à�ªâ¥à¨áâ¨ª¨ −�¤¥¦−®áâ¨ ¢ëç¨á«ïîâáï ¨ ãâ®ç−ïîâáï −�
à�§−ëå íâ�¯�å á®§¤�−¨ï ¨ íªá¯«ã�â�æ¨¨ ˆ’Š‘ ¨ −®áïâ ª�ª ¯à¥¤¢�à¨â¥«ì−ë©
â¥®à¥â¨ç¥áª¨©, â�ª ¨ ¨§¬¥−ïîé¨©áï áâ�â¨áâ¨ç¥áª¨© å�à�ªâ¥à.

�� íâ�¯�å ’� ¨ ÷Š„ ¢ëç¨á«¥−¨¥ å�à�ªâ¥à¨áâ¨ª n(α,N, p), T , S ¨ R
−¥¢®§¬®¦−®, â�ª ª�ª −� íâ¨å íâ�¯�å ®âáãâáâ¢ã¥â ¨−ä®à¬�æ¨ï ® ª®«¨ç¥áâ¢¥−-
−ëå å�à�ªâ¥à¨áâ¨ª�å à�§à�¡�âë¢�¥¬®£® ��. „«ï ¢ëç¨á«¥−¨ï å�à�ªâ¥à¨áâ¨ª¨
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n(α,N, p) ¯¥à¢®−�ç�«ì−® ®âáãâáâ¢ã¥â ¨−ä®à¬�æ¨ï ®¡ ®¡ê¥¬¥ N à�§à�¡�âë¢�-
¥¬®£® ��. •�à�ªâ¥à¨áâ¨ª¨ T , S ¨ R ¢ëç¨á«ïîâáï −� ®á−®¢¥ áâ�â¨áâ¨ç¥áª¨å
¤�−−ëå ® äã−ªæ¨®−¨à®¢�−¨¨ à�§à�¡®â�−−®£® �� −� ¯®á«¥¤ãîé¨å íâ�¯�å. ��-
à�¬¥âàK(q, ε, β) −� íâ¨å íâ�¯�å â�ª¦¥ −¥ ¢ëç¨á«ï¥âáï, â�ª ª�ª −� ¤�−−ëå íâ�¯�å
®− ¡¥á¯®«¥§¥−.

�� íâ�¯¥ ˆ� ¢ëç¨á«ïîâáï ¯�à�¬¥âàë n(α,N, p) ¨ K(q, ε, β). „«¨−� ª®¤� N
ª íâ®¬ã ¢à¥¬¥−¨ ã¦¥ ¨§¢¥áâ−�, ãà®¢¥−ì ¤®¢¥à¨â¥«ì−®© ¢¥à®ïâ−®áâ¨ α ®¯à¥¤¥«ï¥â-
áï ®¡é¨¬¨ âà¥¡®¢�−¨ï¬¨ −�¤¥¦−®áâ¨ ˆ’Š‘, � ¯�à�¬¥âà p ®æ¥−¨¢�¥âáï ¯® ®¯ëâã
¯à¥¤ë¤ãé¨å à�§à�¡®â®ª (á¢®¨å ¨«¨ ¤àã£¨å à�§à�¡®âç¨ª®¢).

��¯à¨¬¥à, ¯ãáâì −¥®¡å®¤¨¬® ®æ¥−¨âì ¢¥àå−îî ®¦¨¤�¥¬ãî £à�−¨æã ç¨á«�
®è¨¡®ç−ëå áâà®ª ¢ ª®¤¥ ¤«¨−®© 500 000 áâà®ª á ãà®¢−¥¬ ¤®¢¥à¨â¥«ì−®© ¢¥à®-
ïâ−®áâ¨ 0,9999. ‘®£«�á−® [13], ®¡ê¥¬ ª®¤� �‘ Windows 7 á®áâ�¢«ï¥â ¯®àï¤ª�
50 000 000 áâà®ª, ¢ â® ¢à¥¬ï ª�ª, á®£«�á−® [14], §� ¢á¥ ¢à¥¬ï ¯®¤¤¥à¦ª¨ �‘
Windows 7 ¢ë¯ãé¥−® 448 ®¡−®¢«¥−¨©. ’�ª¨¬ ®¡à�§®¬, ¯�à�¬¥âà p ®æ¥−¨¢�¥âáï
ª�ª 448/50 000 000 ≈ 0,00001. ’®£¤� ¯® ä®à¬ã«¥ (5)

n(0,00001; 500 000; 0,00001) =
[
5 +

√
5 · 0,99995 · 3,72

]
+ 1 = 14.

�� íâ�¯¥ ¨§£®â®¢«¥−¨ï ¤«ï ®æ¥−¨¢�−¨ï ª®íää¨æ¨¥−â� £®â®¢−®áâ¨ ˆ’Š‘ R
¤®«¦−� ¡ëâì ¢ëç¨á«¥−� å�à�ªâ¥à¨áâ¨ª�K(q, ε, β). �−� ¡ã¤¥â ¨á¯®«ì§®¢�âìáï ¤«ï
®¯à¥¤¥«¥−¨ï à�§¬¥à� á«ãç�©−®© ¢ë¡®àª¨ �‚„, ¨á¯®«ì§ã¥¬®© ¯à¨ ¯à®¢¥¤¥−¨¨
¨á¯ëâ�−¨©.

��¯à¨¬¥à, ¥á«¨ q = 0,99, ε = 0,001 ¨ β = 0,999, â® K(q, ε, β) = 94 541.
�� ¯à¥¤¢�à¨â¥«ì−ëå ¨á¯ëâ�−¨ïå ˆ’Š‘ −¥®¡å®¤¨¬® ¯à®¢¥áâ¨ ®æ¥−ªã ¯�à�-

¬¥âà®¢ T , S ¨ R. �ãáâì −� ¨á¯ëâ�−¨ïå ®¡à�¡®â�−� á¥à¨ï �‚„ ¤«¨−ë N , ¯à¨
íâ®¬ ¡ë«® §�ä¨ªá¨à®¢�−® k á¡®¥¢ ��, � â�ª¦¥ ¢à¥¬¥−−‚ë¥ ¯�à�¬¥âàë äã−ªæ¨®-
−¨à®¢�−¨ï/¢®ááâ�−®¢«¥−¨ï:

{ τj, j = 1, . . . , k, | ¨−â¥à¢�«ë ¢à¥¬¥−¨ ¡¥§®âª�§−®£® äã−ªæ¨®−¨à®¢�−¨ï ��
¤® j-£® ®âª�§�;

{ τk+1 | ¢à¥¬ï ¡¥§®âª�§−®£® äã−ªæ¨®−¨à®¢�−¨ï �� ¯®á«¥ k-£® (¯®á«¥¤−¥£®)
¢®ááâ�−®¢«¥−¨ï ¤® ®ª®−ç�−¨ï ¯à®¢¥¤¥−¨ï ¨á¯ëâ�−¨©;

{ σj, j = 1, . . . , k, | ¢à¥¬ï ¢®ááâ�−®¢«¥−¨ï �� ¯®á«¥ j-£® ®âª�§�.

’®£¤� −�ç�«ì−ë¥ ®æ¥−ª¨ ¯�à�¬¥âà®¢ T , S ¨ R ¢ëç¨á«ïîâáï ¯® ä®à¬ã«�¬:

�R0 =
k

N
; �T0 =

1

k + 1

k+1∑

j=1

τj ; �S0 =
1

k

k∑

j=1

σj . (6)

„�−−ë¥ ¯à¥¤¢�à¨â¥«ì−ë¥ ®æ¥−ª¨ ï¢«ïîâáï ®¯®à−ë¬¨ ¤«ï ¯à®¢¥¤¥−¨ï ®¯ëâ-
−®© íªá¯«ã�â�æ¨¨, £®áã¤�àáâ¢¥−−ëå ¨á¯ëâ�−¨© ¨ ¤�«ì−¥©è¥© èâ�â−®© íªá¯«ã�-
â�æ¨¨.
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�®á«¥ ¯à¥¤¢�à¨â¥«ì−ëå ¨á¯ëâ�−¨© ¨ ¢® ¢à¥¬ï ®¯ëâ−®© íªá¯«ã�â�æ¨¨ ®¡ëç−®
¯à®¨áå®¤¨â ¬®¤¨ä¨ª�æ¨ï �� á æ¥«ìî ¨á¯à�¢«¥−¨ï ®è¨¡®ª, ¯®íâ®¬ã á«¥¤ã¥â
®¦¨¤�âì ¨§¬¥−¥−¨ï −�¤¥¦−®áâ−ëå å�à�ªâ¥à¨áâ¨ª T , S ¨ R ¢ áâ®à®−ã ¨å ã«ãç-

è¥−¨ï. ‚ â® ¦¥ ¢à¥¬ï −¥®¡å®¤¨¬® ¨á¯®«ì§®¢�âì ®¯®à−ë¥ ®æ¥−ª¨ �R0, �T0 ¨ �S0,
¯à¥¤áâ�¢«¥−−ë¥ ¢ëè¥, ¯®íâ®¬ã ¤«ï ®¡−®¢«¥−¨ï å�à�ªâ¥à¨áâ¨ª à¥ª®¬¥−¤ã¥âáï
¨á¯®«ì§®¢�âì á«¥¤ãîéãî ¯à®æ¥¤ãàã íªá¯®−¥−æ¨�«ì−®£® á£«�¦¨¢�−¨ï.

�ãáâì ¬¥¦¤ã r-¬ ¨ (r + 1)-¬ §�à¥£¨áâà¨à®¢�−−ë¬¨ ®âª�§�¬¨ �� §� ¢à¥¬ï
¡¥§®âª�§−®£® äã−ªæ¨®−¨à®¢�−¨ï σr+1 ¡ë«® ®¡à�¡®â�−® nr+1 §�¯à®á®¢ ¨ ¤«ï
¢®ááâ�−®¢«¥−¨ï �� ¯®âà¥¡®¢�«áï ¢à¥¬¥−−®© ®âà¥§®ª, à�¢−ë© σr+1. ’®£¤� ®¡-
−®¢«¥−−ë¥ ®æ¥−ª¨ ª®íää¨æ¨¥−â� £®â®¢−®áâ¨ ¨ áà¥¤−¥£® ¢à¥¬¥−¨ ¬¥¦¤ã ®âª�§�¬¨
¢ëç¨á«ïîâáï ¯® à¥ªãàà¥−â−ë¬ ä®à¬ã«�¬ [15]:

�Rr+1 = γ �Rr + (1− γ)
1

nr+1
;

�Tr+1 = γ �Tr + (1− γ)τt+1 ;

�Sr+1 = γ �Sr + (1− γ)σt+1 ,





(7)

£¤¥ γ (0 < γ < 1) | −¥ª®â®àë© ä¨ªá¨à®¢�−−ë© ¯�à�¬¥âà á£«�¦¨¢�−¨ï. ”®à-
¬ã«ë (7) ¯®§¢®«ïîâ ®âá«¥¦¨¢�âì ¨§¬¥−¥−¨ï ¯®ª�§�â¥«¥© −�¤¥¦−®áâ¨ ¢ à¥�«ì−®¬
¬�áèâ�¡¥ ¢à¥¬¥−¨ ¯® ¬¥à¥ ¯®«ãç¥−¨ï ¨−ä®à¬�æ¨¨ ®¡ ®âª�§�å ��.

�«ìâ¥à−�â¨¢−ë¬ ¢�à¨�−â®¬ ¢ëç¨á«¥−¨ï ®æ¥−®ª T , S ¨ R ï¢«ï¥âáï ¨á¯®«ì§®-
¢�−¨¥ ä®à¬ã« (6) ¤«ï ®¤−®¢à¥¬¥−−®© ®¡à�¡®âª¨ ¢á¥£® ®¡ê¥¬� ¤�−−ëå ¯® ®âª�§�¬
��, §�à¥£¨áâà¨à®¢�−−ë¬ §� ¢à¥¬ï ®¯ëâ−®© íªá¯«ã�â�æ¨¨.

�� £®áã¤�àáâ¢¥−−ëå ¨á¯ëâ�−¨ïå ¯�à�¬¥âàë T , S ¨ R ®æ¥−¨¢�îâáï §�−®¢®
¯® à¥§ã«ìâ�â�¬ ®¡à�¡®âª¨ −®¢®© á«ãç�©−®© ¢ë¡®àª¨ K(q, ε, β) �‚„ ¯® ä®à¬ã-
«�¬ (6).

Š�ª ¨ ¢ ¯à®æ¥áá¥ ®¯ëâ−®© íªá¯«ã�â�æ¨¨, ¢ ¯à®æ¥áá¥ èâ�â−®© íªá¯«ã�â�æ¨¨
®æ¥−ª¨ ¯�à�¬¥âà®¢ T , S ¨ R ª®àà¥ªâ¨àãîâáï á ¯®¬®éìî ä®à¬ã« íªá¯®−¥−æ¨-
�«ì−®£® á£«�¦¨¢�−¨ï (7), ¨á¯®«ì§ãï ¢ ª�ç¥áâ¢¥ −�ç�«ì−ëå ®æ¥−ª¨, ¯®«ãç¥−−ë¥
¯® à¥§ã«ìâ�â�¬ £®áã¤�àáâ¢¥−−ëå ¨á¯ëâ�−¨©. �«ìâ¥à−�â¨¢−ë¬ ¢�à¨�−â®¬ ¢ëç¨á-
«¥−¨ï ®æ¥−®ª T , S ¨ R ï¢«ï¥âáï ¨á¯®«ì§®¢�−¨¥ ä®à¬ã« (6) ¤«ï ®¤−®¢à¥¬¥−−®©
®¡à�¡®âª¨ ¢á¥£® ®¡ê¥¬� ¤�−−ëå ¯® ®âª�§�¬ ��, §�à¥£¨áâà¨à®¢�−−ë¬ §� ª�ª®©-
«¨¡® ä¨ªá¨à®¢�−−ë© ¯¥à¨®¤ (¬¥áïæ, ª¢�àâ�«, £®¤).

‚ à¥§ã«ìâ�â¥ ª®àà¥ªæ¨¨ �� ¨ ¨á¯à�¢«¥−¨ï ®è¨¡®ª, ¢¥¤ãé¨å ª á¡®ï¬, ®æ¥−ª¨
¯�à�¬¥âà®¢ R ¨ T ¤®«¦−ë à�áâ¨, � S | ã¬¥−ìè�âìáï. �¤−�ª® íâ®£® ¬®¦¥â −¥
¯à®¨áå®¤¨âì, ¥á«¨ á®áâ�¢ ¨ ¨−â¥−á¨¢−®áâì ¯®áâã¯«¥−¨ï à¥�«ì−ëå ¤�−−ëå á¨«ì−®
®â«¨ç�îâáï ®â ãá«®¢−®-à¥�«ì−ëå ¤�−−ëå, ¨á¯®«ì§ã¥¬ëå ¢ ¯à®æ¥áá¥ ¯à®¢¥¤¥−¨ï
¨á¯ëâ�−¨© ¨ ®¯ëâ−®© íªá¯«ã�â�æ¨¨.

3.4 Условия и процедура фиксации отказов программного обеспечения

‚á¥ ®âª�§ë ˆ’Š‘, ¨¬¥îé¨¥ ¬¥áâ® ¢ ¯à®æ¥áá¥ ¨á¯ëâ�−¨©, ®¯ëâ−®© ¨ èâ�â−®©
íªá¯«ã�â�æ¨¨, ¤®«¦−ë à¥£¨áâà¨à®¢�âìáï ¢ á¯¥æ¨�«ì−®¬ ú†ãà−�«¥ à¥£¨áâà�æ¨¨
®âª�§®¢û. �à¥¤«�£�¥¬�ï ä®à¬� ¦ãà−�«� ¯à¨¢¥¤¥−� −� à¨áã−ª¥.
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”®à¬� ú†ãà−�«� à¥£¨áâà�æ¨¨ ®âª�§®¢û

„«ï ¢ëç¨á«¥−¨ï ¯®ª�§�â¥«¥© −�¤¥¦−®áâ¨ �� ¤®«¦−� ¨á¯®«ì§®¢�âìáï â®«ìª®
áâ�â¨áâ¨ç¥áª�ï ¨−ä®à¬�æ¨ï ®â−®á¨â¥«ì−® ®âª�§®¢ ��, â. ¥. ª à�áá¬®âà¥−¨î
¯à¨−¨¬�îâáï ®âª�§ë, á®®â¢¥âáâ¢ãîé¨¥ âà¥¡®¢�−¨ï¬ à�§¤. 2.1.

‚å®¤−ë¥ ¤�−−ë¥, −� ª®â®àëå ¯à®¨§®è¥« ®âª�§ ��, ¤®«¦−ë á®åà�−ïâìáï,
à�¢−® ª�ª ¨ á¨áâ¥¬−ë¥ ¦ãà−�«ë ��.

�âª�§ë �� ¤®«¦−ë ¢®á¯à®¨§¢®¤¨âìáï ¯à¨ ¯®¢â®à−®¬ ¢ë¯®«−¥−¨¨ ãá«®¢¨©.
�à¨ íâ®¬ ¯®¢â®à−®¥ ¢®á¯à®¨§¢¥¤¥−¨¥ íâ¨å ãá«®¢¨© ¨ ¯®ï¢«¥−¨¥ ®âª�§� ��
¢ ¦ãà−�«¥ ¯®¢â®à−® −¥ à¥£¨áâà¨àãîâáï.

30 ‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ â®¬ 28 −®¬¥à 1 2018



Š ¢®¯à®áã ® à�áç¥â¥ −�¤¥¦−®áâ¨ ˆ’Š‘: ãç¥â å�à�ªâ¥à¨áâ¨ª ��

’¥áâ®¢ë© �‚„, ¯®¤£®â®¢«¥−−ë© ¤«ï ¯à®¢¥¤¥−¨ï ¯à¥¤¢�à¨â¥«ì−ëå ¨ £®áã¤�à-
áâ¢¥−−ëå ¨á¯ëâ�−¨©, ¤®«¦¥− ¯à¥¤áâ�¢«ïâì á®¡®© á«ãç�©−ãî à¥¯à¥§¥−â�â¨¢−ãî
¢ë¡®àªã, á®®â¢¥âáâ¢ãîéãî à¥�«ì−ë¬ ¤�−−ë¬. „�−−ë¥, ®¡à�¡�âë¢�¥¬ë¥ ¢ ¯à®-
æ¥áá¥ ®¯ëâ−®© íªá¯«ã�â�æ¨¨, ¤®«¦−ë ®¡«�¤�âì �−�«®£¨ç−ë¬¨ á¢®©áâ¢�¬¨.

4 Заключение

�−�«¨§ ¢ë¯®«−¥−−ëå ¢ ¯®á«¥¤−¨¥ £®¤ë ¯à®¥ªâ®¢ á®§¤�−¨ï à�§«¨ç−ëå ˆ’Š‘
á¢¨¤¥â¥«ìáâ¢ã¥â ®¡ ¨§¬¥−¥−¨¨ ®â−®è¥−¨ï ª à�¡®â�¬ ¯® ®æ¥−ª¥ −�¤¥¦−®áâ¨ á®-
§¤�¢�¥¬ëå á¨áâ¥¬, ®âª�§¥ ®â ä®à¬�«ì−ëå, ®¡«�¤�îé¨å á®¬−¨â¥«ì−®© ®¡ê¥ªâ¨¢-
−®áâìî ª�¡¨−¥â−ëå à�áç¥â®¢. �à¥¤áâ�¢«¥−−ë¥ ¢ à�¡®â¥ à�ááã¦¤¥−¨ï ¯®«¥§−ë
¯à¥¦¤¥ ¢á¥£® ¯®â®¬ã, çâ® á®áâ�¢«ïîâ æ¥«®áâ−ë©, §�ª®−ç¥−−ë© ¬¥â®¤. �à¨ íâ®¬
ã �¢â®à®¢ ã¦¥ ¥áâì ®¯ëâ, ¯®¤â¢¥à¦¤�îé¨©, çâ® íâ®â ¬¥â®¤ á¯®á®¡¥− ã¤®¢«¥â¢®à¨âì
á�¬®£® ¯à¨¤¨àç¨¢®£® §�ª�§ç¨ª�. �à¨¬¥−¥−¨¥ ®¯¨á�−−®£® ¬¥â®¤� ¯®§¢®«¨«® −¥
â®«ìª® ¯à®�−�«¨§¨à®¢�âì ¯®ª�§�â¥«¨ íää¥ªâ¨¢−®áâ¨ ¢−®¢ì á®§¤�¢�¥¬ëå ˆ’Š‘,
−® ¨ ¤®¡¨âìáï ¯®¢ëè¥−¨ï ¨å ¯à®¨§¢®¤¨â¥«ì−®áâ¨ §� áç¥â ¢ëï¢«¥−¨ï ª«îç¥¢ëå
ä�ªâ®à®¢ ¢«¨ï−¨ï −� ª®¬¯«¥ªá−ë© ¯®ª�§�â¥«ì −�¤¥¦−®áâ¨ ˆ’Š‘.

�¤−�ª® ã ¯à¥¤«®¦¥−−®£® ¯®¤å®¤� ¥áâì áãé¥áâ¢¥−−�ï á«®¦−®áâì | −ã¦¥−
§−�ç¨â¥«ì−ë© ¯à®¬¥¦ãâ®ª ¢à¥¬¥−¨, ¢ â¥ç¥−¨¥ ª®â®à®£® ˆ’Š‘ ã¦¥ íªá¯«ã�â¨-
àã¥âáï, −® ¥áâì ¢®§¬®¦−®áâì á®¡¨à�âì −ã¦−ãî áâ�â¨áâ¨ªã ®âª�§®¢ �� (¯®−ïâ−®,
çâ® ¤�−−ë¥ ¢ëè¥ ®æ¥−ª¨ ®¡ê¥¬®¢ �‚„ ¯à¨ «î¡ëå à�§ã¬−ëå â®ç−®áâ−ëå âà¥-
¡®¢�−¨ïå ¡ã¤ãâ ¨áç¨á«ïâìáï ¤¥áïâª�¬¨ ¨ á®â−ï¬¨ âëáïç). �à¨ íâ®¬ −� ¯à�ªâ¨ª¥
â�ª®© á¯®á®¡ à�áç¥â®¢ ¢®§¬®¦¥− â®«ìª® ¢ à�¬ª�å íâ�¯� à�§à�¡®âª¨ | ®¯ëâ−®©
íªá¯«ã�â�æ¨¨, ¯à®¤®«¦¨â¥«ì−®áâì ª®â®à®£® ®¡ëç−® −¥¢¥«¨ª�. �ç¥¢¨¤¥− â�ª¦¥
¨ ¤àã£®© �á¯¥ªâ ®£à�−¨ç¥−−®áâ¨ ¯à¥¤«®¦¥−−®© ¬¥â®¤¨ª¨ | á«¨èª®¬ ¬−®£®¥
§�¢¨á¨â ®â ¦¥«�−¨ï ¨ ¢®§¬®¦−®áâ¥© ª®−ªà¥â−ëå ¯®«ì§®¢�â¥«¥© ¨¬¨â¨à®¢�âì
à¥�«ì−ãî à�¡®âã −� ®¯ëâ−®¬ ®¡à�§æ¥ ¨«¨ ª�ª®¬-«¨¡® ¯à®â®â¨¯¥. �¥§ â�ª®£®
¦¥«�−¨ï ®æ¥−¨âì å�à�ªâ¥à¨áâ¨ª¨ ˆ’Š‘ ¨ ¥¥ �� ¢ ãá«®¢¨ïå à¥�«ì−ëå −�£àã-
§®ª, � ã¦ â¥¬ ¡®«¥¥ ¯¨ª®¢ëå, −¥ ¯à¥¤áâ�¢«ï¥âáï ¢®§¬®¦−ë¬. „�−−�ï ¯à®¡«¥¬�
¯à¥¤áâ�¢«ï¥â ¨−â¥à¥á ¢ ¯«�−¥ ¤�«ì−¥©è¥£® ¨áá«¥¤®¢�−¨ï, â�ª ª�ª ¨¬¥¥âáï ¢®§-
¬®¦−®áâì ®âª�§�âìáï ®â ¤¥ïâ¥«ì−®£® ãç�áâ¨ï ¯®«ì§®¢�â¥«¥© ¢ ®¯¨á�−−®¬ ¬¥â®¤¥
§� áç¥â �¢â®¬�â¨§¨à®¢�−−ëå áà¥¤áâ¢ ¨¬¨â�æ¨¨ ¨å à�¡®âë.
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TO THE RELIABILITY
OF AN INFORMATION-TELECOMMUNICATION SYSTEM:

AN APPROACH TO RECOGNITION OF RELIABLE SOFTWARE
CHARACTERISTICS

A. V. Borisov, A. V. Bosov, A. V. Ivanov, and E. R. Korepanov

Institute of Informatics Problems, Federal Research Center \Computer Science and
Control" of the Russian Academy of Sciences, 44-2 Vavilov Str., Moscow 119333,
Russian Federation

Abstract: Issues of reliability assessment of newly created and existing informa-
tion and telecommunication systems (ITS), traditionally routine and formal, are
considered as an inalienable part of the design process. To determine the relia-
bility of a system, the holistic methodology is proposed. Within the framework
of this methodology, firstly, specific quantitative characteristics of reliability,

32 Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2018 vol 28 no 1



To the reliability of an ITS: An approach to recognition of reliable software characteristics

which correspond to qualitative indicators determined at different stages of system
development, are specified. For the hardware component, this is the availability
factor, which is set by the standard indicators of trouble-free operation of
the nodes. For software, this is a set of probability characteristics that take
into account the specifics of different reliability indicators that characterize
the quality of programs. Secondly, for determination of the chosen reliability
characteristics, the relations based on the basic methods of mathematical statistics
are given. Thirdly, to determine the probability characteristics, recommendations
for collecting statistics at different stages of the life cycle of the system are given.
The proposed methodology was used by the authors in a set of completed projects
and proved to be effective.

Keywords: information and telecommunication systems; system design; relia-
bility; probability reliability characteristics
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ВЕРОЯТНОСТНЫЙ ПОДХОД К РЕШЕНИЮ ОБРАТНОЙ
ЗАДАЧИ МАГНИТОЭНЦЕФАЛОГРАФИИ

М. Б. Гончаренко1, Т. В. Захарова2

�−−®â�æ¨ï: ˆáá«¥¤®¢�−¨¥ £®«®¢−®£® ¬®§£� ï¢«ï¥âáï ®¤−¨¬ ¨§ á�¬ëå �ªâ¨¢−®
à�§¢¨¢�îé¨åáï −�¯à�¢«¥−¨© −¥©à®−�ãª¨, ¢ ª®â®à®¬ ®¡ê¥¤¨−ïîâ á¢®¨ ãá¨«¨ï
è¨à®ª¨¥ £àã¯¯ë á¯¥æ¨�«¨áâ®¢: ®â ¯á¨å®«®£®¢ ¤® ¬�â¥¬�â¨ª®¢. �¤−®© ¨§
¢�¦−¥©è¨å §�¤�ç, ¢áâ�îé¨å ¯¥à¥¤ ¨áá«¥¤®¢�â¥«ï¬¨ ¯à¨ ®¡à�¡®âª¥ ¤�−−ëå
−¥©à®ä¨§¨®«®£¨ç¥áª®£® íªá¯¥à¨¬¥−â�, ï¢«ï¥âáï «®ª�«¨§�æ¨ï �ªâ¨¢−ëå §®−
ª®àë £®«®¢−®£® ¬®§£�. �â� ¨−ä®à¬�æ¨ï ªà¨â¨ç¥áª¨ ¢�¦−� ¤«ï ¢á¥å ¬¥â®¤®¢
−¥©à®¢¨§ã�«¨§�æ¨¨, â�ª¨å ª�ª í«¥ªâà®í−æ¥ä�«®£à�ä¨ï (��ƒ), ¬�£−¨â®í−-
æ¥ä�«®£à�ä¨ï (Œ�ƒ), äã−ªæ¨®−�«ì−�ï ¬�£−¨â−®-à¥§®−�−á−�ï â®¬®£à�ä¨ï
(äŒ÷’) ¨ ¤à. ‚ ¤�−−®© áâ�âì¥ à�áá¬�âà¨¢�îâáï ¤�−−ë¥ Œ�ƒ. Œ�£−¨â®-
í−æ¥ä�«®£à�ä¨ï | −¥¨−¢�§¨¢−ë© ¬¥â®¤ −¥©à®¢¨§ã�«¨§�æ¨¨, ¯®§¢®«ïîé¨©
à¥£¨áâà¨à®¢�âì á¢¥àåá«�¡ë¥ ¬�£−¨â−ë¥ ¯®«ï, ¯®à®¦¤¥−−ë¥ −¥©à®−�¬¨ £®«®¢-
−®£® ¬®§£�. ÷¥ª®−áâàãªæ¨ï ¨áâ®ç−¨ª®¢ ¯® ¤�−−ë¬ Œ�ƒ ¯à¥¤áâ�¢«ï¥â á®¡®©
−¥ª®àà¥ªâ−® ¯®áâ�¢«¥−−ãî ®¡à�â−ãî §�¤�çã. ‚ −�áâ®ïé¥© à�¡®â¥ à�áá¬�âà¨-
¢�¥âáï ¡�©¥á®¢áª¨© ¢ë¢®¤ à¥è¥−¨ï ®¡à�â−®© §�¤�ç¨ Œ�ƒ. �á®¡®¥ ¢−¨¬�−¨¥
ã¤¥«¥−® â�ª®¬ã ¯à¥¨¬ãé¥áâ¢ã ¡�©¥á®¢áª®£® ¯®¤å®¤�, ª�ª ã−¨¢¥àá�«ì−®áâì,
¢ ¥£® à�¬ª�å ¯®«ãç¥−ë ¤àã£¨¥ ¯®¯ã«ïà−ë¥ ¬¥â®¤ë, è¨à®ª® ¨á¯®«ì§ã¥¬ë¥
¢ ¨áá«¥¤®¢�−¨ïå. ’�ª¦¥ à�áá¬®âà¥−® ®¡®¡é¥−¨¥ −� á«ãç�© £àã¯¯®¢®£® íªá¯¥-
à¨¬¥−â� ¨ ®¯¨á�−ë ¢®§¬®¦−ë¥ ¤�«ì−¥©è¨¥ ¯ãâ¨ ã«ãçè¥−¨ï ¬¥â®¤®¢ à¥è¥−¨ï
®¡à�â−®© §�¤�ç¨.

Š«îç¥¢ë¥ á«®¢�: ¡�©¥á®¢áª¨© ¯®¤å®¤; ¬�£−¨â®í−æ¥ä�«®£à�ä¨ï; ®¡à�â−�ï
§�¤�ç�; −¥ª®àà¥ªâ−® ¯®áâ�¢«¥−−�ï §�¤�ç�; ®æ¥−ª� �¯®áâ¥à¨®à−®£® ¬�ªá¨¬ã¬�;
¬¥â®¤ë ®¯â¨¬¨§�æ¨¨

DOI: 10.14357/08696527180103

1 Введение

Œ�£−¨â®í−æ¥ä�«®£à�ä¨ï | íâ® −¥¨−¢�§¨¢−�ï â¥å−®«®£¨ï à¥£¨áâà�æ¨¨ á¢¥àå-
¬�«ëå í«¥ªâà®¬�£−¨â−ëå ¢®§¬ãé¥−¨©, ¢ë§¢�−−ëå �ªâ¨¢−®áâìî ¬−®¦¥áâ¢� −¥©-
à®−−ëå ¨áâ®ç−¨ª®¢. Œ�ƒ-ãáâ�−®¢ª� ¯à¥¤áâ�¢«ï¥â á®¡®© è«¥¬ á ¬−®¦¥áâ¢®¬
‘Š‚ˆ„-á¥−á®à®¢ (á¢¥àåçã¢áâ¢¨â¥«ì−ëå ª¢�−â®¢ëå ¨−â¥àä¥à®¬¥âà®¢), à�¡®-
â�îé¨å −� −¥áâ�æ¨®−�à−®¬ íää¥ªâ¥ „¦®á¥äá®−�, ®−¨ ¯®áâ®ï−−® −�å®¤ïâáï

1Œ®áª®¢áª¨© £®áã¤�àáâ¢¥−−ë© ã−¨¢¥àá¨â¥â ¨¬¥−¨ Œ. ‚. ‹®¬®−®á®¢�, ä�ªã«ìâ¥â ¢ëç¨á«¨â¥«ì-
−®© ¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨, goncharenko.mir@yandex.ru

2Œ®áª®¢áª¨© £®áã¤�àáâ¢¥−−ë© ã−¨¢¥àá¨â¥â ¨¬¥−¨ Œ. ‚. ‹®¬®−®á®¢�, ä�ªã«ìâ¥â ¢ëç¨á«¨â¥«ì-
−®© ¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨; ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£®
æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, lsa@cs.msu.ru

35



Œ. �. ƒ®−ç�à¥−ª®, ’. ‚. ‡�å�à®¢�

¢ ¦¨¤ª®¬ £¥«¨¨ ¤«ï ¯®¤¤¥à¦�−¨ï á®áâ®ï−¨ï á¢¥àå¯à®¢®¤¨¬®áâ¨. ’¥å−®«®£¨ï
Œ�ƒ è¨à®ª® ¨á¯®«ì§ã¥âáï ª�ª ¢ ª«¨−¨ç¥áª¨å, â�ª ¨ ¢ ¨áá«¥¤®¢�â¥«ìáª¨å æ¥-
«ïå ¨§-§� á¢®¥£® ¢ëá®ª®£® ¯à®áâà�−áâ¢¥−−®£® ¨ ¢à¥¬¥−−‚®£® à�§à¥è¥−¨ï. ’ª�−¨
¨ ª®áâ¨ ç¥«®¢¥ª� ¯®çâ¨ −¥ ¨áª�¦�îâ ¬�£−¨â−ë© á¨£−�«, � á®¢à¥¬¥−−ë¥ á¥−á®àë
á¯®á®¡−ë à�¡®â�âì á ¤®áâ�â®ç−® ¢ëá®ª®© ç�áâ®â®©, çâ®¡ë à¥£¨áâà¨à®¢�âì ¯à®-
æ¥ááë, ¤«ïé¨¥áï ¢á¥£® ¤¥áïâª¨ ¬¨««¨á¥ªã−¤. �®¤à®¡−¥¥ ® Œ�ƒ ¬®¦−® ¯à®ç¥áâì
¢ áâ�âìïå [1,2].

�á−®¢−®© ¨−â¥à¥á ¨áá«¥¤®¢�â¥«¥© ¯à¥¤áâ�¢«ï¥â §�¤�ç� «®ª�«¨§�æ¨¨ �ªâ¨¢−ëå
¢ íªá¯¥à¨¬¥−â¥ ãç�áâª®¢ ª®àë ¯® ¤�−−ë¬ Œ�ƒ. ‚®ááâ�−®¢«¥−¨¥ ª®−ä¨£ãà�æ¨©
¨áâ®ç−¨ª®¢ ¨ ¨å ¢à¥¬¥−−‚®© ¤¨−�¬¨ª¨ âà¥¡ã¥â ®¡à�é¥−¨ï ¯®à®¦¤�îé¥© ¬®¤¥«¨.
�â� ®¡à�â−�ï §�¤�ç� ®â−®á¨âáï ª ª«�ááã −¥ª®àà¥ªâ−® ¯®áâ�¢«¥−−ëå §�¤�ç ¨ âà¥-
¡ã¥â ¤®¯®«−¨â¥«ì−ëå ¯à¥¤¯®«®¦¥−¨© ®¡ ¨áâ®ç−¨ª�å �ªâ¨¢−®áâ¨ ¤«ï ¯®«ãç¥−¨ï
à¥è¥−¨ï.

‚ ¤�−−®© áâ�âì¥ ¡ã¤¥â à�áá¬®âà¥− ¡�©¥á®¢áª¨© ¯®¤å®¤ ª à¥è¥−¨î ®¡à�â−®©
§�¤�ç¨ Œ�ƒ ¢ à�á¯à¥¤¥«¥−−®© ¬®¤¥«¨ ¨áâ®ç−¨ª®¢.

2 Обратная задача магнитоэнцефалографии

�®à®¦¤�îé�ï ¬®¤¥«ì á¨£−�«®¢ Œ�ƒ ¬®¦¥â ¡ëâì ¯à¥¤áâ�¢«¥−� ª�ª

Yt = L(Jt) + εt , (1)

£¤¥ Yt | §−�ç¥−¨¥ ¬�£−¨â−®© ¨−¤ãªæ¨¨, ¨§¬¥àï¥¬®¥ Œ�ƒ-á¥−á®à�¬¨; L(·) |
®¯¥à�â®à �¨®{‘�¢�à�{‹�¯«�á�; J | −¥¨§¢¥áâ−�ï ¯«®â−®áâì â®ª� ¨áâ®ç−¨ª®¢;
εt | èã¬.

…¤¨−¨æ¥© �ªâ¨¢�æ¨¨ ¢® ¢á¥å ä®à¬�«¨§�æ¨ïå ¯àï¬®© ¨ ®¡à�â−®© §�¤�ç¨
ï¢«ïîâáï â®ª®¢ë¥ ¤¨¯®«¨. ’®ª®¢ë© ¤¨¯®«ì ¯à¥¤áâ�¢«ï¥â á®¡®© �¡áâà�ªâ−ãî
ä¨§¨ç¥áªãî ¬®¤¥«ì �ªâ¨¢�æ¨¨ 5 · 104 −¥©à®−®¢ −� ¯«®é�¤¨ ∼ 30 = 5,5× 5,5 ¬¬;
¡®«¥¥ ¯®¤à®¡−®¥ ®¯¨á�−¨¥ â®ª®¢ëå ¤¨¯®«¥© ¬®¦−® −�©â¨ ¢ [1].

�¯¥à�â®à �¨®{‘�¢�à�{‹�¯«�á� ¤«ï â®ª®¢®£® ¤¨¯®«ï ¨¬¥¥â ¢¨¤:

Lr =
µ0
4π

([ ~Q× ~rQ], ~er)

|~r − ~rQ|3
, (2)

£¤¥ µ0| ¬�£−¨â−�ï ¯à®−¨æ�¥¬®áâì áà¥¤ë; ~Q| ¥£® ¤¨¯®«ì−ë© ¬®¬¥−â; ~rQ | à�-
¤¨ãá-¢¥ªâ®à ¤¨¯®«ï; ~r | à�¤¨ãá-¢¥ªâ®à â®çª¨ ¢ ¯à®áâà�−áâ¢¥, £¤¥ ®¯à¥¤¥«ï¥âáï
§−�ç¥−¨¥ ¨−¤ãªæ¨¨, −�¢¥¤¥−−®¥ ¤¨¯®«¥¬; ~er = ~r/‖r‖ | ¥¤¨−¨ç−ë© ¢¥ªâ®à.

‘ ä¨§¨ç¥áª®© â®çª¨ §à¥−¨ï ®¡à�â−�ï §�¤�ç� Œ�ƒ ¯à¥¤áâ�¢«ï¥â á®¡®© ¯®¨áª
ª®−ä¨£ãà�æ¨¨ ¨áâ®ç−¨ª®¢ í«¥ªâà®¬�£−¨â−®© �ªâ¨¢−®áâ¨ ¯® ª®−¥ç−®¬ã ç¨á«ã
¨§¬¥à¥−¨©. ’¥®à¥â¨ç¥áª�ï áâ®à®−� íâ®© §�¤�ç¨ ¡ë«� ¨áá«¥¤®¢�−� ¢ XIX ¢.
ƒ¥à¬�−®¬ ƒ¥«ì¬£®«ìæ¥¬, ª®â®àë© ¤®ª�§�« −¥¢®§¬®¦−®áâì ¥¥ à¥è¥−¨ï ¢ ®¡é¥¬
¢¨¤¥.
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‚¥à®ïâ−®áâ−ë© ¯®¤å®¤ ª à¥è¥−¨î ®¡à�â−®© §�¤�ç¨ ¬�£−¨â®í−æ¥ä�«®£à�ä¨¨

‘ ¬�â¥¬�â¨ç¥áª®© â®çª¨ §à¥−¨ï âã ¦¥ á�¬ãî §�¤�çã ¬®¦−® áä®à¬ã«¨à®¢�âì
ª�ª §�¤�çã ¯®¨áª� ®¡à�â−®£® ®¯¥à�â®à�.

�àï¬®© ®¯¥à�â®à ¢ (1) ¬®¦¥â ¡ëâì ¯à¥¤áâ�¢«¥− ª�ª L1 : (C(V ))
3 → (C(D))3,

£¤¥ (C(V ))3 | ¯à®áâà�−áâ¢® −¥¯à¥àë¢−ëå äã−ªæ¨© ¢−ãâà¨ í«¥¬¥−â� ®¡ê¥¬�
¬®§£� V ; (C(D))3 | ¯à®áâà�−áâ¢® −¥¯à¥àë¢−ëå äã−ªæ¨© −� ¯®¢¥àå−®áâ¨ D,
¢ª«îç�îé¥© ¢ á¥¡ï £à�−¨æã V . ‚ [3] ¡ë«® ¯®ª�§�−®, çâ® ï¤à® L1 á®¤¥à¦¨â
¢−ãâà¨ á¥¡ï «¨−¥©−®¥ ¯®¤¯à®áâà�−áâ¢®:

M = {j|j = –m,m ∈ (C20(V ))3)} ,

£¤¥–m = div(grad(m))| ®¯¥à�â®à ‹�¯«�á�, ¯à¨¬¥−¥−−ë© ª äã−ªæ¨¨m; C
2
0|

¯à®áâà�−áâ¢® ¤¢�¦¤ë −¥¯à¥àë¢−® ¤¨ää¥à¥−æ¨àã¥¬ëå äã−ªæ¨© á ¯®ª�§�â¥«¥¬
ƒ¥«ì¤¥à�, à�¢−ë¬ −ã«î.

�â® ®§−�ç�¥â, çâ® ã ®¡à�â−®© §�¤�ç¨ á ¯àï¬ë¬ ®¯¥à�â®à®¬ L1 −¥â ã−¨ª�«ì−®£®
à¥è¥−¨ï: ¥á«¨ j∗ | à¥è¥−¨¥, â® «î¡®¥ à¥è¥−¨¥ ¢¨¤�: “j = j∗ + λj′, £¤¥ λ ∈ R

¨ j′ ∈M , â�ª¦¥ ï¢«ï¥âáï à¥è¥−¨¥¬.
�ãáâì ®¯¥à�â®à L2 : (L

2(V ))3 → (L2(V ))3 ¯¥à¥¢®¤¨â à�á¯à¥¤¥«¥−¨¥ â®ª®¢
¢ V ¢ ¬�£−¨â−®¥ ¯®«¥ ¢−ãâà¨ â®£® ¦¥ ®¡ê¥¬�. ‚ íâ®¬ á«ãç�¥ ¢á¥ âà¨ ª®¬¯®−¥−âë
ª�ª â®ª®¢, â�ª ¨ ¬�£−¨â−®£® ¯®«ï, ï¢«ïîâáï äã−ªæ¨ï¬¨ ¢ L

2. ‚ [4] ¡ë«®
¤®ª�§�−®, çâ® L2 | ª®¬¯�ªâ−ë© ®¯¥à�â®à, á«¥¤®¢�â¥«ì−®, ¥£® ¯á¥¢¤®®¡à�â−ë©
®¯¥à�â®à [5,6] −¥ ¡ã¤¥â −¥¯à¥àë¢−ë¬.

�¡éãî ¬®¤¥«ì (1) ¬®¦−® ã¯à®áâ¨âì, ¨á¯®«ì§ãï ª¢�§¨áâ�â¨ç¥áªãî �¯¯à®ª-
á¨¬�æ¨î ãà�¢−¥−¨© Œ�ªá¢¥««� ¨ ãà�¢−¥−¨ï �ã�áá®−�: L(·) ∼ L, £¤¥ L |
«¨−¥©−ë© ®¯¥à�â®à (¨§¢¥áâ−ë© ¯®¤ −�§¢�−¨¥¬ lead-field, ¨«¨ gain matrix).

“á«®¢¨ï, ¯®§¢®«ïîé¨¥ á¤¥«�âì ¯®¤®¡−ë© ¯¥à¥å®¤:

{ â®¯®«®£¨ï ¬®§£� −¥ ¨§¬¥−ï¥âáï ¢® ¢à¥¬ï íªá¯¥à¨¬¥−â�;

{ ¢á¥ ¯®â®ª¨ (¯®â®ª ªà®¢¨ ¨ â. ¤.) | áâ�æ¨®−�à−ë (â. ¥. ®¡«�¤�îâ ®¤¨−�ª®¢ë¬¨
å�à�ªâ¥à¨áâ¨ª�¬¨ ¢® ¢à¥¬ï ¨§¬¥à¥−¨ï);

{ £®«®¢� ¨á¯ëâã¥¬®£® −¥ ¤¢¨£�¥âáï ¨ −¥ ¤¢¨£�îâáï «¨æ¥¢ë¥ ¬ëèæë.

‚ íâ®¬ á«ãç�¥ §�¤�ç� ä®à¬ã«¨àã¥âáï ¢ «¨−¥©−®© ä®à¬¥ (Generalized linear
model) ª�ª

Y = LJ + ε , (3)

£¤¥ Y ∈ R
Ns×Nt, L ∈ R

Ns×Nd, J ∈ R
Nd×Nt, ε ∈ R

Ns×Nt, �Ns,Nd ¨Nt | ç¨á«®
á¥−á®à®¢, ¢®§¬®¦−ëå ¯®§¨æ¨© ¤¨¯®«¥© ¨ ¢à¥¬¥−−‚ëå ®âáç¥â®¢ á®®â¢¥âáâ¢¥−−®.

�®¤å®¤ (3) ¯®¤à�§ã¬¥¢�¥â ä¨ªá¨à®¢�−¨¥ Nd ¯®§¨æ¨© â®ª®¢ëå ¤¨¯®«¥© (¨«¨
3×Nd, á ãç¥â®¬ ®à¨¥−â�æ¨¨) ¨ ¯®¨áª ¨−â¥−á¨¢−®áâ¨ ¨áâ®ç−¨ª®¢ J ¢ íâ¨å â®çª�å.
’�ª�ï ä®à¬�«¨§�æ¨ï §�¤�ç¨ −�§ë¢�¥âáï ú¨¬�¤¦¨−£®¢®©û. ‚�¦−®¥ §�¬¥ç�−¨¥:
Ns ≪ Nd, ®¡ëç−® Ns ¨¬¥¥â ¯®àï¤®ª −¥áª®«ìª¨å ¤¥áïâª®¢ ¨«¨ á®â¥−, � Nd |
−¥áª®«ìª¨å ¤¥áïâª®¢ âëáïç. ’�ª¨¬ ®¡à�§®¬, ¬�âà¨æ� Y ¤�«¥ª� ®â ª¢�¤à�â−®©,
¨ §�¤�ç� ï¢«ï¥âáï −¥ª®àà¥ªâ−® ¯®áâ�¢«¥−−®©.
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÷¥è¥−¨¥¬ ®¡à�â−®© §�¤�ç¨ ¢ â�ª®© ¯®áâ�−®¢ª¥ ¡ã¤¥â ¯á¥¢¤®®¡à�â−ë© ª L

«¨−¥©−ë© ®¯¥à�â®à M : �J =MY .
‘ãé¥áâ¢ãîâ ¨ ¤àã£¨¥ ¯®¤å®¤ë ª ä®à¬�«¨§�æ¨¨ ®¡à�â−®© §�¤�ç¨ Œ�ƒ. ‘�¬®©

¯®¯ã«ïà−®© �«ìâ¥à−�â¨¢®© ¬®¦−® áç¨â�âì á¥¬¥©áâ¢® ú¯�à�¬¥âà¨ç¥áª¨åû ¬¥â®¤®¢
(ªà�âª¨© ®¡§®à à�§«¨ç−ëå ¬®¤¥«¥© ¯àï¬®© ¨ ®¡à�â−®© §�¤�ç¨ ¬®¦−® −�©â¨ ¢ [7]).
‚ ú¯�à�¬¥âà¨ç¥áª®©û ¯®áâ�−®¢ª¥ §�¤�ç� ä®à¬�«¨§ã¥âáï á«¥¤ãîé¨¬ ®¡à�§®¬:

Lt =

Nd∑

i=1

G
(
Rit
)
Qit + εt , (4)

£¤¥ Rit ¨ Qit | ¯®§¨æ¨ï ¨ ¤¨¯®«ì−ë© ¬®¬¥−â i-£® ¨áâ®ç−¨ª� ¢ ¬®¬¥−â ¢à¥¬¥−¨ t.
‘«¥¤ã¥â ®â¬¥â¨âì, çâ® ª®«¨ç¥áâ¢® ¨áâ®ç−¨ª®¢ �ªâ¨¢−®áâ¨ ¢ ú¯�à�¬¥âà¨ç¥áª®©û
¯®áâ�−®¢ª¥ ¯®¤à�§ã¬¥¢�¥âáï §�à�−¥¥ −¥ ¨§¢¥áâ−ë¬. ’�ª¨¬ ®¡à�§®¬, à¥è¥−¨¥¬ (4)
¡ã¤¥â ª®«¨ç¥áâ¢®, ¯®§¨æ¨ï ¨ �¬¯«¨âã¤� ¨áâ®ç−¨ª®¢ [7].

3 Байесовский вывод решения обратной задачи

‘ãé¥áâ¢ã¥â ¬−®¦¥áâ¢® ¬¥â®¤®¢ à¥è¥−¨ï ®¡à�â−®© §�¤�ç¨ Œ�ƒ, � â�ª¦¥
¯®¤å®¤®¢ ª ¨å ¯®«ãç¥−¨î. „�−−�ï á¥ªæ¨ï ¯®á¢ïé¥−� ¯à¨¬¥−¥−¨î ¡�©¥á®¢áª®£®
¯®¤å®¤� ª ®¡à�â−®© §�¤�ç¥ Œ�ƒ, ¢ à�¬ª�å ª®â®à®£® ¡ã¤ãâ ¯®«ãç¥−ë ¢ ª�ç¥áâ¢¥
ç�áâ−ëå á«ãç�¥¢ ¬−®£¨¥ ¯®¯ã«ïà−ë¥ ¬¥â®¤ë.

Š ¤®áâ®¨−áâ¢�¬ ¡�©¥á®¢áª®£® ¯®¤å®¤� ¬®¦−® ¯à¨ç¨á«¨âì á«¥¤ãîé¨¥ [8]:

{ ¯®§¢®«ï¥â ¨§¡�¢¨âìáï ®â ¨§¡ëâ®ç−ëå ¯¥à¥¬¥−−ëå ¯ãâ¥¬ ¬�à£¨−�«¨§�æ¨¨
¨ ¨−â¥£à¨à®¢�−¨ï;

{ ¬®¦¥â ¡ëâì ã¤®¡−® á®¢¬¥é¥− á â¥å−¨ª�¬¨ áâ®å�áâ¨ç¥áª®£® áí¬¯«¨à®¢�−¨ï
¨ ®¯â¨¬¨§�æ¨¨, â�ª¨¬¨ ª�ª Markov Chain Monte Carlo (MCMC) ¨ ¨¬¨â�æ¨ï
®â¦¨£�;

{ ¢ë¤�¥â �¯®áâ¥à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥ ¨áâ®ç−¨ª®¢ ª�ª à¥§ã«ìâ�â à�¡®âë.

‚ ¢ëª«�¤ª�å −¨¦¥ ¡ã¤¥â ¨á¯®«ì§®¢�−® ¯à¥¤áâ�¢«¥−¨¥ ¯«®â−®áâ¥© ¢¥à®ïâ-
−®áâ¨, ¯à¨−ïâ®¥ ¢ ®à¨£¨−�«ì−ëå áâ�âìïå. ‚ëà�¦¥−¨ï p(X) ¨ p(X|Y ) á«¥¤ã¥â
¯®−¨¬�âì ª�ª á®®â¢¥âáâ¢ãîé¨¥: pX(x) | ¬−®£®¬¥à−�ï ¯«®â−®áâì X ¢ â®çª¥
x ∈ R

m; pX|Y (x|y0) | ãá«®¢−�ï ¯«®â−®áâì X ¢ â®çª¥ x ∈ R
m ®â−®á¨â¥«ì−® Y ,

à�¢−®£® y0 ∈ R
m.

�ãáâì p(J) | �¯à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥ ¨áâ®ç−¨ª®¢, � p(Y |J) | ¯à�¢¤®¯®-
¤®¡¨¥, á ¯®¬®éìî ª®â®à®£® ª®àà¥ªâ¨àã¥âáï �¯à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥ ¨áâ®ç−¨ª®¢
¢ §�¢¨á¨¬®áâ¨ ®â ¤�−−ëå.

’�ª¨¬ ®¡à�§®¬, áâ�−®¢¨âáï ¢®§¬®¦−ë¬ ®æ¥−¨âì �¯®áâ¥à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥
�ªâ¨¢−®áâ¨ ¨áâ®ç−¨ª®¢ á ¯®¬®éìî â¥®à¥¬ë ��©¥á�:

p(J |Y ) = p(Y |J)p(J)
p(Y )

.
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‚¥à®ïâ−®áâ−ë© ¯®¤å®¤ ª à¥è¥−¨î ®¡à�â−®© §�¤�ç¨ ¬�£−¨â®í−æ¥ä�«®£à�ä¨¨

�¡ëç−® p(Y ) áç¨â�îâ ª®−áâ�−â®©, â�ª ª�ª ¨§¬¥à¥−¨ï Y ä¨ªá¨à®¢�−ë (p(Y )
â�ª¦¥ −�§ë¢�îâ ú®¡®á−®¢�−−®áâìîû, ¨«¨ evidence). �¥¯®áà¥¤áâ¢¥−−�ï ®æ¥−ª�
�¬¯«¨âã¤ë ¨áâ®ç−¨ª®¢ ¬®¦¥â ¡ëâì ¯®«ãç¥−� ª�ª [9]:

�J = Ep(J |Y ) ,
£¤¥ E | ¬�â¥¬�â¨ç¥áª®¥ ®¦¨¤�−¨¥.

ˆáå®¤ï ¨§ ¯à¨−æ¨¯� ¬�ªá¨¬¨§�æ¨¨ í−âà®¯¨¨, � â�ª¦¥ ¤«ï ã¯à®é¥−¨ï ¬�â¥-
¬�â¨ç¥áª¨å ¢ëª«�¤®ª ®¡ëç−® ¤¥«�îâ á«¥¤ãîé¨¥ ¯à¥¤¯®«®¦¥−¨ï:

ε ∼ N (0,›ε) ; J ∼ N (µJ , Q) ,

£¤¥ N(µ,›) ®¡®§−�ç�¥â ¬−®£®¬¥à−®¥ −®à¬�«ì−®¥ à�á¯à¥¤¥«¥−¨¥ á N-ª®¬¯®−¥−â-
−ë¬ ¢¥ªâ®à®¬ áà¥¤−¨å µ ¨ ¬�âà¨æ¥© ª®¢�à¨�æ¨¨ ›, ¨¬¥îé¥¥ ¯«®â−®áâì

pµ,›(x) =
1

(2π)N/2
√

|›|
exp

{
−1
2
tr
(
(x− µ)T›−1(x− µ)

)}
.

‹®£�à¨ä¬ë pµ,›(x) ¨ p(J |Y ) ¨¬¥îâ ¢¨¤:

log pµ,›(x) = −N
2
log(2π)− 1

2
log(|›|)− 1

2
tr
(
(x− µ)T›−1(x− µ)

)
; (5)

log p(J |Y ) ∼ log p(Y |J) + log p(J) ∼

∼ −1
2
tr
(
JT(LT›−1

ε L+Q−1)J − JT(LT›−1Y +Q−1µJ)−

−
(
Y T›−1

ε J + µTJ

)
+ (Y T›−1

ε Y + µTJQ
−1µJ)

)
. (6)

ˆ§ áà�¢−¥−¨ï (5) ¨ (6) á«¥¤ã¥â, çâ®

cov (p(J |Y )) = ›J =
(
LT›−1

ε L+Q−1
)−1
; (7)

Ep(J |Y ) = �J = ›J
(
LT›−1

ε Y +Q−1µJ

)
=

=
(
LT›−1

ε L+Q−1
)−1 (

LT›−1
ε Y +Q−1µJ

)
. (8)

�ãáâì µJ = 0 ¤«ï ã¯à®é¥−¨ï ¢ëª«�¤®ª, â®£¤�

M =
(
Q−1 + LT›−1

ε L
)−1

LT›−1
ε = {á¬. [10]} = QLT

(
›ε + LQL

T
)−1

.
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’�ª¨¬ ®¡à�§®¬, ®æ¥−ª� �J ¯à¥¤áâ�¢¨¬� ¢ ¢¨¤¥ [10]:

�J =MY = QLT
(
›ε + LQL

T
)−1

Y . (9)

�æ¥−ª� ª®¢�à¨�æ¨®−−®© ¬�âà¨æë (7) ¬®¦¥â ¡ëâì ¨á¯®«ì§®¢�−� ¤«ï ¯®áâà®-
¥−¨ï ¤®¢¥à¨â¥«ì−ëå ¨−â¥à¢�«®¢ à¥è¥−¨©.

‘ãé¥áâ¢ãîâ ¨ ¤àã£¨¥ ¯®¤å®¤ë, ¯à¨¢®¤ïé¨¥ ª â®ç−® â�ª®© ¦¥ à¥§ã«ìâ¨-
àãîé¥© ä®à¬ã«¥ (9) [11]: ¬¨−¨¬¨§�æ¨ï ¬�â¥¬�â¨ç¥áª®£® ®¦¨¤�−¨ï ®è¨¡ª¨;
â¨å®−®¢áª�ï à¥£ã«ïà¨§�æ¨ï; ®¡®¡é¥−−�ï ¢¨−¥à®¢áª�ï ä¨«ìâà�æ¨ï.

4 Выбор априорных ковариационных матриц

’®ç−®áâì à¥è¥−¨ï (9) á¨«ì−® §�¢¨á¨â ®â ¢ë¡®à� Q ¨ ›ε. ‚ íâ®© ç�áâ¨ áâ�âì¨
¡ã¤¥â à�ááª�§�−® ® −¥ª®â®àëå ¯®¯ã«ïà−ëå á¯®á®¡�å §�¤�−¨ï Q, � â�ª¦¥ ¯à¥¤-
«®¦¥−® ®¡®¡é¥−¨¥, ¯®§¢®«ïîé¥¥ ª®¬¡¨−¨à®¢�âì à�§«¨ç−ë¥ ¯®¤å®¤ë ¢ à�¬ª�å
¥¤¨−®© ¯à®æ¥¤ãàë ¯®¨áª� à¥è¥−¨ï.

�æ¥−ªã ›ε ¬®¦−® ¯®«ãç¨âì á ¯®¬®éìî §�¯¨á¨ â�ª −�§ë¢�¥¬®© ú¯ãáâ®©
ª®¬−�âëû, â. ¥. §�¯¨á¨ ¥áâ¥áâ¢¥−−®£® èã¬� á¥−á®à®¢ ¡¥§ ¨á¯ëâã¥¬®£® ¢ ª�¬¥à¥.
‚ ¯à®â¨¢−®¬ á«ãç�¥ ®¡ëç−® ¨á¯®«ì§ã¥âáï á«¥¤ãîé¥¥ ¯à¥¤áâ�¢«¥−¨¥: ›ε = h0INs,
£¤¥ INs | ¥¤¨−¨ç−�ï ¬�âà¨æ� à�§¬¥à� Ns ×Ns [12,13].

„�«¥¥ ¡ã¤ãâ à�áá¬®âà¥−ë −�¨¡®«¥¥ ¢�¦−ë¥ ç�áâ−ë¥ á«ãç�¨, ¯®«ãç�¥¬ë¥
¢ à�¬ª�å ¡�©¥á®¢áª®£® ¯®¤å®¤�.

4.1 Minimum Norm Estimate

Minimum norm estimate (MNE) | −�¨¡®«¥¥ è¨à®ª® ¯à¨¬¥−ï¥¬ë© ¬¥â®¤ à¥-
è¥−¨ï ®¡à�â−®© §�¤�ç¨ Œ�ƒ. �− ¬®¦¥â ¡ëâì ¯®«ãç¥− ¢ à�¬ª�å (9) ¯à¨ Q = INd

,
â. ¥. ¢ ¯à¥¤¯®«®¦¥−¨¨, çâ® ¢á¥ ¤¨¯®«¨ ¨¬¥îâ ®¤¨−�ª®¢ãî �¯à¨®à−ãî ¤¨á¯¥àá¨î
¨ −¥ ª®àà¥«¨à®¢�−ë. �â® à¥è¥−¨¥ â�ª¦¥ íª¢¨¢�«¥−â−® ¬¨−¨¬¨§�æ¨¨ L

2-−®à¬ë
¬¥â®¤®¬ −�¨¬¥−ìè¨å ª¢�¤à�â®¢, â. ¥. ¯®¨áªã ¨áâ®ç−¨ª®¢ á −�¨¬¥−ìè¥© í−¥à£¨-
¥©. ˆ§ −¥¤®áâ�âª®¢ ¬¥â®¤� MNE ¬®¦−® ®â¬¥â¨âì ¯à¥¤¯®çâ¥−¨¥ ¯®¢¥àå−®áâ−ëå
¨áâ®ç−¨ª®¢ £«ã¡®ª¨¬ ¨ úà�§¬�§�−−®áâìû ¯®«ãç�¥¬®£® à¥è¥−¨ï (çâ® ¢® ¬−®£®¬
å�à�ªâ¥à−® ¤«ï ¬¥â®¤®¢, ¨á¯®«ì§ãîé¨å L

2-à¥£ã«ïà¨§�æ¨î [14]). �®¤à®¡−®¥
®¯¨á�−¨¥ ¬¥â®¤� ¬®¦−® −�©â¨ ¢ [15].

4.2 Weighted MNE

Weighted MNE (wMNE) ¡®à¥âáï á® á¬¥é¥−¨¥¬ à¥è¥−¨© ¢ ®¡«�áâì ¡®«¥¥
¯®¢¥àå−®áâ−ëå ¨áâ®ç−¨ª®¢, ¢¢®¤ï ¬¥−ìè¨¥ èâà�äë £«ã¡®ª¨¬ ¨áâ®ç−¨ª�¬. �â®£®
¬®¦−® ¤®¡¨âìáï, ¯®«®¦¨¢ ¢ (9) Q = diag {Qjj}, Qjj = ||Lj·||−p, £¤¥ || · || |
¥¢ª«¨¤®¢� −®à¬�; Lj· | j-© áâ®«¡¥æ ¬�âà¨æë L; p | ¯®«®¦¨â¥«ì−ë© ¯�à�¬¥âà
èâà�ä� £«ã¡¨−ë ¨áâ®ç−¨ª�.
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4.3 LOw REsolution TomogrAphy

Œ¥â®¤ LOw REsolution TomogrAphy (LORETA), ¯à¥¤«®¦¥−−ë© ¢ [16],
®¯¥à¨àã¥â ¡®«¥¥ á«®¦−®© ¬®¤¥«ìî ¨áâ®ç−¨ª®¢, ãç¨âë¢�ï §�¢¨á¨¬®áâì ¬¥¦¤ã
¤¨¯®«¥¬ ¨ −¥ª®â®àë¬ ¬−®¦¥áâ¢®¬ ¥£® á®á¥¤¥©, ¯à¥¤¯®«�£�ï ª®àà¥«¨à®¢�−−®áâì
¨å �ªâ¨¢�æ¨© ¢á«¥¤áâ¢¨¥ ä¨§¨ç¥áª®© ¡«¨§®áâ¨.

÷¥è¥−¨¥ LORETA ¬®¦¥â ¡ëâì ¯®«ãç¥−® ¨§ (9) ¯à¨ Q = QwMNE(KK
T)−1.

‡¤¥áì

Kij =





1 ¯à¨ i = j ;

− 1|Vi|
¯à¨ j ∈ Vi ;

0 ¨−�ç¥,

£¤¥ Vi | ¬−®¦¥áâ¢® á®á¥¤¥© i-£® ¨áâ®ç−¨ª�.

4.4 Beamformer

�®¤å®¤ Beamformer ¯®¤à�§ã¬¥¢�¥â ¯®áâà®¥−¨¥ ¯à®áâà�−áâ¢¥−−®£® ä¨«ìâà�,
ª®â®àë© ¢ë¤¥«ï¥â �ªâ¨¢−®áâì ª�¦¤®£® ®â¤¥«ì−®£® ¤¨¯®«ï. „«ï ¯®áâà®¥−¨ï
¯®¤®¡−®£® ä¨«ìâà� ¢ (9) ¬®¦¥â ¡ëâì ¨á¯®«ì§®¢�−� á«¥¤ãîé�ï ª®¢�à¨�æ¨®−−�ï
¬�âà¨æ�:

Q = B = diag {Bii} , Bii =
1

δi

(
LT·i (Y Y

T)−1L·i

)−1
,

£¤¥ δi = (L
T
·iL·i)

−1, i = 1, Nd.
�®«¥¥ ¯®¤à®¡−® ® ¬¥â®¤�å Beamformer ¬®¦−® ¯à®ç¥áâì ¢ [17].

4.5 Обобщенный подход к выбору априорной матрицы

„«ï ¤®áâ¨¦¥−¨ï ¡®«ìè¥© £¨¡ª®áâ¨ �«£®à¨â¬� ¯®¨áª� à¥è¥−¨ï ¢ à�¡®â¥ [18]
¡ë«� ¯à¥¤«®¦¥−� á«¥¤ãîé�ï ¯�à�¬¥âà¨§�æ¨ï:

Q =

Nq∑

i=1

hiDi , (10)

£¤¥ −�¡®à h =
{
h1, . . . hNq

}
| £¨¯¥à¯�à�¬¥âàë; D =

{
D1, . . . ,DNq

}
| −�¡®à

ª®¢�à¨�æ¨®−−ëå á®áâ�¢«ïîé¨å.
�â® ¯à¥¤áâ�¢«¥−¨¥ ¯®§¢®«ï¥â ¨á¯®«ì§®¢�âì ¯à¥¨¬ãé¥áâ¢� à�§«¨ç−ëå ¬¥â®-

¤®¢, ª®¬¡¨−¨àãï �¯à¨®à−ë¥ ª®¢�à¨�æ¨¨ Di ¢ §�¢¨á¨¬®áâ¨ ®â ¤�−−ëå Y .
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5 Сведение к задаче оптимизации

�ãáâì �¯à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥ £¨¯¥à¯�à�¬¥âà®¢ (10) ¨¬¥¥â á«¥¤ãîé¨© ¢¨¤:

p(h) ∼
Nq∏

i=1

efi(hi) , (11)

£¤¥ fi(·)| −¥ª®â®àë¥ ¨§¢¥áâ−ë¥ äã−ªæ¨¨ (¯à¥¤¯®çâ¨â¥«ì−® ¢ë¯ãª«ë¥).
‘ ãç¥â®¬ £¨¯¥à¯�à�¬¥âà®¢ à�á¯à¥¤¥«¥−¨¥ ¨áâ®ç−¨ª®¢ �ªâ¨¢−®áâ¨ J ¯à¥¤áâ�-

¢¨¬® ¢ ¢¨¤¥:

p(J) =

∫
p(J, h) dh =

∫
p(J |h)p(h) dh .

�� ¯¥à¢®¬ íâ�¯¥ −¥®¡å®¤¨¬® ¯®«ãç¨âì ®æ¥−ªã �h £¨¯¥à¯�à�¬¥âà®¢ h, ¨á¯®«ì-

§ãï ¤�−−ë¥ Y . �â® á¤¥«�¥â ¢®§¬®¦−ë¬ ¢ëç¨á«¥−¨¥ p(J |Y, h = �h) = p(J |Y )
¨ ¤�«ì−¥©è¥¥ ¨á¯®«ì§®¢�−¨¥ äã−ªæ¨®−�«� (8).

�æ¥−ª� �h ¬®¦¥â ¡ëâì ¯®«ãç¥−� ¨§ p(Y, h) ¢ à�¬ª�å ¯®¤å®¤� Empirical Bayes
ª�ª ®æ¥−ª� ¬�ªá¨¬�«ì−®£® ¯à�¢¤®¯®¤®¡¨ï [19].

ˆ§ ä®à¬ã«ë ��©¥á� á«¥¤ã¥â, çâ®

p(Y, h) = p(Y |h)p(h) . (12)

‘ ¤àã£®© áâ®à®−ë,

p(Y, h) =

∫
p(Y, J, h)dJ =

∫
p(Y |J)p(J |h)p(h)dJ =

= {â�ª ª�ª p(h) ¨ J −¥§�¢¨á¨¬ë } = p(h)
∫
p(Y |J)p(J |h) dJ . (13)

ˆ§ áà�¢−¥−¨ï (12) ¨ (13) á«¥¤ã¥â, çâ® p(Y |h) =
∫
p(Y |J)p(J |h) dJ.

‚ ¯à¥¤¯®«®¦¥−¨¨, çâ®

p(Y |J) = N (LJ,›Y ) ; p(J |h) = N(0, Q), (14)

£¤¥ ›Y = LQL
T +›ε, à¥§ã«ìâ¨àãîé¥¥ à�á¯à¥¤¥«¥−¨¥ ¨¬¥¥â ¢¨¤:

p(Y |h) ∼ exp
{
−1
2
tr
(
Y T›−1

Y Y
)}

. (15)

’�ª¨¬ ®¡à�§®¬, äã−ªæ¨®−�« ¤«ï ®æ¥−ª¨ �h −¥ §�¢¨á¨â ®â J ¨ áä®à¬ã«¨à®¢�−
â®«ìª® ¢ â¥à¬¨−�å ¤�−−ëå Y . ˆá¯®«ì§®¢�−¨¥ ›Y ¢¬¥áâ® Q áãé¥áâ¢¥−−® á−¨¦�¥â
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à�§¬¥à−®áâì §�¤�ç¨ ®¯â¨¬¨§�æ¨¨, � áã¬¬¨à®¢�−¨¥ á ›ε ¯®§¢®«ï¥â ¤®¡�¢¨âì
à¥£ã«ïà¨§�æ¨®−−ë© ¯�à�¬¥âà èã¬� −¥¯®áà¥¤áâ¢¥−−® ¢ −�¡®à £¨¯¥à¯�à�¬¥âà®¢.

‡�¤�ç� ®¯â¨¬¨§�æ¨¨ ¤«ï ¯®¨áª� �h ¡ã¤¥â ¨¬¥âì ¢¨¤:

�h = argmax
h

p(Y, h) = argmax
h

p(Y |h)p(h), (16)

çâ® à�¢−®æ¥−−® ¬�ªc¨¬¨§�æ¨¨ —(h) = log p(Y |h)p(h).
‘ ãç¥â®¬ à�á¯à¥¤¥«¥−¨© p(Y |h) (15) ¨ p(h) (11) ¨â®£®¢ë© ¢¨¤ ®¯â¨¬¨§¨àã-

¥¬®£® äã−ªæ¨®−�«� ¬®¦¥â ¡ëâì §�¯¨á�− ¢ ï¢−®¬ ¢¨¤¥:

—(h) = −Nt

2
tr
(
CY ›

−1
Y

)
− Nt

2
log |›Y | −

NsNt

2
log(2π) +

Nq∑

i=1

fi (hi) , (17)

£¤¥ CY = (1/Nt)Y Y
T | ¢ë¡®à®ç−�ï ª®¢�à¨�æ¨®−−�ï ¬�âà¨æ�.

6 Free Energy

�¡ëç−® ã ¨áá«¥¤®¢�â¥«¥© −¥â −¨ª�ª¨å ¯à¥¤áâ�¢«¥−¨© ®¡ ®¯â¨¬�«ì−®¬ −�¡®à¥
£¨¯¥à¯�à�¬¥âà®¢. ’�ª¦¥ ¨áâ¨−−®¥ �¯®áâ¥à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥ h ¬®¦¥â −¥ ¡ëâì
£�ãáá®¢ë¬ ¨ ¢®§¬®¦−® «¨èì ¢ëç¨á«¥−¨¥ −¥ª®â®à®© �¯¯à®ªá¨¬�æ¨¨ �¯®áâ¥à¨®à-
−®£® à�á¯à¥¤¥«¥−¨ï.

�ãáâì p0 (h) | �¯à¨®à−®¥ à�á¯à¥¤¥«¥−¨¥ h ¨ q(h) | �¯¯à®ªá¨¬�æ¨ï �¯®-
áâ¥à¨®à−®£® à�á¯à¥¤¥«¥−¨ï. ‘«¥¤ãï ¯à¨−æ¨¯ã ¬�ªá¨¬ã¬� í−âà®¯¨¨, ¯à¥¤¯®«®-
¦¨¬, çâ®

p0(h) = N
(
ν,š−1

)
, q(h) = N

(
�h,›h

)
. (18)

’®£¤�

log p(Y ) =

∫
q(h) log p(Y ) dh =

∫
q(h) log

p(Y, h)

p(h|Y ) dh =

=

∫
q(h) log

p(Y, h)q(h)

q(h)p(h|Y ) dh =
∫
q(h) log

p(Y, h)

q(h)
dh+

+

∫
q(h) log

q(h)

p(h|Y ) dh = F +DKL[q(h)||p(h|Y )]︸ ︷︷ ︸
≥0

, (19)

£¤¥ DKL[p(x)||q(x)] =
∫
p(x) log(p(x)/q(x)) dx | à�ááâ®ï−¨¥ Šã«ì¡�ª�{‹¥©¡-

«¥à� ¬¥¦¤ã ¯«®â−®áâï¬¨ p ¨ q.
‘«�£�¥¬®¥ F â�ª¦¥ −�§ë¢�îâ úá¢®¡®¤−®© í−¥à£¨¥©û (free energy [20]). ’�ª¨¬

®¡à�§®¬, ¯à¨ q(h) = p(h|Y ); á¯à�¢¥¤«¨¢ë à�¢¥−áâ¢� DKL = 0 ¨ F = log p(Y );
á«¥¤®¢�â¥«ì−®, ¬�ªá¨¬¨§�æ¨ï (19) íª¢¨¢�«¥−â−� ¬�ªá¨¬¨§�æ¨¨ F .
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‚ [20] ¯à¨¢¥¤¥− ¢ë¢®¤ á«¥¤ãîé¥© �¯¯à®ªá¨¬�æ¨¨ F :

“F = −Nt

2
tr
(
CY ›

−1
Y

)
− Nt

2
log |›Y | −

NtNs

2
log(2π)

︸ ︷︷ ︸
accuracy

−

−1
2
tr
(
(�h− ν)Tš(�h− ν)

)
+
1

2
log |›hš|

︸ ︷︷ ︸
complexity

, (20)

£¤¥ CY = (1/Nt)Y Y
T | ª®¢�à¨�æ¨®−−�ï ¬�âà¨æ� ¤�−−ëå.

�¥à¢�ï ç�áâì (20) ¬®¦¥â à�áá¬�âà¨¢�âìáï ª�ª èâà�ä â®ç−®áâ¨ �¯¯à®ªá¨¬�æ¨¨
¤�−−ëå, � ¢â®à�ï | ª�ª èâà�ä á«®¦−®áâ¨ ¬®¤¥«¨.

’�ª¨¬ ®¡à�§®¬, äã−ªæ¨®−�« (20) ï¢«ï¥âáï ®¡®¡é¥−¨¥¬ (17) −� á«ãç�© �¯-
¯à®ªá¨¬�æ¨¨ �¯®áâ¥à¨®à−®£® à�á¯à¥¤¥«¥−¨ï h.

�«£®à¨â¬, ¨á¯®«ì§ãîé¨© ¬¨−¨¬¨§�æ¨î äã−ªæ¨®−�«� (20), −�§ë¢�¥âáï Mul-
tiple Sparse Priors (MSP) ¨ ®¯¨á�− ¢ à�¡®â¥ [21].

7 Использование данных группового эксперимента

�£à¥£¨à®¢�−¨¥ ¤�−−ëå ®â −¥áª®«ìª¨å ¨á¯ëâã¥¬ëå ¢ à�¬ª�å ®¤−®£® íªá¯¥-
à¨¬¥−â� ¯®§¢®«ï¥â ¯®¢ëá¨âì ª�ª ãáâ®©ç¨¢®áâì à¥è¥−¨ï ®¡à�â−®© §�¤�ç¨, â�ª
¨ â®ç−®áâì «®ª�«¨§�æ¨¨ ¨áâ®ç−¨ª®¢.

”®à¬ã«¨à®¢ª� ¯àï¬®© §�¤�ç¨ Œ�ƒ ¬®¦¥â ¡ëâì à�áè¨à¥−� −� á«ãç�© íªá¯¥-
à¨¬¥−â� á N ¨á¯ëâã¥¬ë¬¨ á«¥¤ãîé¨¬ ®¡à�§®¬ [22,23]:



Y1
...
YN


 =



L1 · · · 0
...

. . .
...

0 · · · LN





J1
...
JN


+



ε1
...
εN


 .

„�−−ë© ¯®¤å®¤ ã¢¥«¨ç¨¢�¥â à�−£ ¬�âà¨æ ¨ ¤¥«�¥â ¢®§¬®¦−ë¬ ¨á¯®«ì§®¢�-
−¨¥ ¤®¯®«−¨â¥«ì−®© ¨−ä®à¬�æ¨¨ ¤«ï ¡®«¥¥ â®ç−®£® ¢ë¤¥«¥−¨ï ¨−â¥à¥áãîé¥©
�ªâ¨¢−®áâ¨.

‚á¥ à�áá¬®âà¥−−ë¥ à�−¥¥ ¬¥â®¤ë ¥áâ¥áâ¢¥−−ë¬ ®¡à�§®¬ ®¡®¡é�îâáï −� á«ã-
ç�© £àã¯¯®¢®£® íªá¯¥à¨¬¥−â�. ’�ª¦¥ áãé¥áâ¢ãîâ á¯¥æ¨�«¨§¨à®¢�−−ë¥ �«£®-
à¨â¬ë, ª®â®àë¥ ¨á¯®«ì§ãîâ ®á®¡¥−−®áâ¨ §�¤�ç¨, ¢ë¤¥«ïï ®¤¨−�ª®¢ãî ¤«ï ¢á¥å
¨á¯ëâã¥¬ëå �ªâ¨¢−®áâì.

�à¨¬¥à®¬ â�ª®£® �«£®à¨â¬� ï¢«ï¥âáï ¬¥â®¤ GALA (Group Analysis Leads
to Accuracy). �â®â ¬¥â®¤ ¨á¯®«ì§ã¥â á«¥¤ãîéãî ¯à®æ¥¤ãàã ¤«ï ¯®áâà®¥−¨ï
ª®¢�à¨�æ¨®−−®© ¬�âà¨æë ¤�−−ëå ›Y ¨§ (14).

‚á¥ ¬−®¦¥áâ¢® ¤¨¯®«¥© — à�§¡¨¢�¥âáï −� ¯®¤¬−®¦¥áâ¢® —ÏÂÝ | ¤¨¯®«¥© á®
áå®¦¨¬¨ �ªâ¨¢�æ¨ï¬¨ | ¨ ¥£® ¤®¯®«−¥−¨¥ – = — \—ÏÂÝ. �«£®à¨â¬ ¨á¯®«ì§ã¥â

44 ‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ â®¬ 28 −®¬¥à 1 2018



‚¥à®ïâ−®áâ−ë© ¯®¤å®¤ ª à¥è¥−¨î ®¡à�â−®© §�¤�ç¨ ¬�£−¨â®í−æ¥ä�«®£à�ä¨¨

¨â¥à�â¨¢−ãî ¯à®æ¥¤ãàã ¤«ï ¯®áâà®¥−¨© íâ¨å ¬−®¦¥áâ¢. �ãáâì —kÏÂÝ ¨ –k |
á®®â¢¥âáâ¢ãîé¨¥ ¯à¨¡«¨¦¥−¨ï −� k-© ¨â¥à�æ¨¨.

‘ ãç¥â®¬ ¢¢¥¤¥−−ëå ®¡®§−�ç¥−¨© ¤¥ª®¬¯®§¨æ¨ï ¬�âà¨æë ª®¢�à¨�æ¨¨ ¤�−−ëå
−� k-© ¨â¥à�æ¨¨ ¨¬¥¥â ¢¨¤:

›kY = h1›ε + LQ
kLT , (21)

£¤¥

Qk = hk2R
—k
ÏÂÝ + hk3D

—k
ÏÂÝ +

k∑

j=2

hk2+jD
–j

.

”®à¬ã«� (21) ¯à¥¤áâ�¢«ï¥â á®¡®© «¨−¥©−ãî ª®¬¡¨−�æ¨î ª®¢�à¨�æ¨¨ èã-
¬� (›ε), ¨â¥à�â¨¢−ëå ¯à¨¡«¨¦¥−¨© ¬�âà¨æ ª®¢�à¨�æ¨¨ ®¡é¥© ª®¬¯®−¥−âë

(R—
k
ÏÂÝ ), ¨−¤¨¢¨¤ã�«ì−®© (D—

k
ÏÂÝ ) ¨ ®áâ�â®ç−®© ª®¢�à¨�æ¨¨ (D–

j

), −¥ ®¡êïá-
−¥−−®© ¯à¥¤ë¤ãé¨¬¨ á«�£�¥¬ë¬¨.

’�ª¨¬ ®¡à�§®¬, �«£®à¨â¬ à�§¤¥«ï¥â �ªâ¨¢−®áâì −� ú®¡éãîû, ¯à¥¤áâ�¢«ï-
îéãî ®á−®¢−®© ¨−â¥à¥á, ú¨−¤¨¢¨¤ã�«ì−ãîû ¨ ú−¥¨§¢¥áâ−ãîû, â. ¥. ¤®«î �ªâ¨¢-
−®áâ¨, −¥ ¯à¨−�¤«¥¦�éãî ¯¥à¢ë¬ ¤¢ã¬ â¨¯�¬ (ª®â®à�ï ¢−®á¨â ¢ª«�¤ ¢ ¨â®£®¢®¥
à¥è¥−¨¥, −�ç¨−�ï á® ¢â®à®© ¨â¥à�æ¨¨ �«£®à¨â¬�).

„¥â�«ì−®¥ ®¯¨á�−¨¥ �«£®à¨â¬� ¬®¦−® −�©â¨ ¢ à�¡®â¥ [23].

8 Перспективные направления решения обратной задачи
магнитоэнцефалографии в рамках байесовского подхода

�¤−¨¬ ¨§ ¢®§¬®¦−ëå ¯ãâ¥© ¤�«ì−¥©è¥£® à�§¢¨â¨ï �«£®à¨â¬®¢ «®ª�«¨§�æ¨¨
¨áâ®ç−¨ª®¢ ¬®¦¥â áâ�âì á®§¤�−¨¥ á¥¬¥©áâ¢� ¬¥â®¤®¢, ¨á¯®«ì§ãîé¨å ¤®¯®«−¨-
â¥«ì−ë¥ ¯à¥¤¯®«®¦¥−¨ï ® à�§à¥¦¥−−®áâ¨ ¨áâ®ç−¨ª®¢ �ªâ¨¢−®áâ¨.

Š�ª ¯à�¢¨«®, à¥è¥−¨ï, ¯®«ãç¥−−ë¥ á ¯®¬®éìî ¬¥â®¤®¢, ¨á¯®«ì§ãîé¨å
L
2-à¥£ã«ïà¨§�æ¨î ¨«¨, çâ® íª¢¨¢�«¥−â−®, �¯à¨®à−®¥ −®à¬�«ì−®¥ à�á¯à¥¤¥«¥−¨¥

èã¬�, ¤�îâ úà�§¬�§�−−®¥û à¥è¥−¨¥ á ¡®«ìè¨¬ ç¨á«®¬ −¥−ã«¥¢ëå ¨áâ®ç−¨ª®¢
¬�«®© �¬¯«¨âã¤ë (¯®¯ã«ïà−ë© ¬¥â®¤ MNE [15] ï¢«ï¥âáï å�à�ªâ¥à−ë¬ ¯à¥¤áâ�-
¢¨â¥«¥¬ â�ª®£® á¥¬¥©áâ¢�).

„«ï ¡®àì¡ë á íâ¨¬ −¥¤®áâ�âª®¬ ¢®§¬®¦¥− ¯®¤å®¤ á ¯à¨¬¥−¥−¨¥¬ �¯à¨®à−®£®
à�á¯à¥¤¥«¥−¨ï ‹�¯«�á� ¨«¨ L

1-à¥£ã«ïà¨§�æ¨¨. �®å®¦¨© ¯®¤å®¤ ¯à¨¬¥−ï¥âáï
¢ ¬¥â®¤¥ MCE [24]. „«ï ¯®«ãç¥−¨ï à�§à¥¦¥−−®£® à¥è¥−¨ï ¬®¦¥â ¡ëâì ¨á¯®«ì§®-
¢�−� L

1-à¥£ã«ïà¨§�æ¨ï ¢ §�¤�ç¥ ®¯â¨¬¨§�æ¨¨ (16), çâ® íª¢¨¢�«¥−â−® ¯à¨¬¥−¥−¨î
�¯à¨®à−®£® à�á¯à¥¤¥«¥−¨ï ‹�¯«�á� ¢ (18). ÷ãª®¢®¤áâ¢ãïáì áå®¦¨¬¨ ¨¤¥ï¬¨, ¡ë«
á®§¤�− ¬¥â®¤ MCE [24]. ˆ§ ¥£® −¥¤®áâ�âª®¢ ¬®¦−® ¢ë¤¥«¨âì −¥á¯®á®¡−®áâì â®ç−®
¯à¨¡«¨¦�âì ¡®«ìè¨¥ ãç�áâª¨ �ªâ¨¢�æ¨¨. ‚®§¬®¦−ë¬ à¥è¥−¨¥¬ ¤�−−®© ¯à®¡«¥-
¬ë ï¢«ï¥âáï ¯à¨¬¥−¥−¨¥ ª®¬¡¨−¨à®¢�−−®© L

2
L
1-à¥£ã«ïà¨§�æ¨¨ [7] ¨ ¨á¯®«ì§®-

¢�−¨¥ â�ª¨å �«£®à¨â¬®¢, ª�ª ElasticNet [25], RFM [26] ¨ SFM [27]. �¢â®à�¬¨
áâ�âì¨ ¢¥¤¥âáï à�¡®â� ¢ ¤�−−®¬ −�¯à�¢«¥−¨¨.
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‘ ¤àã£®© áâ®à®−ë, ¤«ï ¤®áâ¨¦¥−¨ï à�§à¥¦¥−−®áâ¨ à¥è¥−¨ï ¢®§¬®¦−ë �¤�¯â�-
æ¨¨ â¥å−¨ª compressed sensing ¯® ¬¨−¨¬¨§�æ¨¨ l0-−®à¬ë (¯á¥¢¤®−®à¬�, à�¢−�ï
ç¨á«ã −¥−ã«¥¢ëå í«¥¬¥−â®¢ ¢ ¢¥ªâ®à¥). �® ¢ [28] ¯®ª�§�−®, çâ® ®¯¥à�â®à (2)
−¥ ã¤®¢«¥â¢®àï¥â âà¥¡®¢�−¨ï¬ ®£à�−¨ç¥−−®© ¨§®¬¥âà¨¨ (RIP, restricted isome-
try property), çâ® ¯®à®¦¤�¥â ¬−®¦¥áâ¢® ¯à®¡«¥¬ ¯à¨¬¥−¥−¨ï â¥®à¨¨ compressed
sensing.

‚¢¥¤¥−¨¥ §�¢¨á¨¬®áâ¨ ª®¢�à¨�æ¨¨ ®â ¢à¥¬¥−¨ [29], ¨«¨ ¯®¨áª ¯à®áâà�−áâ-
¢¥−−®-¢à¥¬¥−−‚ëå ª«�áâ¥à®¢, ¬®¦¥â ¡ëâì ¥é¥ ®¤−¨¬ ¨áâ®ç−¨ª®¬ ã«ãçè¥−¨©,
ª®â®àë© ¯à�ªâ¨ç¥áª¨ −¥ ¨á¯®«ì§ã¥âáï ¢ â¥ªãé¨å ¬¥â®¤�å. �à¨ â�ª®¬ ¯®¤å®¤¥ ¯®-
âà¥¡ã¥âáï ¢¢¥¤¥−¨¥ ¤®¯®«−¨â¥«ì−®£® ¨§¬¥à¥−¨ï | â¥¬¯®à�«ì−®£®, çâ® ¯®¢ëè�¥â
á«®¦−®áâì ¬®¤¥«¨, −® ¬®¦¥â ã¢¥«¨ç¨âì â®ç−®áâì à¥è¥−¨ï §� áç¥â ¨á¯®«ì§®¢�−¨ï
¤®¯®«−¨â¥«ì−®© ¨−ä®à¬�æ¨¨.

…é¥ ®¤−¨¬ ¨áâ®ç−¨ª®¬ ¤®¯®«−¨â¥«ì−®© ¨−ä®à¬�æ¨¨ ¬®£ãâ ¡ëâì à�§−®£® à®¤�
á¨£−�«ë, ¢ª«îç�îé¨¥ ª�ª á¨£−�«ë á® ¢á¯®¬®£�â¥«ì−ëå ¤�âç¨ª®¢ ¢® ¢à¥¬ï íªá-
¯¥à¨¬¥−â�, â�ª ¨ áâàãªâãà−ë¥ ¨§®¡à�¦¥−¨ï, ¯®§¢®«ïîé¨¥ â®ç−¥¥ ¬®¤¥«¨à®¢�âì
£®«®¢ã ¨á¯ëâã¥¬®£®. ‚®â −¥ª®â®àë¥ ¨§ ¢®§¬®¦−ëå ¨áâ®ç−¨ª®¢ ¢á¯®¬®£�â¥«ì−®©
¨−ä®à¬�æ¨¨: ��ƒ | ¤«ï ãâ®ç−¥−¨ï ª®−ä¨£ãà�æ¨¨ í«¥ªâà®¬�£−¨â−®£® ¯®«ï ¢−¥
£®«®¢ë; äŒ÷’ (fMRI, functional magnetic resonance imaging) | ¤«ï ¯®áâà®¥−¨ï
�¯à¨®à−®£® à�á¯à¥¤¥«¥−¨ï; áâàãªâãà−ë¥ ¤�−−ë¥, â�ª¨¥ ª�ª MEFLASH (FLASH
MRI), ¤¨ääã§¨®−−�ï Œ÷’ (DW-MRI, diffusion-weighted MRI), áâàãªâãà−�ï
Œ÷’ (sMRI, structural MRI), ¯®§¢®«ïîé¨¥ ¡®«¥¥ â®ç−® áâà®¨âì ¬®¤¥«ì £®«®¢ë,
à�§«¨ç�ï ¯à¨ íâ®¬ ®â¤¥«ì−ë¥ á®áâ�¢«ïîé¨¥: ç¥à¥¯, áª�«ì¯, −¥à¢−ë¥ ¢®«®ª−�,
á¥à®¥ ¨ ¡¥«®¥ ¢¥é¥áâ¢®.

„®¯®«−¨â¥«ì−®¥ ¨áá«¥¤®¢�−¨¥ ¯�æ¨¥−â®¢ ¬®¦¥â á¤¥«�âì ¢®§¬®¦−ë¬ ¯¥àá®−�-
«¨§�æ¨î �«£®à¨â¬� ¤«ï ª�¦¤®£® ¨á¯ëâã¥¬®£®, −® ¯®âà¥¡ã¥â ¯®áâà®¥−¨ï −®¢®£®
ª«�áá� ª®¬¡¨−¨à®¢�−−ëå ¬®¤¥«¥©.

„àã£¨¬ ¯®¤å®¤®¬ ª ¯®¢ëè¥−¨î £¨¡ª®áâ¨ ¬®¤¥«¨ ï¢«ï¥âáï ¨á¯®«ì§®¢�−¨¥
¬−®£®ãà®¢−¥¢®© ¨¥à�àå¨ç¥áª®© áå¥¬ë £¨¯¥à¯�à�¬¥âà®¢ (Hierrarchical Bayes).
’�ª®© ¯®¤å®¤ å®à®è® §�à¥ª®¬¥−¤®¢�« á¥¡ï ¢® ¬−®£¨å ¯à¨ª«�¤−ëå §�¤�ç�å ¬�-
è¨−−®£® ®¡ãç¥−¨ï. �¤−�ª® ¯à¨ íâ®¬ áãé¥áâ¢¥−−® ã¢¥«¨ç¨¢�¥âáï ¢ëç¨á«¨â¥«ì−�ï
á«®¦−®áâì ®¯â¨¬¨§�æ¨®−−®© §�¤�ç¨ (16) ¨ ¬®£ãâ ¯®âà¥¡®¢�âìáï ¤®¯®«−¨â¥«ì−ë¥
í¢à¨áâ¨ª¨ ¤«ï á®ªà�é¥−¨ï ¯à®áâà�−áâ¢� ¯®¨áª� ®¯â¨¬�«ì−ëå ¯�à�¬¥âà®¢.

9 Заключение

‚¥à®ïâ−®áâ−ë¥ ¬¥â®¤ë è¨à®ª® ¨ á ãá¯¥å®¬ ¯à¨¬¥−ïîâáï ¢ à�§«¨ç−ëå ®¡«�-
áâïå §−�−¨©. ‚ ¯à¥¤áâ�¢«¥−−®© à�¡®â¥ ¯à®¤¥¬®−áâà¨à®¢�−� ¢®§¬®¦−®áâì ¢¥-
à®ïâ−®áâ−®£® ¯®¤å®¤� ª®¬¡¨−¨à®¢�âì à�§«¨ç−ë¥ ¯®¯ã«ïà−ë¥ ¬¥â®¤ë ¨ £¨¡ª®
à¥£ã«¨à®¢�âì áâ¥¯¥−ì ¨å ¢ª«�¤� ¢ ¨â®£®¢®¥ à¥è¥−¨¥ ¯ãâ¥¬ ¢¢¥¤¥−¨ï £¨¯¥à¯�à�-
¬¥âà®¢.

‚ ¤�−−®© áâ�âì¥ (¢¯¥à¢ë¥ −� àãááª®¬ ï§ëª¥) ¯à¨¢¥¤¥− ¯®«−ë© ¢ë¢®¤ à¥è¥−¨ï
®¡à�â−®© §�¤�ç¨ Œ�ƒ ¢ ¢¥à®ïâ−®áâ−®© ¯®áâ�−®¢ª¥, ¢ª«îç�ï ¯à®æ¥¤ãàã ¯®«ãç¥−¨ï
®æ¥−ª¨ £¨¯¥à¯�à�¬¥âà®¢ −� ®á−®¢¥ ¤�−−ëå íªá¯¥à¨¬¥−â�.
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ƒ¨¡ª®áâì ¡�©¥á®¢áª®£® ¯®¤å®¤� ¯®§¢®«ï¥â ¨á¯®«ì§®¢�âì ¤®¯®«−¨â¥«ì−ãî ¢§�-
¨¬−ãî ¨−ä®à¬�æ¨î ¢ ®¡®¡é¥−¨¨ ¯àï¬®© §�¤�ç¨ Œ�ƒ −� á«ãç�© £àã¯¯®¢®£®
íªá¯¥à¨¬¥−â�. Œ®¤¨ä¨ª�æ¨¨ ¯à¨¢¥¤¥−−®£® ¡�©¥á®¢áª®£® ¯®¤å®¤� ª�ª ¢ â¥®à¥â¨-
ç¥áª®©, â�ª ¨ ¢ �«£®à¨â¬¨ç¥áª®© ç�áâïå á¯®á®¡−ë ¯®¢ëá¨âì â®ç−®áâì «®ª�«¨§�æ¨¨
�ªâ¨¢−ëå §®− ª®àë ¬®§£�, çâ® ¯à¥¤áâ�¢«ï¥â −¥á®¬−¥−−ãî æ¥−−®áâì −¥ â®«ìª® ¤«ï
−¥©à®ä¨§¨®«®£¨¨, −® ¨ ¤«ï ¤àã£¨å ®âà�á«¥© −�ãª¨, ¢ ®á®¡¥−−®áâ¨ ¡¨®«®£¨¨
¨ ¯á¨å®ä¨§¨®«®£¨¨.

�¢â®àë áâ�âì¨ ¢ ¤�«ì−¥©è¥¬ ¯«�−¨àãîâ à�§à�¡®â�âì ¬¥â®¤ −� ®á−®¢¥ �¯à¨-
®à−®£® à�á¯à¥¤¥«¥−¨ï ‹�¯«�á�, ®á−®¢−®© ®á®¡¥−−®áâìî ª®â®à®£® ï¢«ï¥âáï ¯®-
¨áª −�¨¡®«¥¥ úà�§à¥¦¥−−®£®û à¥è¥−¨ï (â. ¥. â�ª®£® à�á¯à¥¤¥«¥−¨ï ¨áâ®ç−¨ª®¢,
ª®â®à®¥ ¯à¨¡«¨¦�«® ¡ë §�à¥£¨áâà¨à®¢�−−ãî �ªâ¨¢−®áâì −�¨¬¥−ìè¨¬ ç¨á«®¬
�ªâ¨¢−ëå ¤¨¯®«¥©).
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МЕТОДЫ ИНИЦИАЛИЗАЦИИ ВОКСЕЛЬНОГО ОБЪЕМА
В ЗАДАЧЕ ТРЕХМЕРНОЙ РЕКОНСТРУКЦИИ

О. А. Яковлев1

�−−®â�æ¨ï: ˜¨à®ª¨© ª«�áá �«£®à¨â¬®¢ âà¥å¬¥à−®© à¥ª®−áâàãªæ¨¨ ¯® ¨§®¡-
à�¦¥−¨ï¬ ®á−®¢�− −� ¯à¥¤áâ�¢«¥−¨¨ áæ¥−ë á ¯®¬®éìî ¢®ªá¥«ì−®£® ®¡ê¥¬�.
�®¤ ¢®ªá¥«ì−ë¬ ®¡ê¥¬®¬ ¯®−¨¬�¥âáï ¯à®áâà�−áâ¢®, ®£à�−¨ç¥−−®¥, ª�ª ¯à�-
¢¨«®, ¯àï¬®ã£®«ì−ë¬ ¯�à�««¥«¥¯¨¯¥¤®¬ ¨ à�§¡¨â®¥ à�¢−®¬¥à−®© à¥è¥âª®©
−� ªã¡ë, −�§ë¢�¥¬ë¥ ¢®ªá¥«�¬¨. ‡�¤�ç� ¨−¨æ¨�«¨§�æ¨¨ á®áâ®¨â ¢ ¯®¨áª¥
®£à�−¨ç¨¢�îé¥£® ¯�à�««¥«¥¯¨¯¥¤� (��). �à¥¤áâ�¢«¥−ë ç¥âëà¥ ¬¥â®¤� ¨−¨-
æ¨�«¨§�æ¨¨ ¢®áª¥«ì−®£® ®¡ê¥¬� −� ®á−®¢¥ ¨§¢¥áâ−ëå ¯à®¥ªæ¨®−−ëå ¬�âà¨æ
¤«ï ¢á¥å á−¨¬ª®¢. „«ï ª�¦¤®£® ¬¥â®¤� ¯à¨¢¥¤¥−ë íªá¯¥à¨¬¥−â�«ì−ë¥ ®æ¥−-
ª¨ ª�ª ®¡ê¥ªâ¨¢−ëå ¯�à�¬¥âà®¢, â�ª ¨ ¯�à�¬¥âà®¢, á¢ï§�−−ëå á ¢«¨ï−¨¥¬
−� ¯à®æ¥áá à¥ª®−áâàãªæ¨¨. �®á«¥¤−ïï £àã¯¯� ¯�à�¬¥âà®¢ ¡ë«� ¯®«ãç¥−�
á ¯®¬®éìî á¯¥æ¨�«ì−®© ¯à®æ¥¤ãàë ®¡å®¤�, ª®â®à�ï â�ª¦¥ ®¯¨á�−�.

Š«îç¥¢ë¥ á«®¢�: ¢®ªá¥«; ¢®ªá¥«ì−ë© ®¡ê¥¬; âà¥å¬¥à−�ï à¥ª®−áâàãªæ¨ï

DOI: 10.14357/08696527180104

1 Введение

‚®ªá¥«ì−ë¥ ¬®¤¥«¨ è¨à®ª® ¯à¨¬¥−ïîâáï ¤«ï ¯à¥¤áâ�¢«¥−¨ï áæ¥−ë ¢ à�§-
«¨ç−ëå ®¡«�áâïå âà¥å¬¥à−®© à¥ª®−áâàãªæ¨¨: á¨«ãíâ−®© à¥ª®−áâàãªæ¨¨ [1, 2],
¬−®£®¢¨¤®¢®¬ áâ¥à¥® [3], SLAM (simultaneous localization and mapping) [4, 5].
�®¤ ¨−¨æ¨�«¨§�æ¨¥© ¢®ªá¥«ì−®£® ®¡ê¥¬� ¯®−¨¬�¥âáï ¯®¨áª ¯�à�««¥«¥¯¨¯¥¤�,
á®¤¥à¦�é¥£® áæ¥−ã, ¨ ¥£® ¤¨áªà¥â¨§�æ¨ï à�¢−®¬¥à−®© à¥è¥âª®©. ÷�§¬¥à à¥-
è¥âª¨ ®£à�−¨ç¥− ¤®áâã¯−ë¬¨ ¢ëç¨á«¨â¥«ì−ë¬¨ à¥áãàá�¬¨, ¯®íâ®¬ã à�§à¥è¥−¨¥
¢®ªá¥«ì−®© ¬®¤¥«¨ ¨ â®ç−®áâì à¥ª®−áâàãªæ¨¨ §�¢¨áïâ â®«ìª® ®â ®¡ê¥¬� ��.

�à®æ¥ááã ¨−¨æ¨�«¨§�æ¨¨ ¢®ªá¥«ì−®£® ®¡ê¥¬� −¥ ã¤¥«¥−® ¤®áâ�â®ç−®£® ¢−¨-
¬�−¨ï ¢ «¨â¥à�âãà¥. Š ¯à¨¬¥àã, ¢ à�¡®â¥ [3], ®¡®¡é�îé¥© à¥§ã«ìâ�âë ¬−®¦¥áâ¢�
¨áá«¥¤®¢�−¨© ¢ ®¡«�áâ¨ ¬−®£®¢¨¤®¢®£® áâ¥à¥®, �� à�áá¬�âà¨¢�¥âáï ¢ ª�ç¥áâ¢¥
¨áå®¤−ëå ¤�−−ëå. Œ−®£¨¥ �¢â®àë, à�áá¬�âà¨¢�îé¨¥ ¨−¨æ¨�«¨§�æ¨î ¢®ªá¥«ì-
−®£® ®¡ê¥¬� ¢ ª�ç¥áâ¢¥ íâ�¯� à¥ª®−áâàãªæ¨¨, ááë«�îâáï −� ¤®áâ�â®ç−® à�−−îî
à�¡®âã [1], ¢ ª®â®à®© ¨§«®¦¥− ¢�à¨�−â ¯®¨áª� �� ¯à¨ áê¥¬ª¥ ¢à�é�¥¬®£® ®¡ê¥ªâ�
−¥¯®¤¢¨¦−®© ª�¬¥à®©.

1�à«®¢áª¨© ä¨«¨�« ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û
÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, maucra@gmail.com
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�¡«�áâì ¯à¨¬¥−¥−¨ï ®¯¨á�−−ëå ¢ −�áâ®ïé¥© à�¡®â¥ ¬¥â®¤®¢ ¯®¨áª� �� −¥
®£à�−¨ç¨¢�¥âáï ¬−®£®¢¨¤®¢ë¬ áâ¥à¥® ¨ á¨«ãíâ−®© à¥ª®−áâàãªæ¨¥©; −�¯à¨¬¥à,
à�¡®â� [5] ¯®ª�§ë¢�¥â, çâ® â�ª�ï ¯à®æ¥¤ãà� ¬®¦¥â ¡ëâì ã¬¥áâ−� ¨ ¢ §�¤�ç¥
SLAM.

2 Оценка центра сцены

�à¨¬¥¬, çâ® ¢á¥ ¤�«ì−¥©è¨¥ à�ááã¦¤¥−¨ï ª�á�îâáï á«ãç�ï, ª®£¤� áæ¥−� æ¥-
«¨ª®¬ −�¡«î¤�¥âáï −� á−¨¬ª�å á â®£® ¨«¨ ¨−®£® à�ªãàá�. „«ï ª�¦¤®£® á−¨¬ª�
¯®«®¦¨¬ ¡¥§ãá«®¢−® ¨§¢¥áâ−ë¬¨ ¯à®¥ªæ¨®−−ãî ¬�âà¨æã ¨ ¯àï¬®ã£®«ì−¨ª, á®-
¤¥à¦�é¨© ¯à®¥ªæ¨î áæ¥−ë. „�«¥¥ ¡ã¤¥¬ ®¡®§−�ç�âì ç¥à¥§ N ç¨á«® á−¨¬ª®¢,
Pi | ¯à®¥ªæ¨®−−ãî ¬�âà¨æã ª�¬¥àë ¤«ï á−¨¬ª� i.

�ãáâì ¤«ï ª�¦¤®£® ¨§ N á−¨¬ª®¢ á ¯à®¥ªæ¨®−−ë¬¨ ¬�âà¨æ�¬¨

Pi =




(
pi1
)T

(
pi2
)T

(
pi3
)T




¨§¢¥áâ−� ®æ¥−ª� ¯à®¥ªæ¨¨ æ¥−âà� áæ¥−ë (xi, yi), i = 1, 2, . . . , N . ‚ á«ãç�¥
®âáãâáâ¢¨ï ¤®¯®«−¨â¥«ì−®© ¨−ä®à¬�æ¨¨ â�ª®© ®æ¥−ª®© ¬®¦¥â á«ã¦¨âì æ¥−âà
á−¨¬ª�. ˆáå®¤ï ¨§ â®£®, çâ® ¢áïª�ï â®çª� (X,Y,Z) á¢ï§�−� á® á¢®¥© ¯à®¥ªæ¨¥©
(u, v) á®®â−®è¥−¨¥¬

λ

[
u
v
1

]
= P [X Y Z 1]T , λ 6= 0 ,

£¤¥P | ¯à®¥ªæ¨®−−�ï ¬�âà¨æ� 3×4, ¬®¦−® ¯®áâà®¨âì ¯¥à¥®¯à¥¤¥«¥−−ãî á¨áâ¥¬ã
ãà�¢−¥−¨©, à¥è¥−¨¥ ª®â®à®© ¬¥â®¤®¬ −�¨¬¥−ìè¨å ª¢�¤à�â®¢ ¤�áâ ¯à¨¡«¨¦¥−¨¥
æ¥−âà� áæ¥−ë −� ®á−®¢¥ ¨áå®¤−ëå ®æ¥−®ª. �ãáâì (X,Y,Z) | ¨áª®¬�ï â®çª�,
� Q = w[X Y Z 1]T | ¢¥ªâ®à ¥¥ ®¤−®à®¤−ëå ª®®à¤¨−�â. ’®£¤� ¤«ï á−¨¬ª� i
¢¥à−®:

PiQ =

[
λixi
λiyi
λi

]
.

ˆ§¡�¢«ïïáì ®â λi, ¯®«ãç�¥¬:

[(
xip

i
2 − pi1

)T
(
yip

i
3 − pi2

)T

]
Q =

[
0
0

]
. (1)
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Œ¥â®¤ë ¨−¨æ¨�«¨§�æ¨¨ ¢®ªá¥«ì−®£® ®¡ê¥¬� ¢ §�¤�ç¥ âà¥å¬¥à−®© à¥ª®−áâàãªæ¨¨

‘ä®à¬¨à®¢�¢ ¨§ ãà�¢−¥−¨© (1) ¤«ï ª�¦¤®£® á−¨¬ª� ¬�âà¨æã

A =




(
x1p

1
3 − p11

)T
(
y1p
1
3 − p12

)T
(
x2p

2
3 − p21

)T
(
y2p
2
3 − p22

)T
...(

xNp
N
3 − pN1

)T
(
yNp

N
3 − pN2

)T




,

¯®«ãç�¥¬ «¨−¥©−ãî ®¤−®à®¤−ãî §�¤�çã ® −�¨¬¥−ìè¨å ª¢�¤à�â�å:

min
Q∈R4:‖Q‖=1

(AQ)T(AQ) , (2)

à¥è¥−¨¥ ª®â®à®© ¬®¦¥â ¡ëâì −�©¤¥−® á ¯®¬®éìî á¨−£ã«ïà−®£® à�§«®¦¥−¨ï
¬�âà¨æë A. …á«¨ Q = [Q1 Q2 Q3 Q4]

T | à¥è¥−¨¥ §�¤�ç¨ (2), â® ¨áª®¬�ï â®çª�
¡ã¤¥â ¨¬¥âì ª®®à¤¨−�âë (Q1/Q4, Q2/Q4, Q3/Q4).

3 Оптимальная инициализация

Š�¦¤ë© ¯àï¬®ã£®«ì−¨ª ri ®¯à¥-

÷¨á. 1 �¡à�â−�ï ¯à®¥ªæ¨ï ¯àï¬®ã£®«ì−¨ª�

¤¥«ï¥â ¡¥áª®−¥ç−ãî ¯¨à�¬¨¤ã Fi ⊂
⊂ R

3, ¢áïª�ï â®çª� ¢−ãâà¨ ¨«¨ −�
¯®¢¥àå−®áâ¨ ª®â®à®© ¯à®¥æ¨àã¥âáï
¢−ãâàì ¨«¨ −� £à�−¨æã ri (à¨á. 1).

�ç¥¢¨¤−®, çâ® ®¡«�áâì ¯¥à¥á¥ç¥-
−¨ï ¢á¥å ¯¨à�¬¨¤ G = ∩i Fi §�¢¥-
¤®¬® á®¤¥à¦¨â ¢ á¥¡¥ áæ¥−ã. ’�ª
ª�ª Fi ®¯à¥¤¥«ï¥â ¢ë¯ãª«®¥ ¬−®-
¦¥áâ¢®, â® ¨ G ï¢«ï¥âáï ¢ë¯ãª«ë¬
¬−®¦¥áâ¢®¬. ‚ ®¡é¥¬ á«ãç�¥ ®¡-
«�áâìG ï¢«ï¥âáï −¥®£à�−¨ç¥−−®©; á«¥¤®¢�â¥«ì−®, −¥ áãé¥áâ¢ã¥â ¯�à�««¥«¥¯¨¯¥-
¤� ª®−¥ç−®£® ®¡ê¥¬�, á®¤¥à¦�é¥£® áæ¥−ã, ¨ ¢®§−¨ª�¥â −¥®¡å®¤¨¬®áâì ¢ ¤®¯®«−¨-
â¥«ì−ëå ®£à�−¨ç¥−¨ïå (−�¯à¨¬¥à, ¬�ªá¨¬�«ì−® ¢®§¬®¦−�ï ã¤�«¥−−®áâì áæ¥−ë
®â ª�¬¥à). …á«¨ ®¡«�áâì G ®£à�−¨ç¥−� ¢ë¯ãª«ë¬ ¬−®£®£à�−−¨ª®¬ (íâ® ¢®§¬®¦−®
¤�¦¥ ¢ á«ãç�¥ ¤¢ãå á−¨¬ª®¢), â® ¬¨−¨¬�«ì−ë© �� ¤«ï G ¡ã¤¥â ®¯â¨¬�«ì−ë¬
¯® ¢¥«¨ç¨−¥ ®¡ê¥¬� �� ¤«ï áæ¥−ë. ‡�¬¥â¨¬, çâ® Fi ¬®¦−® ¯à¥¤áâ�¢¨âì ¢ ¢¨¤¥
¯¥à¥á¥ç¥−¨ï ç¥âëà¥å ¯®«ã¯à®áâà�−áâ¢; á«¥¤®¢�â¥«ì−®, §�¤�ç� ®¯à¥¤¥«¥−¨ï G
á¢®¤¨âáï ª ¯¥à¥á¥ç¥−¨î ¯®«ã¯à®áâà�−áâ¢. �ää¥ªâ¨¢−ë¥ �«£®à¨â¬ë ¯¥à¥á¥ç¥−¨ï
¯®«ã¯à®áâà�−áâ¢, ¨¬¥îé¨¥ á«®¦−®áâì O(N logN), ®¯¨á�−ë ¢ à�¡®â�å [6{8].
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�¯â¨¬�«ì−�ï ¨−¨æ¨�«¨§�æ¨ï ¬®¦¥â ®ª�§�âìáï −¥®¯à�¢¤�−−®© ¢¢¨¤ã ¯®â¥−æ¨-
�«ì−®© à¥áãàá®¥¬ª®áâ¨ íâ®£® ¯à®æ¥áá�, ¯®íâ®¬ã ¤�«¥¥ ¡ã¤ãâ à�áá¬®âà¥−ë ¬¥â®¤ë
¨−¨æ¨�«¨§�æ¨¨, ¨¬¥îé¨¥ ¢ëá®ªãî ¢ëç¨á«¨â¥«ì−ãî íää¥ªâ¨¢−®áâì.

4 Методы покрывающего куба и покрывающей сферы

ˆá¯®«ì§ãï ®æ¥−ªã æ¥−âà� áæ¥−ë C, −�©¤¥¬ −�¨¬¥−ìè¨© ¯® ®¡ê¥¬ã ªã¡
á æ¥−âà®¬ ¢ â®çª¥ C, ¯à®¥ªæ¨¨ ª®â®à®£® ¯®ªàë¢�îâ ¢á¥ ri. ÷�áá¬®âà¨¬ ¯à¥¤¨ª�â
H : s ∈ R+ → {0, 1}, ª®â®àë© ¯à¨−¨¬�¥â §−�ç¥−¨¥ 1, ¥á«¨ ¯à®¥ªæ¨ï ªã¡�
á® áâ®à®−®© s −� i-© á−¨¬®ª ¯®ªàë¢�¥â ri ¤«ï ¢á¥å i = 1, 2, . . . , N . �à¥¤¨ª�â
H(s) ¬®−®â®−−® −¥ ã¡ë¢�¥â á à®áâ®¬ s, çâ® ¯®§¢®«ï¥â −�©â¨ ¬¨−¨¬�«ì−®¥ s, ¯à¨
ª®â®à®¬ H(s) = 1, ¬¥â®¤®¬ ¤¨å®â®¬¨¨.

‡�¬¥â¨¬, çâ® ¯à®¥ªæ¨ï ªã¡� −� á−¨¬®ª ï¢«ï¥âáï ¢ë¯ãª«ë¬ ¬−®£®ã£®«ì−¨ª®¬,
¯®íâ®¬ã ¯à®¢¥àª� â®£®, çâ® ¯à®¥ªæ¨ï ªã¡� ¯®ªàë¢�¥â ¯àï¬®ã£®«ì−¨ª ri, à�¢−®-
á¨«ì−� ¯à®¢¥àª¥ −� ¯¥à¥á¥ç¥−¨¥ á ªã¡®¬ «ãç¥©, ¯à®å®¤ïé¨å ç¥à¥§ ¢á¥ ¢¥àè¨−ë
¯àï¬®ã£®«ì−¨ª� ri, çâ® ¯à¨¢®¤¨â ª ¬¥−ìè¨¬ ¢ëç¨á«¨â¥«ì−ë¬ §�âà�â�¬.

�à®¢¥àª� −� ¯¥à¥á¥ç¥−¨¥ «ãç� ¨ ªã¡� §−�ç¨â¥«ì−® ã¯à®é�¥âáï ¡«�£®¤�àï
â®¬ã, çâ® áâ®à®−ë ªã¡� ¯�à�««¥«ì−ë ®áï¬ ª®®à¤¨−�â. �ãáâì (X1, Y1, Z1) |
¢¥àè¨−� ªã¡� á ¬¨−¨¬�«ì−ë¬¨ §−�ç¥−¨ï¬¨ ª®®à¤¨−�â, � (X2, Y2, Z2)| ¢¥àè¨−�
á ¬�ªá¨¬�«ì−ë¬¨ §−�ç¥−¨ï¬¨ ª®®à¤¨−�â, (X0, Y0, Z0) ¨ (a, b, c) | −�ç�«® ¨ −�-
¯à�¢«ïîé¨© ¢¥ªâ®à «ãç� á®®â¢¥âáâ¢¥−−®. ’®£¤� «ãç ¨ ªã¡ ¨¬¥îâ ®¡é¨¥ â®çª¨,
¥á«¨ á¨áâ¥¬� −¥à�¢¥−áâ¢

X1 ≤ X0 + at ≤ X2 ;

Y1 ≤ Y0 + bt ≤ Y2 ;

Z1 ≤ Z0 + ct ≤ Z2 ;

t ≥ 0 ,





(3)

¨¬¥¥â à¥è¥−¨¥.
�á¨¬¯â®â¨ç¥áª�ï á«®¦−®áâì ¬¥â®¤� | O(N log(smax/ε)). ‡¤¥áì smax |

¬�ªá¨¬�«ì−® ¢®§¬®¦−�ï ¤«¨−� áâ®à®−ë ªã¡�, ε | âà¥¡ã¥¬�ï â®ç−®áâì ¨«¨
O(NI), £¤¥ I | ç¨á«® ¨â¥à�æ¨© ¤¢®¨ç−®£® ¯®¨áª�.

Œ®¦−® §�¬¥â¨âì, çâ® ¬¥â®¤ ¯®ªàë¢�îé¥£® ªã¡� ®¯à¥¤¥«ï¥â −�¨¡®«¥¥ ã¤�-
«¥−−ë© ®â æ¥−âà� áæ¥−ë «ãç á®£«�á−® ¬¥âà¨ª¥ —¥¡ëè¥¢�. …á«¨ s | áâ®à®−�
¨áª®¬®£® ªã¡�, L1, L2, . . . , L4N | «ãç¨, â®

s = 2

(
max
1≤i≤4N

d∞(C,Li)

)
, (4)

£¤¥ d∞(C,Li)| à�ááâ®ï−¨¥ —¥¡ëèñ¢� ®â â®çª¨ C ¤® «ãç� Li.
‡−�ç¥−¨¥ d∞(C,Li) ¬®¦−® ®¯à¥¤¥«¨âì �−�«¨â¨ç¥áª¨ | ¯à¥®¡à�§®¢�âì á¨á-

â¥¬ã (3) ¢ ¯�à�¬¥âà¨ç¥áªãî ®â−®á¨â¥«ì−® áâ®à®−ë ªã¡� ¨ −�©â¨ ¬¨−¨¬�«ì−®¥
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÷¨á. 2 •ã¤è¨© á«ãç�© ¬¥â®¤� ¯®ªàë¢�îé¥© áä¥àë

§−�ç¥−¨¥ ¯�à�¬¥âà�, ¯à¨ ª®â®à®¬ á¨áâ¥¬� à�§à¥è¨¬�. �®¨áª âà¥¡ã¥¬®£® §−�ç¥−¨ï
¯�à�¬¥âà� ¯®¤à�§ã¬¥¢�¥â ¯¥à¥á¥ç¥−¨¥ è¥áâ¨ ¯®«ã¯«®áª®áâ¥©, ¯®íâ®¬ã, −¥á¬®âàï
−� «¨−¥©−ãî ¢ëç¨á«¨â¥«ì−ãî á«®¦−®áâì, �−�«¨â¨ç¥áª¨© ¢�à¨�−â ¡ã¤¥â ¨¬¥âì
¯à¥¨¬ãé¥áâ¢® â®«ìª® ¯à¨ ¤®áâ�â®ç−® ¡®«ìè®¬ ç¨á«¥ á−¨¬ª®¢.

ˆá¯®«ì§®¢�−¨¥ ¢ ¢ëà�¦¥−¨¨ (4) ¥¢ª«¨¤®¢� à�ááâ®ï−¨ï ¢¬¥áâ® à�ááâ®ï−¨ï
—¥¡ëè¥¢� ¯®§¢®«¨â áãé¥áâ¢¥−−® ¯®¢ëá¨âì ¯à®¨§¢®¤¨â¥«ì−®áâì. ‚ íâ®¬ á«ãç�¥
¡ã¤¥â ®¯à¥¤¥«¥−� −�¨¬¥−ìè�ï ¯®ªàë¢�îé�ï áä¥à�, � ®¯¨á�−−ë© ®ª®«® −¥¥ ªã¡
áâ�−¥â à¥§ã«ìâ¨àãîé¨¬ ��.

�ãáâì Vc | ®¡ê¥¬ ��, −�©¤¥−−®£® ¬¥â®¤®¬ ¯®ªàë¢�îé¥£® ªã¡�, � Vs |
®¡ê¥¬ ��, −�©¤¥−−®£® ¬¥â®¤®¬ ¯®ªàë¢�îé¥© áä¥àë. ‚ åã¤è¥¬ á«ãç�¥, ª�ª
¯®ª�§�−® −� à¨á. 2, íâ¨ ®¡ê¥¬ë á®®â−®áïâáï â�ª ¦¥, ª�ª ®¡ê¥¬ë ¢¯¨á�−−®£®
¨ ®¯¨á�−−®£® ªã¡®¢, â. ¥. Vs/Vc ≤ 3

√
3.

ˆá¯®«ì§ãï ¯�à�¬¥âà¨ç¥áª®¥ ¯à¥¤áâ�¢«¥−¨¥ «ãç� L = ((X0, Y0, Z0), (a, b, c)),
à�ááâ®ï−¨¥ ®â â®çª¨ p = (X,Y,Z) ¤® −¥£® ¬®¦−® ¢ëç¨á«¨âì ¬�ªá¨¬�«ì−®
íää¥ªâ¨¢−® (á â®çª¨ §à¥−¨ï ç¨á«� ®¯¥à�æ¨©):

d(p, L) =





‖B ‖2 , BTA < 0 ,

‖A×B ‖2
‖A‖2

, BTA ≥ 0 ,

£¤¥ A = [a b c]T; B = [(X − X0) (Y − Y0) (Z − Z0)]
T; A × B | ¢¥ªâ®à−®¥

¯à®¨§¢¥¤¥−¨¥.
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5 Метод обратной проекции

�ãáâì C = (Cx, Cy, Cz)| æ¥−âà áæ¥−ë. �®áâà®¨¬ ®¡à�â−ë¥ ¯à®¥ªæ¨¨ ¯àï-
¬®ã£®«ì−¨ª®¢ ri â�ª, çâ®¡ë ®−¨ «¥¦�«¨ ¢ ¯«®áª®áâ¨ ši, ¯�à�««¥«ì−®© ª�àâ¨−−®©
¯«®áª®áâ¨ á−¨¬ª� i ¨ á®¤¥à¦�é¥© â®çªã C.

÷�áá¬®âà¨¬ á¨áâ¥¬ã ª®®à¤¨−�â (‘Š) ª�¬¥àë i. ÷�§®¡ì¥¬ ¯à®¥ªæ¨®−−ãî
¬�âà¨æã −� ª®¬¯®−¥−âë

Pi = Ki [Ri ti] ,

â®£¤� ª®®à¤¨−�âë â®çª¨ C ¢ ‘Š i-© ª�¬¥àë:



C ′
x

C ′
y

C ′
z


 = Ri



Cx
Cy
Cz


+ ti .

�«®áª®áâì ši ¢ íâ®© ‘Š ®¯¨áë¢�¥âáï ãà�¢−¥−¨¥¬ Z = C ′
z ¨ ®¡à�â−�ï ¯à®¥ªæ¨ï

«î¡®© â®çª¨ (x, y) −� ¯«®áª®áâì ši ¬®¦¥â ¡ëâì ¢ëç¨á«¥−� ª�ª

[
X
Y
C ′
z

]
= C ′

z


K−1

i



x
y

1




 .

‚®§¢à�é�ïáì ª £«®¡�«ì−®© ‘Š, ¯®«ãç�¥¬ â®çªã

RTi

([
X
Y
C ′
z

]
− ti

)
.

÷¥§ã«ìâ�â®¬ ¨−¨æ¨�«¨§�æ¨¨ áâ�−¥â ¬¨−¨¬�«ì−ë© �� ¤«ï ®¡à�â−ëå ¯à®¥ªæ¨©
¢¥àè¨− ¢á¥å ri. ‚ëç¨á«¨â¥«ì−�ï á«®¦−®áâì ¬¥â®¤� ®¡à�â−®© ¯à®¥ªæ¨¨ «¨−¥©−�
®â−®á¨â¥«ì−® ç¨á«� á−¨¬ª®¢.

6 Обход воксельного объема

„«ï ¯®á«¥¤ãîé¥© ®æ¥−ª¨ ®¯¨á�−−ëå ¬¥â®¤®¢ à�áá¬®âà¨¬ ¯à®æ¥¤ãàã ®¡å®-
¤�, ª®â®à�ï ¯®§¢®«¨â ®æ¥−¨âì, −�áª®«ìª® −�©¤¥−−ë© �� â®¯®«®£¨ç¥áª¨ ¡«¨§®ª
ª áæ¥−¥, ª®â®à�ï ¢ −¥£® §�ª«îç¥−�. ÷�áá¬®âà¨¬ §�¤�çã ®¡®¡é¥−−®© à¥ª®−áâàãª-
æ¨¨, ª®â®à�ï §�ª«îç�¥âáï ¢ ¯®áâ¥¯¥−−®¬ ®â¡à�áë¢�−¨¨ ¨§ −�ç�«ì−®£® ®¡ê¥¬� V
¢®ªá¥«®¢, −¥ ¯à¨−�¤«¥¦�é¨å áæ¥−¥. �� ª�¦¤®¬ íâ�¯¥ ®¡ê¥¬ V ¬®¦−® à�§¡¨âì −�
ç¥âëà¥ −¥¯¥à¥á¥ª�îé¨åáï ¯®¤¬−®¦¥áâ¢�:

V = S ∪M+ ∪M− ∪ I ,
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£¤¥ S | ¢®ªá¥«ë −� ¯®¢¥àå−®áâ¨ ®¡ê¥¬�; M+ | ¢®ªá¥«ë, ¯à¨−�¤«¥¦�é¨¥ áæ¥−¥
(¬®¤¥«ì); M− | ®â¡à®è¥−−ë¥ ¢®ªá¥«ë; I | ¢®ªá¥«ë ¢−ãâà¨ ®¡ê¥¬�.

��§®¢¥¬ ¤¢� ¢®ªá¥«� á®á¥¤−¨¬¨, ¥á«¨ ®−¨ ¨¬¥îâ ®¡éãî £à�−ì, ¨ ®¡®§−�ç¨¬
Ÿ(v) | ¬−®¦¥áâ¢® á®á¥¤¥© ¢®ªá¥«� v. �ã¤¥¬ áç¨â�âì, çâ® ¢®ªá¥« ¯à¨−�¤«¥¦¨â
¯®¢¥àå−®áâ¨, ¥á«¨ áãé¥áâ¢ã¥â â®çª� ¢ ¯à®áâà�−áâ¢¥, ¨§ ª®â®à®© ¢¨¤−� å®âï ¡ë
®¤−� ¥£® £à�−ì. �â® à�¢−®á¨«ì−® â®¬ã, çâ® ã ¢®ªá¥«� ®âáãâáâ¢ã¥â å®âï ¡ë ®¤¨−
á®á¥¤ ¨§ è¥áâ¨ ¢®§¬®¦−ëå.

ˆ§−�ç�«ì−®

S = {v ∈ V | |Ÿ(v)| < 6} ;
I = V \S ;

M+ = ∅ , M− = ∅ .
�®áâà®¨¬ ¯à®æ¥¤ãàã ®¡å®¤� ¢®ªá¥«ì−®£® ®¡ê¥¬�, áä®à¬ã«¨à®¢�¢ ¯à�¢¨«�

¯¥à¥¬¥é¥−¨ï ¢®ªá¥«®¢ ¬¥¦¤ã ¬−®¦¥áâ¢�¬¨.

1. �à®¢¥àª¥ −� ¯à¨−�¤«¥¦−®áâì ¬®¤¥«¨ ¯®¤«¥¦�â â®«ìª® ¢®ªá¥«ë ¨§ S. ’�-
ª¨¬ ®¡à�§®¬, ®ç¥à¥¤−®© ¢®ªá¥« ¨§ ¬−®¦¥áâ¢� S ¬®¦¥â ¡ëâì ¯®¬¥é¥− «¨¡®
¢ ¬−®¦¥áâ¢® M+, «¨¡® ¢ ¬−®¦¥áâ¢® M−.

2. …á«¨ −¥ª®â®àë© ¢®ªá¥« v ∈ S ¯à¨−�¤«¥¦¨â ¬®¤¥«¨, â® ®− ¯à®áâ® ¯¥à¥¬¥é�-
¥âáï ¨§ S ¢ M+:

S := S\v ,
M+ :=M+ ∪ v .

3. …á«¨ −¥ª®â®àë© ¢®ªá¥« v ∈ S ®â¡à�áë¢�¥âáï, â® ®− ¤¥«�¥â ¢¨¤¨¬®© ®¤−ã
£à�−ì ª�¦¤®£® á®á¥¤−¥£® ¢®ªá¥«�, ª®â®àë© ¤® íâ®£® ¬®¬¥−â� ¡ë« ¢−ãâà¨
®¡ê¥¬�, â. ¥. ¢ ¬−®¦¥áâ¢¥ I:

S := (S\v) ∪ (I ∩Ÿ(v)) ;
M− :=M− ∪ v ;
I := I\Ÿ(v) .

Œ®¦−® §�¬¥â¨âì, çâ® ¬�ªá¨¬�«ì−�ï ¬®é−®áâì ¬−®¦¥áâ¢� S §�¢¨á¨â ®â â®£®,
¢ ª�ª®¬ ¯®àï¤ª¥ ¯à®á¬�âà¨¢�îâáï ¥£® í«¥¬¥−âë. …á«¨ ¬−®¦¥áâ¢® S ®¡à�¡�âë-
¢�âì ¯® ¯à¨−æ¨¯ã FIFO (first in, first out), â® ®¯¨á�−−�ï ¯à®æ¥¤ãà� áâ�−®¢¨âáï
�−�«®£¨ç−®© ®¡å®¤ã ¢ è¨à¨−ã £à�ä�, ¢¥àè¨−�¬¨ ª®â®à®£® ï¢«ïîâáï ¢®ªá¥«ë,
� à¥¡à� áãé¥áâ¢ãîâ ¬¥¦¤ã ¢¥àè¨−�¬¨, á®®â¢¥âáâ¢ãîé¨¬¨ á®á¥¤−¨¬ ¢®ªá¥«�¬.

‘«¥¤®¢�â¥«ì−®, ¯®àï¤®ª |S| á®áâ�¢¨â O
(
|V |2/3

)
, â�ª ª�ª −� ª�¦¤®¬ íâ�¯¥ ¢ S

¡ã¤¥â á®¤¥à¦�âìáï −¥ ¡®«¥¥ ¤¢ãå ãà®¢−¥© ¯®¢¥àå−®áâ¨. “à®¢¥−ì ¯®¢¥àå−®áâ¨
¬®¦−® ®¯à¥¤¥«¨âì â�ª: −�ç�«ì−®¥ §−�ç¥−¨¥ S | ¯®¢¥àå−®áâì −ã«¥¢®£® ãà®¢-
−ï L0; ¬−®¦¥áâ¢® ¢®ªá¥«®¢, á®á¥¤−¨å á «î¡ë¬ ¢®ªá¥«®¬ ¨§ L0 ¨ −¥ á®¤¥à¦�-
é¨åáï ¢ L0 | ¯®¢¥àå−®áâì ¯¥à¢®£® ãà®¢−ï L1; ¢®ªá¥«ë, á®á¥¤−¨¥ á «î¡ë¬
¨§ L1 ¨ −¥ á®¤¥à¦�é¨¥áï ¢ L1 ¨ L0, ®¡à�§ãîâ ¯®¢¥àå−®áâì ¢â®à®£® ãà®¢−ï L2
¨ â. ¤.
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7 Результаты

�¯¨á�−−ë¥ ¬¥â®¤ë ¨−¨æ¨�«¨§�æ¨¨ ¢®ªá¥«ì−®£® ®¡ê¥¬�, ®æ¥−ª¨ æ¥−âà� áæ¥−ë
¨ ®¡å®¤� ¢®ªá¥«ì−®£® ®¡ê¥¬� ¡ë«¨ à¥�«¨§®¢�−ë ¢ ª®−â¥ªáâ¥ á¨«ãíâ−®© à¥ª®−-
áâàãªæ¨¨. ‚ å®¤¥ íªá¯¥à¨¬¥−â®¢ §�¤¥©áâ¢®¢�«¨áì âà¨ −�¡®à� ¢å®¤−ëå ¤�−−ëå:
úˆª®á�í¤àû (12 á−¨¬ª®¢), ú‹®è�¤ìû (18 á−¨¬ª®¢) ¨ úŠà®«¨ªû (46 á−¨¬ª®¢).
��¡®àë ¤�−−ëå ¡ë«¨ ¯®«ãç¥−ë ¬¥â®¤®¬ ¢¨àâã�«ì−®© áê¥¬ª¨ âà¥å¬¥à−ëå ¬®-
¤¥«¥© (à¨á. 3) á ¯®¬®éìî ¯à®£à�¬¬ë SfmDataGenerator [9], ¢ ª®â®àãî ¡ë«�
¤®¡�¢«¥−� ¯®¤¤¥à¦ª� á¨«ãíâ−ëå á−¨¬ª®¢.

‚ ª�ç¥áâ¢¥ ®æ¥−®ª æ¥−âà� áæ¥−ë −� á−¨¬ª�å ¨á¯®«ì§®¢�«¨áì æ¥−âà®¨¤ë
á¨«ãíâ®¢, � ¢ ª�ç¥áâ¢¥ ri | ¬¨−¨¬�«ì−ë¥ ®¯¨á�−−ë¥ ¯àï¬®ã£®«ì−¨ª¨ á¨«ãíâ®¢.
�¥à¥á¥ç¥−¨¥ ¯®«ã¯à®áâà�−áâ¢ ¯à¨ ®¯â¨¬�«ì−®© ¨−¨æ¨�«¨§�æ¨¨ ®áãé¥áâ¢«ï«®áì
à�−¤®¬¨§¨à®¢�−−ë¬ �«£®à¨â¬®¬ [8].

‚® ¢á¥å íªá¯¥à¨¬¥−â�å ¨á¯®«ì§®¢�«áï ¢®ªá¥«ì−ë© ®¡ê¥¬ à�§à¥è¥−¨-
¥¬ 300 ¢®ªá¥«®¢ ¯® −�¨¡®«ìè¥¬ã ¨§¬¥à¥−¨î.

÷¨á. 3 �â�«®−−ë¥ ¬®¤¥«¨

’�¡«¨æ� 1 ÷¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢ á −�¡®à®¬ ¤�−−ëå úˆª®á�í¤àû

Œ¥â®¤
�¡ê¥¬
−�©¤¥−- ‚à¥¬ï

÷¥ª®−áâàãªæ¨ï

¨−¨æ¨�-
«¨§�æ¨¨
®¡ê¥¬�

−®£®
¯�à�««¥-
«¥¯¨¯¥-
¤�, ¥¤3

¨−¨æ¨-
�«¨§�æ¨¨
®¡ê¥¬�,

¬á

—¨á«®
¢®ªá¥«®¢
¢ ¬®¤¥«¨
|M+|

�â¡à®è¥−®
¢®ªá¥«®¢
|M−|

�¥ ¨á¯®«ì§®¢�−®
¢®ªá¥«®¢

|I |

Œ�ªá¨¬ã¬
¢®ªá¥«®¢
¢ ®ç¥à¥¤¨
max |S|

‚à¥¬ï,
¬á

�¥à¥á¥ç¥−¨¥
¯¨à�¬¨¤

1,36 0,55 191 567 14 225 048 9 162 521 490 356 1710

�®ªàë¢�îé¨©
ªã¡

3,33 0,16 114 965 22 851 321 4 304 615 540 002 2318

�®ªàë¢�îé�ï
áä¥à�

3,89 0,04 103 383 23 493 102 3 674 416 540 002 2340

�¡à�â−�ï
¯à®¥ªæ¨ï

3,24 0,03 107 114 19 960 492 3 872 128 495 742 2078
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Œ¥â®¤ë ¨−¨æ¨�«¨§�æ¨¨ ¢®ªá¥«ì−®£® ®¡ê¥¬� ¢ §�¤�ç¥ âà¥å¬¥à−®© à¥ª®−áâàãªæ¨¨

’�¡«¨æ� 2 ÷¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢ á −�¡®à®¬ ¤�−−ëå ú‹®è�¤ìû

Œ¥â®¤
�¡ê¥¬
−�©¤¥−- ‚à¥¬ï

÷¥ª®−áâàãªæ¨ï

¨−¨æ¨�-
«¨§�æ¨¨
®¡ê¥¬�

−®£®
¯�à�««¥-
«¥¯¨¯¥-
¤�, ¥¤3

¨−¨æ¨-
�«¨§�æ¨¨
®¡ê¥¬�,

¬á

—¨á«®
¢®ªá¥«®¢
¢ ¬®¤¥«¨
|M+|

�â¡à®è¥−®
¢®ªá¥«®¢
|M−|

�¥ ¨á¯®«ì§®¢�−®
¢®ªá¥«®¢

|I |

Œ�ªá¨¬ã¬
¢®ªá¥«®¢
¢ ®ç¥à¥¤¨
max |S|

‚à¥¬ï,
¬á

�¥à¥á¥ç¥−¨¥
¯¨à�¬¨¤

0,0035 0,63 82 785 13 744 191 1 111 224 367 192 1515

�®ªàë¢�îé¨©
ªã¡

0,0127 0,23 50 924 26 410 818 538 258 536 408 2613

�®ªàë¢�îé�ï
áä¥à�

0,0221 0,073 34 831 26 661 328 303 841 536 408 2581

�¡à�â−�ï
¯à®¥ªæ¨ï

0,0131 0,04 42 398 20 822 285 408 917 458 300 1996

’�¡«¨æ� 3 ÷¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢ á −�¡®à®¬ ¤�−−ëå úŠà®«¨ªû

Œ¥â®¤
�¡ê¥¬
−�©¤¥−- ‚à¥¬ï

÷¥ª®−áâàãªæ¨ï

¨−¨æ¨�-
«¨§�æ¨¨
®¡ê¥¬�

−®£®
¯�à�««¥-
«¥¯¨¯¥-
¤�, ¥¤3

¨−¨æ¨-
�«¨§�æ¨¨
®¡ê¥¬�,

¬á

—¨á«®
¢®ªá¥«®¢
¢ ¬®¤¥«¨
|M+|

�â¡à®è¥−®
¢®ªá¥«®¢
|M−|

�¥ ¨á¯®«ì§®¢�−®
¢®ªá¥«®¢

|I |

Œ�ªá¨¬ã¬
¢®ªá¥«®¢
¢ ®ç¥à¥¤¨
max |S|

‚à¥¬ï,
¬á

�¥à¥á¥ç¥−¨¥
¯¨à�¬¨¤

0,003 1,2 180 744 14 989 868 5 233 288 448 330 2379

�®ªàë¢�îé¨©
ªã¡

0,012 0,47 81 234 25 325 748 1 593 018 536 408 2785

�®ªàë¢�îé�ï
áä¥à�

0,019 0,06 60 700 25 908 304 1 030 996 536 408 2737

�¡à�â−�ï
¯à®¥ªæ¨ï

0,012 0,04 73 773 21 226 953 1 381 974 477 826 2355

÷¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢ (â�¡«. 1{4) ¯®ª�§ë¢�îâ, çâ® §�âà�âë −� ®¯â¨-
¬�«ì−ãî ¨−¨æ¨�«¨§�æ¨î ¬®£ãâ ¡ëâì ®¯à�¢¤�−ë −¥ â®«ìª® ¯®¢ëè¥−¨¥¬ â®ç−®áâ¨
à¥ª®−áâàãªæ¨¨, −® ¨ ãáª®à¥−¨¥¬ ¯®á«¥¤−¥© §� áç¥â ¡®«¥¥ íää¥ªâ¨¢−®£® ¨á-
¯®«ì§®¢�−¨ï ¢®ªá¥«®¢. ‘à¥¤¨ ®áâ�«ì−ëå ¬¥â®¤®¢ −�¨«ãçè¨© à¥§ã«ìâ�â ¯®
¯à®¨§¢®¤¨â¥«ì−®áâ¨ ¨ ª�ç¥áâ¢ã ¯®ª�§�« ¬¥â®¤ ®¡à�â−®© ¯à®¥ªæ¨¨. ’�ª¦¥ ¯à¨-
¢¥¤¥−−�ï ®æ¥−ª� −� ¯®àï¤®ª |S| ¯®¤â¢¥à¦¤�¥âáï íªá¯¥à¨¬¥−â�«ì−®. „«ï ¡®«¥¥
−�£«ï¤−®£® ¯à¥¤áâ�¢«¥−¨ï à¥§ã«ìâ�â®¢ ¢¢¥¤¥¬ ¢¥«¨ç¨−ã, ®âà�¦�îéãî íää¥ª-
â¨¢−®áâì ¨á¯®«ì§®¢�−¨ï ¢®ªá¥«ì−®£® ®¡ê¥¬� ¢ ¯à®æ¥áá¥ à¥ª®−áâàãªæ¨¨. �â�
¢¥«¨ç¨−� ¬®¦¥â ¡ëâì ¯à¥¤áâ�¢«¥−� ¯à®æ¥−â®¬ −¥®â¡à®è¥−−ëå ¢®ªá¥«®¢ áà¥¤¨
¢á¥å ¢®ªá¥«®¢ ¨áå®¤−®£® ®¡ê¥¬�: (|M+|+ |I|) / (|M+|+ |I|+ |M−|) · 100%.

�� à¨á. 4 ¨§®¡à�¦¥−ë ¯®«ãç¥−−ë¥ à¥ª®−áâàãªæ¨¨ ¢ ¢¨¤¥ ¯®«¨£®−�«ì−ëå
¬®¤¥«¥©, ¯®áâà®¥−−ëå �«£®à¨â¬®¬ úŒ�àè¨àãîé¨¥ ªã¡ëû [10].
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’�¡«¨æ� 4 �ää¥ªâ¨¢−®áâì ¨á¯®«ì§®¢�−¨ï ¢®ªá¥«®¢

Œ¥â®¤ ‘æ¥−�
¨−¨æ¨�«¨§�æ¨¨ úˆª®á�í¤àû, % ú‹®è�¤ìû, % úŠà®«¨ªû, %

�¥à¥á¥ç¥−¨¥ ¯¨à�¬¨¤ 39,67 7,99 26,53
�®ªàë¢�îé¨© ªã¡ 16,2 2,18 6,20
�®ªàë¢�îé�ï áä¥à� 13,85 1,25 4,04
�¡à�â−�ï ¯à®¥ªæ¨ï 16,62 2,12 6,42

÷¨á. 4 ÷¥§ã«ìâ�âë à¥ª®−áâàãªæ¨¨

8 Выводы

�¡®¡é�ï á¢®©áâ¢� ®¯¨á�−−ëå ¬¥â®¤®¢ ¨ à¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢, ¬®¦−®
§�ª«îç¨âì:

1. ‡�âà�âë −� ®¯â¨¬�«ì−ãî ¨−¨æ¨�«¨§�æ¨î ¬®£ãâ ¡ëâì ª®¬¯¥−á¨à®¢�−ë ¢ ¯à®-
æ¥áá¥ à¥ª®−áâàãªæ¨¨ ¯à¨ ¨á¯®«ì§®¢�−¨¨ ¯à®æ¥¤ãàë ®¡å®¤�, −¥ ®¡à�¡�âë¢�-
îé¥© §�¢¥¤®¬® −¥¢¨¤¨¬ë¥ ¢®ªá¥«ë. ’�ª¦¥ ®¯â¨¬�«ì−�ï ¨−¨æ¨�«¨§�æ¨ï −¥
âà¥¡ã¥â ®æ¥−ª¨ æ¥−âà� áæ¥−ë.

2. ˆ−¨æ¨�«¨§�æ¨ï ®¡ê¥¬� ¬¥â®¤®¬ ®¡à�â−®© ¯à®¥ªæ¨¨ ¤�¥â ¡«¨¦�©è¨© ª ®¯â¨-
¬�«ì−®¬ã à¥§ã«ìâ�â ¨ ¯®ª�§ë¢�¥â −�¨«ãçè¥¥ ¡ëáâà®¤¥©áâ¢¨¥.

3. Œ¥â®¤ë ¯®ªàë¢�îé¥£® ªã¡� ¨ ¯®ªàë¢�îé¥© áä¥àë ¤�îâ ¤®áâ�â®ç−® £àã¡ë¥
®æ¥−ª¨ ��, ¢ ç�áâ−®áâ¨ ¯®â®¬ã, çâ® −¥ ãç¨âë¢�îâ â®¯®«®£¨î áæ¥−ë, â�ª
ª�ª −�©¤¥−−ë© �� ¢á¥£¤� ï¢«ï¥âáï ªã¡®¬. ’�ª¨¬ ®¡à�§®¬, ª�ª¨å-«¨¡®
¯à¥¨¬ãé¥áâ¢ ®â ¯à¨¬¥−¥−¨ï íâ¨å ¬¥â®¤®¢ �¢â®à®¬ ¢ëï¢«¥−® −¥ ¡ë«®.
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Abstract: Volumetric models are widely used in various schemes of three-
dimensional (3D) reconstruction: silhouette-based reconstruction, multiview
stereo, and SLAM (simultaneous localization and mapping). The volume con-
taining the scene to be reconstructed is divided by a regular grid into small cubes
called voxels. This volume is usually bounded by an axis-aligned cube (bounding
box). The preliminary to 3D reconstruction is to estimate a bounding box. The
paper describes four methods of initial bounding box estimation and provides
their experimental evaluation and comparison. The presented methods rely on
known camera matrices and do not require any prior information about the scene.
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МОДЕЛЬ ПРОЦЕССА КОРРЕКЦИИ ОШИБОК
В СЕМАНТИЧЕСКОЙ СЕТИ

И. М. Адамович1, О. И. Волков2

�−−®â�æ¨ï: ‘â�âìï ¯à®¤®«¦�¥â á¥à¨î à�¡®â, ¯®á¢ïé¥−−ëå ¬®¤¥«¨à®¢�−¨î
®è¨¡®ª −¥§�¢¨á¨¬ëå ¯®«ì§®¢�â¥«¥© ¯à¨ ä®à¬¨à®¢�−¨¨ á¥¬�−â¨ç¥áª®© á¥â¨,
«¥¦�é¥© ¢ ®á−®¢¥ à�á¯à¥¤¥«¥−−®© â¥å−®«®£¨¨ ¯®¤¤¥à¦ª¨ ª®−ªà¥â−®-¨áâ®à¨-
ç¥áª¨å ¨áá«¥¤®¢�−¨©. „�−−�ï áâ�âìï ¯®á¢ïé¥−� ®¯¨á�−¨î ¨ ®¡®á−®¢�−¨î
¯®¤å®¤� ª ¬®¤¥«¨à®¢�−¨î ®à£�−¨§�æ¨®−−ëå ¬¥à ¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï íâ¨å
®è¨¡®ª. �à¥¤«®¦¥−−ë© ¯®¤å®¤ §�ª«îç�¥âáï ¢ à�§¢¨â¨¨ ¬®¤¥«¨ á¥¬�−â¨ç¥-
áª®© á¥â¨, ¯®áâà®¥−−®© á ®¯®à®© −� ¯à¨−æ¨¯ë £à�ä®¤¨−�¬¨ª¨ ¨ −� ¬®¤¥«ì
��à�¡�è¨{�«ì¡¥àâ á ¯®¤¤¥à¦ª®© ¯�à�««¥«ì−®© ä¨ªá�æ¨¨ ®è¨¡®ç−ëå ¨ á®-
®â¢¥âáâ¢ãîé¨å ¨¬ ¡¥§®è¨¡®ç−ëå ¤¥©áâ¢¨© ¯®«ì§®¢�â¥«¥©, §� áç¥â ¢ª«îç¥−¨ï
¢ −¥¥ ¬¥å�−¨§¬®¢ à¥�«¨§�æ¨¨ à®«¥© ¯®«ì§®¢�â¥«¥© ¨ à�§«¨ç−ëå ä®à¬ ¨å
�ªâ¨¢−®áâ¨. ‚ à�¬ª�å íâ®£® ¯®¤å®¤� â�ª¦¥ ¡ë« ¯à®¢¥¤¥− �−�«¨§ ¢«¨ï−¨ï
à�§«¨ç−ëå ª«�áá®¢ ®è¨¡®ª −� ª�ç¥áâ¢® á¥â¨. ‘ ¯®¬®éìî ¤�−−®© ¬®¤¥«¨ ¡ë-
«¨ ¯à®¢¥¤¥−ë íªá¯¥à¨¬¥−â�«ì−ë¥ ¯à®¢¥àª¨ íää¥ªâ¨¢−®áâ¨ ®à£�−¨§�æ¨®−−ëå
¬¥à ¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï ®è¨¡®ª á¥¬�−â¨ç¥áª®© á¥â¨.

Š«îç¥¢ë¥ á«®¢�: á¥¬�−â¨ç¥áª�ï á¥âì; ¬®¤¥«ì; ®è¨¡ª¨ ¯®«ì§®¢�â¥«¥©; ®à£�-
−¨§�æ¨®−−ë¥ ¬¥àë; ¨á¯à�¢«¥−¨¥ ®è¨¡®ª

DOI: 10.14357/08696527180105

1 Введение

‚ áâ�âì¥ [1] ¡ë«� ®¯¨á�−� −®¢�ï à�á¯à¥¤¥«¥−−�ï â¥å−®«®£¨ï ¯®¤¤¥à¦ª¨ ¨á-
â®à¨ª®-¡¨®£à�ä¨ç¥áª¨å ¨áá«¥¤®¢�−¨©, ¤«ï ª®â®à®© ¡ë«� ®¡®á−®¢�−� ä®à¬� ®à-
£�−¨§�æ¨¨ ¨−ä®à¬�æ¨¨ ¢ ¢¨¤¥ á¥¬�−â¨ç¥áª®© á¥â¨. ‚ áâ�âì¥ [2] ¡ë«� ¯®áâ�¢«¥−�
¨ ®¡®á−®¢�−� §�¤�ç� ®æ¥−ª¨ ª�ç¥áâ¢� íâ®© á¥¬�−â¨ç¥áª®© á¥â¨, ä®à¬¨àã¥¬®©
®¤−®¢à¥¬¥−−® ¬−®¦¥áâ¢®¬ −¥ á¢ï§�−−ëå ¬¥¦¤ã á®¡®© ¨áá«¥¤®¢�â¥«¥©. �ë«�
®¯¨á�−� ¨ ®¡®á−®¢�−� ¬®¤¥«ì, ¯®áâà®¥−−�ï −� ¡�§¥ á®ç¥â�−¨ï ¯à¨−æ¨¯®¢ £à�ä®-
¤¨−�¬¨ª¨ [3] á ¯à¨−æ¨¯®¬ ¯à¥¤¯®çâ¨â¥«ì−®£® ¯à¨á®¥¤¨−¥−¨ï [4], ¯®§¢®«ïîé�ï
¨§ãç¨âì á¢®©áâ¢� ¨−ä®à¬�æ¨¨, ®à£�−¨§®¢�−−®© ¢ ä®à¬¥ á¥¬�−â¨ç¥áª®© á¥â¨, ¢ ¤¨-
−�¬¨ª¥. ‚ áâ�âì¥ [5] ¡ë«® ®¯¨á�−® ¤�«ì−¥©è¥¥ à�§¢¨â¨¥ ¬®¤¥«¨ á¥¬�−â¨ç¥áª®©
á¥â¨, ¯à¥¤ãá¬�âà¨¢�îé¥¥ ¢ª«îç¥−¨¥ ¢ −¥¥ ¬¥å�−¨§¬®¢ ¯�à�««¥«ì−®© ä¨ªá�-
æ¨¨ ®è¨¡®ç−ëå ¨ á®®â¢¥âáâ¢ãîé¨å ¨¬ ¡¥§®è¨¡®ç−ëå (¨¤¥�«ì−ëå) ¤¥©áâ¢¨©

1ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, Adam@amsd.com

2ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, Volkov@amsd.com
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¯®«ì§®¢�â¥«¥©, � â�ª¦¥ ¬¥å�−¨§¬� ¨¬¨â�æ¨¨ ¯®¨áª®¢ëå §�¯à®á®¢, ¢ë¯®«−ï¥¬ëå
¯�à�««¥«ì−® ¢ ¨áª�¦¥−−®© ¨ −¥¨áª�¦¥−−®© ¯®¤á¥âïå. �ë« ¢ëà�¡®â�− ¨ ®¡®á−®-
¢�− ¨−â¥£à�«ì−ë© ª®«¨ç¥áâ¢¥−−ë© ¯®ª�§�â¥«ì ª�ç¥áâ¢� á¥¬�−â¨ç¥áª®© á¥â¨ |
áâ¥¯¥−ì ¤¥£à�¤�æ¨¨. ‘ ¯®¬®éìî ¬®¤¨ä¨æ¨à®¢�−−®© ¬®¤¥«¨ ¡ë«¨ ¯à®¢¥¤¥−ë
íªá¯¥à¨¬¥−â�«ì−ë¥ ¯à®¢¥àª¨ ¢«¨ï−¨ï ®è¨¡®ª ¯®«ì§®¢�â¥«¥© −� ª�ç¥áâ¢® á¥-
¬�−â¨ç¥áª®© á¥â¨ ¢ ¤¨−�¬¨ª¥. ÷¥§ã«ìâ�âë ¯à®¢¥à®ª ¯®ª�§�«¨, çâ® ¢ è¨à®ª®¬
¤¨�¯�§®−¥ −�áâà�¨¢�¥¬ëå ¯�à�¬¥âà®¢ §−�ç¥−¨ï ¯®«−®âë ¨ â®ç−®áâ¨ ®áâ�îâáï ¢ë-
á®ª¨¬¨ ¨ −¥®£à�−¨ç¥−−ë© à®áâ áâ¥¯¥−¨ ¤¥£à�¤�æ¨¨ −¥ ¯à®¨áå®¤¨â. �® ¯à¨ íâ®¬
®â¬¥ç�¥âáï ä�ªâ ¢§�¨¬®¢«¨ï−¨ï ®è¨¡®ª ¯à¨ ¨å −�ª®¯«¥−¨¨, ¨§ ç¥£® ¢ëâ¥ª�¥â
¦¥«�â¥«ì−®áâì à�§à�¡®âª¨ ®à£�−¨§�æ¨®−−ëå ¬¥à ¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï ®è¨¡®ª.

–¥«ìî −�áâ®ïé¥© áâ�âì¨ ï¢«ï¥âáï ®¯¨á�−¨¥ â�ª¨å ¬¥à ¨ íªá¯¥à¨¬¥−â�«ì−�ï
¯à®¢¥àª� ¨å íää¥ªâ¨¢−®áâ¨.

‚ ¤�−−®© áâ�âì¥ ¨á¯®«ì§ãîâáï ¯®−ïâ¨ï ¨ â¥à¬¨−ë ¢ á®®â¢¥âáâ¢¨¨ á [2,5].

2 Модель пользовательской активности

ˆáå®¤−® ¢ ¬®¤¥«¨ ¬®¤¨ä¨æ¨àãîé¨¥ ¢®§¤¥©áâ¢¨ï −� á¥âì −¨ª�ª −¥ ¯à¨¢ï§�−ë
ª ¯®«ì§®¢�â¥«ï¬ ¨ ¨å å�à�ªâ¥à¨áâ¨ª�¬. „«ï ¨§ãç¥−¨ï ¤¥©áâ¢¨© ãç�áâ−¨ª®¢, −�-
¯à�¢«¥−−ëå −� ¨á¯à�¢«¥−¨¥ −�ª�¯«¨¢�¥¬ëå ¢ á¥¬�−â¨ç¥áª®© á¥â¨ ®è¨¡®ª áâàãª-
âãàë, −¥®¡å®¤¨¬� ¬®¤¨ä¨ª�æ¨ï, ¢ª«îç�îé�ï ¬®¤¥«ì áâàãªâãàë á®®¡é¥áâ¢�
¯®«ì§®¢�â¥«¥© â¥å−®«®£¨¨ ¯®¤¤¥à¦ª¨ ¨áâ®à¨ª®-¡¨®£à�ä¨ç¥áª¨å ¨áá«¥¤®¢�−¨©.
‘âàãªâãà� á®®¡é¥áâ¢� ¨−â¥à¥á−� á â®çª¨ §à¥−¨ï à�á¯à¥¤¥«¥−¨ï ãç�áâ−¨ª®¢ ¯®
áâ¥¯¥−¨ �ªâ¨¢−®áâ¨, £¤¥ ¯®¤ �ªâ¨¢−®áâìî ¯®−¨¬�¥âáï ¢ë¯®«−¥−¨¥ á«¥¤ãîé¨å
¤¥©áâ¢¨©:

(1) ¯®¯®«−¥−¨¥ ¯®¤á¥â¨ íª§¥¬¯«ïà®¢ á¥¬�−â¨ç¥áª®© á¥â¨ ¨ ¢ë¯®«−¥−¨¥ ¨−ä®à-
¬�æ¨®−−ëå §�¯à®á®¢;

(2) ¯®¯®«−¥−¨¥ ¯®¤á¥â¨ ¯®−ïâ¨© á¥¬�−â¨ç¥áª®© á¥â¨;

(3) ¯®¨áª ¨ ¨á¯à�¢«¥−¨¥ ®è¨¡®ª á¥¬�−â¨ç¥áª®© á¥â¨,

� ¯®¤ áâ¥¯¥−ìî �ªâ¨¢−®áâ¨ ¯®−¨¬�¥âáï «®£�à¨ä¬ ª®«¨ç¥áâ¢� ¤¥©áâ¢¨© ¯®«ì§®¢�-
â¥«ï §� ä¨ªá¨à®¢�−−ë© ¯¥à¨®¤ (−�¯à¨¬¥à, ®¤¨− ¬¥áïæ) [6].

�â¨ ä®à¬ë �ªâ¨¢−®áâ¨ ®¡«�¤�îâ á¢®©áâ¢®¬ ¢«®¦¥−−®áâ¨: ¯¥à¢ë© ¢¨¤ �ª-
â¨¢−®áâ¨ ®áãé¥áâ¢«ï¥âáï ¢á¥¬¨ ãç�áâ−¨ª�¬¨ (ãç�áâ−¨ª®¢, −¥ ¢¥¤ãé¨å −¨ª�ª®©
¤¥ïâ¥«ì−®áâ¨, ¬®¦−® áç¨â�âì −¥áãé¥áâ¢ãîé¨¬¨). ��¨¡®«¥¥ �ªâ¨¢−�ï ¨å ç�áâì
â�ª¦¥ ®áãé¥áâ¢«ï¥â ¨ ¢â®à®© ¢¨¤ ¤¥ïâ¥«ì−®áâ¨. ˆ, −�ª®−¥æ, á�¬®¥ �ªâ¨¢−®¥ ï¤à®
ãç�áâ−¨ª®¢ ®áãé¥áâ¢«ï¥â âà¥â¨© ¢¨¤ ¤¥ïâ¥«ì−®áâ¨ −�àï¤ã á ¯¥à¢ë¬¨ ¤¢ã¬ï.

�−�«¨§ ª®−ªà¥â−ëå ¯à¨¬¥à®¢ ®¡é¥© �ªâ¨¢−®áâ¨ ãç�áâ−¨ª®¢ á®®¡é¥áâ¢ [7,
8] ¯®ª�§ë¢�¥â, çâ® à�á¯à¥¤¥«¥−¨¥ ãç�áâ−¨ª®¢ ¯® áâ¥¯¥−¨ �ªâ¨¢−®áâ¨ ®¤−®£®
¢¨¤� á®®â¢¥âáâ¢ã¥â ãá¥ç¥−−®¬ã −®à¬�«ì−®¬ã §�ª®−ã á ¬®¤®© ¢ ®¡«�áâ¨ á«�¡®©
�ªâ¨¢−®áâ¨. “á¥ç¥−−®áâì á«¥¢� ¢®§−¨ª�¥â ¨§-§� ¤¨áªà¥â−®© ¯à¨à®¤ë �ªâ¨¢−®áâ¨,
â. ¥. ¨§-§� −¥¢®§¬®¦−®áâ¨ ä¨ªá�æ¨¨ �ªâ¨¢−®áâ¨ −¨¦¥ 1 ¤¥©áâ¢¨ï §� ¯¥à¨®¤.

‘ãé¥áâ¢ãîé¨¥ ¯à¨¬¥àë [9] á®®¡é¥áâ¢ á à�§−ë¬¨ ä®à¬�¬¨ �ªâ¨¢−®áâ¨, â�ª¦¥
®¡«�¤�îé¨å á¢®©áâ¢®¬ ¢«®¦¥−−®áâ¨, ¯®ª�§ë¢�îâ, çâ® à�á¯à¥¤¥«¥−¨¥ ãç�áâ−¨ª®¢
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¯® ä®à¬�¬ �ªâ¨¢−®áâ¨ â�ª¦¥ á®®â¢¥â-

ƒà�ä¨ª ¯«®â−®áâ¨ à�á¯à¥¤¥«¥−¨ï ãç�áâ−¨-
ª®¢ ¯® áâ¥¯¥−¨ �ªâ¨¢−®áâ¨: 1 | ¯®¯®«−¥−¨¥
¯®¤á¥â¨ íª§¥¬¯«ïà®¢; 2 | ¯®¯®«−¥−¨¥ ¯®¤-
á¥â¨ ¯®−ïâ¨©; 3 | ¯®¨áª ¨ ¨á¯à�¢«¥−¨¥
®è¨¡®ª á¥â¨

áâ¢ãîâ ãá¥ç¥−−®¬ã −®à¬�«ì−®¬ã §�ª®-
−ã á ¬®¤®© ¢ ¯¥à¢®© ¯®«®¢¨−¥ ¢á¥£®
¨−â¥à¢�«� ä®à¬ �ªâ¨¢−®áâ¨. ’�ª¨¬
®¡à�§®¬, ¤®áâ�â®ç−® ¯à�¢¤®¯®¤®¡−®¥
à�á¯à¥¤¥«¥−¨¥ ãç�áâ−¨ª®¢ ¯® áâ¥¯¥−¨
�ªâ¨¢−®áâ¨ á ãç¥â®¬ ¢á¥å ¥¥ ä®à¬ á®-
®â¢¥âáâ¢ã¥â à¨áã−ªã.

�à¨ íâ®¬ ¢ à¥�«ì−®¬ á®®¡é¥áâ¢¥
ãç�áâ−¨ª¨ −¥ ®¡«�¤�îâ ®¤−®© ¨ â®© ¦¥
áâ¥¯¥−ìî �ªâ¨¢−®áâ¨ −� ¯à®âï¦¥−¨¨
¢á¥£® áà®ª� áãé¥áâ¢®¢�−¨ï á®®¡é¥áâ¢�.
�®«¥¥ â®£®, ¤�¦¥ ¢ á�¬ëå ãáâ®©ç¨¢ëå
¡®«ìè¨å ¢¨àâã�«ì−ëå ª®««¥ªâ¨¢�å §�
£®¤ ¯¥àá®−�«ì−ë© á®áâ�¢ íâ¨å á®æ¨ã-
¬®¢ ®¡−®¢«ï¥âáï ª�ª ¬¨−¨¬ã¬ −� 50%{
60% [10]. �® ¯®áª®«ìªã ç¨á«® ãç�áâ-
−¨ª®¢ −� áâ�æ¨®−�à−®¬ íâ�¯¥ à�§¢¨â¨ï á®®¡é¥áâ¢� [11], � â�ª¦¥ à�á¯à¥¤¥«¥−¨¥
ãç�áâ−¨ª®¢ ¯® áâ¥¯¥−¨ �ªâ¨¢−®áâ¨, ª�ª ¯®ª�§�−® ¢ëè¥, ®áâ�¥âáï −¥¨§¬¥−−ë¬, â®
¡¥§ ãé¥à¡� ¤«ï à¥§ã«ìâ�â� ¢ ¬®¤¥«¨ ¯®«ì§®¢�â¥«ìáª®© �ªâ¨¢−®áâ¨ ¬®¦−® ¯à¨−ïâì
¯®áâ®ï−−ë¬¨ á®áâ�¢ ãç�áâ−¨ª®¢ ¨ áâ¥¯¥−¨ ¨å �ªâ¨¢−®áâ¨.

3 Классы ошибок и их влияние на степень деградации

�è¨¡ª¨ ¯®«ì§®¢�â¥«¥©, ¢«¨ïîé¨¥ −� áâàãªâãàã ¤�−−ëå (�‘„), ¯®¤à®¡−®
®¯¨á�−ë ¢ [5]. ˆå ¬®¦−® à�§¤¥«¨âì −� 3 ª«�áá�:

(1) ®è¨¡ª¨ ¯®¤á¥â¨ ¯®−ïâ¨©: ¤ã¡«¨à®¢�−¨¥ ¯®−ïâ¨©, ®è¨¡ª¨ á¢ï§¥© â¨¯�
ú§−�ç¥−¨¥û ¨ ®è¨¡ª¨ ¨¥à�àå¨©;

(2) ®è¨¡ª¨ á¢ï§¥© â¨¯� úç�áâìû (—-á¢ï§¥©) ¬¥¦¤ã íª§¥¬¯«ïà�¬¨;

(3) ®è¨¡ª¨ §�¯à®á�, ¢ë§¢�−−ë¥ ®¡àã¡�−¨¥¬ âà�¥ªâ®à¨¨ −� ¯¥à¥£àã¦¥−−®¬ ¯®¤-
¯®−ïâ¨ï¬¨ ã§«¥ ¨¥à�àå¨¨.

�ªá¯¥à¨¬¥−â�«ì−�ï ¯à®¢¥àª� ¯®ª�§ë¢�¥â, çâ® ¢«¨ï−¨¥ à�§−ëå ª«�áá®¢ ®è¨-
¡®ª −� áâ¥¯¥−ì ¤¥£à�¤�æ¨¨ á¥â¨ −¥®¤¨−�ª®¢®. Œ�ªá¨¬�«ì−ë© ¢ª«�¤ ¢ ®¡é¨©

’�¡«¨æ� 1 �ªá¯¥à¨¬¥−â�«ì−ë¥ §−�ç¥−¨ï ã¤¥«ì−®-
£® ¢«¨ï−¨ï ®è¨¡®ª ¯® ª«�áá�¬

ü Š«�áá „®«ï, %
1 �è¨¡ª¨ ¯®¤á¥â¨ ¯®−ïâ¨© 87,11
2 �è¨¡ª¨ —-á¢ï§¥© 11,97
3 �è¨¡ª¨ §�¯à®á� 0,92

ˆâ®£® 100,00
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ˆ. Œ. �¤�¬®¢¨ç, �. ˆ. ‚®«ª®¢

à¥§ã«ìâ�â ¢−®áïâ ®è¨¡ª¨ ¯®¤á¥â¨ ¯®−ïâ¨©, � ¬¨−¨¬�«ì−ë© | ®è¨¡ª¨ §�¯à®á�.
“áà¥¤−¥−−ë¥ §−�ç¥−¨ï ¢«¨ï−¨ï ¯à¨¢¥¤¥−ë ¢ â�¡«. 1.

�â¨ §−�ç¥−¨ï ¡ã¤ãâ ãçâ¥−ë ¯à¨ ä®à¬¨à®¢�−¨¨ ®à£�−¨§�æ¨®−−ëå ¬¥à ¯®¨áª�
¨ ¨á¯à�¢«¥−¨ï �‘„.

4 Возможные организационные подходы

‚ ¯à¨−æ¨¯¥, ¢®§¬®¦−ë¥ ¯®¤å®¤ë ª ®à£�−¨§�æ¨¨ à�¡®â −�¤ −¥ª¨¬ ¯à®¥ªâ®¬
á¢®¤ïâáï ª á«¥¤ãîé¨¬ �«ìâ¥à−�â¨¢�¬ [12]:

{ ¨−á®àá¨−£ | ¯à¨¢«¥ç¥−¨¥ ¢−ãâà¥−−¨å ¯à®ä¥áá¨®−�«ì−ëå à¥áãàá®¢;

{ �ãâá®àá¨−£ | ¯à¨¢«¥ç¥−¨¥ ¢−¥è−¨å ¯à®ä¥áá¨®−�«ì−ëå à¥áãàá®¢;

{ ªà�ã¤á®àá¨−£ | ¯à¨¢«¥ç¥−¨¥ è¨à®ª®£® ªàã£� −¥¯à®ä¥áá¨®−�«ì−ëå à¥áãàá®¢;

{ íªá¯¥àâ−ë¥ á¥â¨ (¯®áâªà�ã¤á®àá¨−£, −®®á®àá¨−£) | ¢®§¬¥§¤−®¥ ¯à®¢¥¤¥−¨¥
íªá¯¥àâ¨§ á® áâ®à®−ë á®®¡é¥áâ¢� ¯à®ä¥áá¨®−�«®¢.

‘ â®çª¨ §à¥−¨ï à�áá¬�âà¨¢�¥¬ëå ¢ ¤�−−®© áâ�âì¥ §�¤�ç ¯®¨áª� ¨ ¨á¯à�¢«¥-
−¨ï ®è¨¡®ª á¥¬�−â¨ç¥áª®© á¥â¨, ¯®áª®«ìªã ¯à¨¢«¥ç¥−¨¥ ¬¥â®¤®¢ −®®á®àá¨−£�
ª àãâ¨−−ë¬ §�¤�ç�¬ ®ç¥¢¨¤−® −¥íää¥ªâ¨¢−®, � ¨−á®àá¨−£ ¨ �ãâá®àá¨−£ ¢ à�¬-
ª�å á¥â¥¢®£® ¯à®¥ªâ� ¯à¨−æ¨¯¨�«ì−® −¥ ®â«¨ç�îâáï, ¢á¥ ¬−®£®®¡à�§¨¥ ¯®¤å®¤®¢
á¢®¤¨âáï ª ¤¢ã¬:

(1) à¥è¥−¨¥ §�¤�ç á¨«�¬¨ ª®¬¯�ªâ−®© £àã¯¯ë ®¯«�ç¨¢�¥¬ëå ¯à®ä¥áá¨®−�«®¢-
�¤¬¨−¨áâà�â®à®¢ á¥¬�−â¨ç¥áª®© á¥â¨;

(2) à¥è¥−¨¥ §�¤�ç á¨«�¬¨ è¨à®ª®£® ªàã£� á�¬¨å ¯®«ì§®¢�â¥«¥© −� ¡¥§¢®§¬¥§¤-
−®© ®á−®¢¥.

�ää¥ªâ¨¢−®áâì ¢â®à®£® ¯®¤å®¤� −¥ ¢ë§ë¢�¥â á®¬−¥−¨©, á ¥£® ¯®¬®éìî
ãá¯¥è−® ®áãé¥áâ¢«ï¥âáï ®£à®¬−®¥ ç¨á«® ª®¬¬¥àç¥áª¨å ¨ −�ãç−ëå ¯à®¥ªâ®¢ ®â
í«¥ªâà®−−®© í−æ¨ª«®¯¥¤¨¨ ‚¨ª¨¯¥¤¨ï ¤® ¯à®¥ªâ� ��‘� ¯® �−�«¨§ã ¬�àá¨-
�−áª®© ¯®¢¥àå−®áâ¨ NASA Clickworkers. �� ¤�−−ë© ¬®¬¥−â ® ªà�ã¤á®àá¨−£¥
á«®¦¨«®áì ¢¯®«−¥ ®¡®á−®¢�−−®¥ ¬−¥−¨¥, çâ® úáâ®¨â íâ® −¥¤®à®£®, � â® ¨ ¢®-
¢á¥ −¨ç¥£®, � ª�ç¥áâ¢® à¥è¥−¨© §�ç�áâãî ¡ë¢�¥â £®à�§¤® ¢ëè¥, ç¥¬ ¯à¨ §�ª�§¥
ã ¯à®ä¥áá¨®−�«®¢û [13]. ’�ª¨¬ ®¡à�§®¬, ¬®¦−® ®¦¨¤�âì, çâ® ¢â®à®© ¯®¤å®¤ ¯à¨-
¬¥−¨â¥«ì−® ª §�¤�ç�¬ ¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï ®è¨¡®ª á¥¬�−â¨ç¥áª®© á¥â¨ ¯®ª�¦¥â
¡®«¥¥ ¢ëá®ªãî íää¥ªâ¨¢−®áâì, ç¥¬ ¯¥à¢ë©.

�® ¤�−−®¥ ¯à¥¤¯®«®¦¥−¨¥ âà¥¡ã¥â âé�â¥«ì−®© ¯à®¢¥àª¨, ¯®áª®«ìªã ¨−-
â¥−á¨¢−®áâì âàã¤� ¯à®ä¥áá¨®−�«®¢ ¢á¥£¤� −�¬−®£® ¢ëè¥, ç¥¬ ã ¤®¡à®¢®«ìæ�,
®áãé¥áâ¢«ïîé¥£® á¢®î ¤¥ïâ¥«ì−®áâì −� ®¡é¥áâ¢¥−−ëå −�ç�«�å.

5 Модификация базовых алгоритмов модели

�� ¯à¥¤ë¤ãé¨å íâ�¯�å ¨áá«¥¤®¢�−¨ï ¤¥©áâ¢¨ï −�¤ á¥¬�−â¨ç¥áª®© á¥âìî ¡ë«¨
−¥ ¯¥àá®−¨ä¨æ¨à®¢�−ë, â. ¥. ¬®¤¥«ì −¥ ¢ª«îç�«� ¢ á¥¡ï ¯®−ïâ¨ï ¯®«ì§®¢�â¥«ï,
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¥£® �âà¨¡ãâ®¢ ¨ à®«¨. ��§®¢ë¥ �«£®à¨â¬ë ¬®¤¥«¨ ®¡¥á¯¥ç¨¢�«¨ ¯®¯®«−¥−¨¥
á¥¬�−â¨ç¥áª®© á¥â¨ ¨ ¢ë¯®«−¥−¨¥ ¨−ä®à¬�æ¨®−−ëå §�¯à®á®¢, −® −¥ ¯à¥¤ãá¬�â-
à¨¢�«¨ ¢®§¬®¦−®áâ¨ ª®àà¥ªâ¨à®¢ª¨ á¥â¨. „«ï ¬®¤¥«¨à®¢�−¨ï ¬¥à ¯®¨áª� ¨ ¨á-
¯à�¢«¥−¨ï ®è¨¡®ª ¯®âà¥¡®¢�«®áì ¢−¥áâ¨ á«¥¤ãîé¨¥ ¤®¯®«−¥−¨ï ¢ −�¡®à ¡�§®¢ëå
�«£®à¨â¬®¢ (¤¢¨¦®ª) ¬®¤¥«¨.

5.1 Механизм формирования списка участников

‚ ¬®¤¨ä¨æ¨à®¢�−−®© ¬®¤¥«¨ ¯®¤¤¥à¦¨¢�îâáï ¤¢¥ à®«¨ ãç�áâ−¨ª®¢: ¯®«ì§®-
¢�â¥«ì ¨ �¤¬¨−¨áâà�â®à. —¨á«® ¯®«ì§®¢�â¥«¥© ¨ ç¨á«® �¤¬¨−¨áâà�â®à®¢ §�¤�îâáï
ª�ª ¯�à�¬¥âàë ¬®¤¥«¨. ”®à¬¨à®¢�−¨¥ á¯¨áª� ãç�áâ−¨ª®¢ ®áãé¥áâ¢«ï¥âáï á«¥-
¤ãîé¨¬ ®¡à�§®¬:

{ ¤«ï ¯®«ì§®¢�â¥«ï á«ãç�©−ë¬ ®¡à�§®¬ ¢ á®®â¢¥âáâ¢¨¨ á ®¯¨á�−−®© ¢ëè¥
äã−ªæ¨¥© ¯«®â−®áâ¨ à�á¯à¥¤¥«¥−¨ï ®¯à¥¤¥«ï¥âáï ãà®¢¥−ì ¥£® �ªâ¨¢−®áâ¨;

{ ¢ á®®â¢¥âáâ¢¨¨ á §�ª®−®¬ à�á¯à¥¤¥«¥−¨ï, â�ª¦¥ ®¯¨á�−−ë¬ ¢ëè¥, ®¯à¥¤¥«ï-
îâáï ä®à¬ë �ªâ¨¢−®áâ¨, ª®â®àë¥ ®áãé¥áâ¢«ï¥â ¤�−−ë© ¯®«ì§®¢�â¥«ì;

{ ¤«ï ª�¦¤®© ä®à¬ë �ªâ¨¢−®áâ¨, à¥�«¨§ã¥¬®© ¤�−−ë¬ ¯®«ì§®¢�â¥«¥¬, ¢ á®®â-
¢¥âáâ¢¨¨ á ¥£® ãà®¢−¥¬ �ªâ¨¢−®áâ¨ ¢ëç¨á«ïîâáï ¥£® ¯¥à¨®¤ë ®áãé¥áâ¢«¥−¨ï
�ªæ¨©. ‚ à¥�«ì−®áâ¨ ¯à®¬¥¦ãâª¨ ¬¥¦¤ã �ªæ¨ï¬¨ á«ãç�©−ë, ¨ ¢ëç¨á«¥−−ë©
¯¥à¨®¤ ï¢«ï¥âáï ãáà¥¤−¥−−ë¬ ¯®ª�§�â¥«¥¬. �® ¯®áª®«ìªã ¬®¤¥«¨àã¥âáï �ª-
â¨¢−®áâì §� ¡®«ìè®© ¯à®¬¥¦ãâ®ª ¢à¥¬¥−¨, ¢à¥¬¥−−‚ë¥ ¯à®¬¥¦ãâª¨ ¡¥§ ãé¥à¡�
¤«ï à¥§ã«ìâ�â� ¬®¦−® ¯à¨−ïâì áâà®£® à�¢−ë¬¨ áà¥¤−¥¬ã §−�ç¥−¨î;

{ ¤«ï ª�¦¤®© ä®à¬ë �ªâ¨¢−®áâ¨ ¯®«ì§®¢�â¥«ï ¢ ®ç¥à¥¤ì á®¡ëâ¨© ãáâ�−�¢«¨-
¢�¥âáï �ªæ¨ï −� á®®â¢¥âáâ¢ãîé¨© ¢ëç¨á«¥−−®¬ã ¨−â¥à¢�«ã ¬®¬¥−â ¢à¥¬¥−¨,
ª�ª íâ® ®¯¨á�−® −¨¦¥;

{ ¤®¡�¢«¥−¨¥ ¢ á¯¨á®ª ãç�áâ−¨ª®¢ −®¢®£® �¤¬¨−¨áâà�â®à� ®áãé¥áâ¢«ï¥âáï �−�-
«®£¨ç−® ¯®«ì§®¢�â¥«î. �â«¨ç¨¥ á®áâ®¨â ¢ â®¬, çâ® ãà®¢¥−ì �ªâ¨¢−®áâ¨
�¤¬¨−¨áâà�â®à� ¢á¥£¤� ¬�ªá¨¬�«¥−, � ä®à¬� ®áãé¥áâ¢«ï¥¬®© �ªâ¨¢−®áâ¨
â®«ìª® ®¤−� | ¯®¨áª ¨ ¨á¯à�¢«¥−¨¥ ®è¨¡®ª á¥â¨.

5.2 Механизм поддержки очереди событий

�ç¥à¥¤ì á®¡ëâ¨© ¯à¥¤áâ�¢«ï¥â á®¡®© ã¯®àï¤®ç¥−−ë© ¯® ¢à¥¬¥−¨ −�¡®à ®¯¨á�-
â¥«¥© á®¡ëâ¨©, ª�¦¤ë© ¨§ ª®â®àëå á®¤¥à¦¨â ¬®¬¥−â ¢à¥¬¥−¨ á®¡ëâ¨ï, ¨¤¥−â¨ä¨-
ª�â®à ãç�áâ−¨ª� ¨ ª®¤ ä®à¬ë �ªâ¨¢−®áâ¨. „«ï ®ç¥à¥¤¨ á®¡ëâ¨ï ¯à¥¤ãá¬®âà¥−ë
¤¢¥ ¯à®æ¥¤ãàë:

(1) ãáâ�−®¢ª� −®¢®£® á®¡ëâ¨ï ¢ ®ç¥à¥¤ì;

(2) çâ¥−¨¥ ¡«¨¦�©è¥£® ¯® ¢à¥¬¥−¨ á®¡ëâ¨ï. �à¨ íâ®¬ ¬®¤¥«ì−®¥ ¢à¥¬ï ãáâ�-
−�¢«¨¢�¥âáï à�¢−ë¬ ¢à¥¬¥−¨ á®¡ëâ¨ï, ¤�−−®¥ á®¡ëâ¨¥ ã¡¨à�¥âáï ¨§ ®ç¥à¥¤¨
¨ ¢ ®ç¥à¥¤ì ¤®¡�¢«ï¥âáï −®¢®¥ á®¡ëâ¨¥, á®®â¢¥âáâ¢ãîé¥¥ â®¬ã ¦¥ ãç�áâ−¨ªã,
â®© ¦¥ ä®à¬¥ �ªâ¨¢−®áâ¨ ¨ ¬®¬¥−âã ¢à¥¬¥−¨, à�¢−®¬ã â¥ªãé¥¬ã ¯«îá
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¯¥à¨®¤, ¢ëç¨á«¥−−ë© ¤«ï ¤�−−®£® ãç�áâ−¨ª� ¨ ¤�−−®© ä®à¬ë �ªâ¨¢−®áâ¨
¯à¨ ä®à¬¨à®¢�−¨¨ á¯¨áª� ãç�áâ−¨ª®¢.

5.3 Признак проверки и механизмы его поддержки

„«ï ¯®¤¤¥à¦ª¨ ¯à®æ¥¤ãàë ¯®¨áª� ®è¨¡®ª ¢ áâàãªâãàã ¤�−−ëå á¥¬�−â¨ç¥áª®©
á¥â¨ ¢¢®¤¨âáï ¯à¨§−�ª ¯à®¢¥àª¨ ã§«�. �à¨ ¯®¯®«−¥−¨¨ á¥â¨ ¯à¨§−�ªã ¯à®¢¥àª¨
ãáâ�−�¢«¨¢�¥âáï §−�ç¥−¨¥ ú−¥ ¯à®¢¥à¥−®û ¢ á«¥¤ãîé¨å á«ãç�ïå:

{ ¯à¨ ¤®¡�¢«¥−¨¨ −®¢®£® �- ¨«¨ �-¯®−ïâ¨ï;

{ ¯à¨ ¤®¡�¢«¥−¨¨ −®¢®£® íª§¥¬¯«ïà� ¯®−ïâ¨ï, ¤®¯ãáª�îé¥£® á¢ï§¨ â¨¯�
úç�áâìû ¤«ï á¢®¨å íª§¥¬¯«ïà®¢. �à¨ íâ®¬ §−�ç¥−¨¥ ¯à¨§−�ª� ú−¥ ¯à®¢¥-
à¥−®û ãáâ�−�¢«¨¢�¥âáï ¨ ¤«ï ¢á¥å ¯à®ç¨å íª§¥¬¯«ïà®¢ íâ®£® ¯®−ïâ¨ï, ¯®-
áª®«ìªã ¤®¡�¢«¥−¨¥ −®¢®£® íª§¥¬¯«ïà� ¨§¬¥−ï¥â áâàãªâãàã —-á¢ï§¥© ¬¥¦¤ã
®áâ�«ì−ë¬¨;

{ ¯à¨ ¤®¡�¢«¥−¨¨ −®¢®£® ¯®¤¤¥à¥¢� ª ¤¥à¥¢ã ¯®−ïâ¨© „-�âà¨¡ãâ� ¨«¨ �-¯®-
−ïâ¨ï ¤«ï ã§«�, ª ª®â®à®¬ã ®áãé¥áâ¢«ï¥âáï ¯à¨á®¥¤¨−¥−¨¥ ¯®¤¤¥à¥¢�, ¯®-
áª®«ìªã ª®«¨ç¥áâ¢® ¨áå®¤ïé¨å á¢ï§¥© ã −¥£® ¬®¦¥â ¢ëà�áâ¨ á¢¥àå ®¡ê¥¬�
¢−¨¬�−¨ï [14], çâ® ¬®¦¥â ï¢¨âìáï ¯à¨ç¨−®© ®è¨¡ª¨ §�¯à®á�.

5.4 Механизмы поиска и исправления ошибок

1. �®¨áª ®è¨¡®ª ¯®¤á¥â¨ ¯®−ïâ¨©: ¢ë¡¨à�¥âáï á«ãç�©−®¥ �- ¨«¨ �-¯®−ïâ¨¥
á ¯à¨§−�ª®¬ ú−¥ ¯à®¢¥à¥−®û. �®á«¥ ¯à®¢¥àª¨ ¨ ¨á¯à�¢«¥−¨ï ãáâ�−�¢«¨¢�-
¥âáï ¯à¨§−�ª ú¯à®¢¥à¥−®û. ˆá¯à�¢«¥−¨¥ ®è¨¡®ª ¯à®¨§¢®¤¨âáï á«¥¤ãîé¨¬
®¡à�§®¬:

{ ¤«ï �-¯®−ïâ¨ï ã¤�«ïîâáï ¢á¥ ¢¥â¢¨ ¨¥à�àå¨¨ á Rank = R. „«ï ¢á¥å
ã§«®¢ ¨¥à�àå¨¨ á Rank = I ãáâ�−�¢«¨¢�¥âáï Rank = RI;

{ ¤«ï �-¯®−ïâ¨ï, á®¢¯�¤�îé¥£® á® á¢®¨¬ ¯à®â®â¨¯®¬ (A = Proto(A)), ¤«ï
¢á¥å ¥£® �âà¨¡ãâ®¢ OAi: Rank(OAi) = R, ¢á¥ ¨å íª§¥¬¯«ïàë §�¬¥−ïîâáï
−� íª§¥¬¯«ïàë Proto(OAi). �à¨ íâ®¬ ¥á«¨ Type(OAi) ∈ {ú„û, ú‡û}
¨ ∃ T = Trace(D(OAi)), â® ã íª§¥¬¯«ïà� �âà¨¡ãâ� ¢¬¥áâ® T áâà®¨âáï
−®¢�ï âà�¥ªâ®à¨ï T′ ¤® ã§«�, á¢ï§�−−®£® á íª§¥¬¯«ïà®¬ á®®â¢¥âáâ¢ãîé¥©
á¢ï§ìî ProtoTrace. ‚á¥ ¨¥à�àå¨¨ ®¡à�¡�âë¢�îâáï �−�«®£¨ç−® �-¯®−ï-
â¨î. ˆá¯à�¢«¥−−®¥ ¯®−ïâ¨¥ ¨ ¢á¥ ¥£® íª§¥¬¯«ïàë ¯à¨−¨¬�îâ Rank = RI;

{ ¤«ï �-¯®−ïâ¨ï, −¥ á®¢¯�¤�îé¥£® á® á¢®¨¬ ¯à®â®â¨¯®¬ (A 6= Proto(A)),
�âà¨¡ãâë ®¡à�¡�âë¢�îâáï �−�«®£¨ç−®. �à¨ íâ®¬ ¨¥à�àå¨¨ −¥ ®¡à�¡�-
âë¢�îâáï, ¯®áª®«ìªã Proto(A) −¥ ¯®«ãç�¥â ¯à¨§−�ª� ú¯à®¢¥à¥−®û. ‚á¥
íª§¥¬¯«ïàë A §�¬¥−ïîâáï −� íª§¥¬¯«ïàë Proto(A). Proto(A) ¨ ¢á¥ ¥£®
íª§¥¬¯«ïàë ¯à¨−¨¬�îâ Rank = RI, � ¯®−ïâ¨¥ A ã¤�«ï¥âáï. ‚á¥ ¢å®¤ï-
é¨¥ ‡-á¢ï§¨ −� � §�¬¥−ïîâáï −� ‡-á¢ï§¨ −� Proto(A).
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2. �®¨áª ®è¨¡®ª —-á¢ï§¥©: ¢ë¡¨à�¥âáï á«ãç�©−ë© íª§¥¬¯«ïà á ¯à¨§−�ª®¬ ú−¥
¯à®¢¥à¥−®û. �®á«¥ ¯à®¢¥àª¨ ¨ ¨á¯à�¢«¥−¨ï —-á¢ï§¥© ¤�−−®£® íª§¥¬¯«ïà�
ã −¥£® ãáâ�−�¢«¨¢�¥âáï ¯à¨§−�ª ú¯à®¢¥à¥−®û. �®á«¥ íâ®£® ®áãé¥áâ¢«ï¥âáï
�−�«®£¨ç−�ï ¯à®¢¥àª� ¢á¥å íª§¥¬¯«ïà®¢, á¢ï§�−−ëå á −¨¬ —-á¢ï§ï¬¨, −®
¢ ª®«¨ç¥áâ¢¥ −¥ ¡®«¥¥ ®¡ê¥¬� ¢−¨¬�−¨ï §� ®¤−ã �ªæ¨î.

3. �®¨áª ¯¥à¥£àã¦¥−−ëå ¯®¤¯®−ïâ¨ï¬¨ ã§«®¢ ¨¥à�àå¨¨: ¢ë¡¨à�¥âáï á«ãç�©-
−ë© ¨¥à�àå¨ç¥áª¨© ã§¥« á ¯à¨§−�ª®¬ ú−¥ ¯à®¢¥à¥−®û. ‡� ®¤−ã �ªæ¨î
¯à®¢¥àï¥âáï ¢á¥ ¤¥à¥¢®, ª®â®à®¬ã ¯à¨−�¤«¥¦¨â ¤�−−ë© ã§¥«. �à¨ −�å®¦-
¤¥−¨¨ ¯¥à¥£àã¦¥−−®£® ã§«� ¢¢®¤ïâáï ¯à®¬¥¦ãâ®ç−ë¥ ã§«ë, £àã¯¯¨àãîé¨¥
¯®¤¯®−ïâ¨ï ¢ ¯à®¬¥¦ãâ®ç−ë¥ ¯®−ïâ¨ï â�ª, çâ®¡ë −� ª�¦¤®¬ ãà®¢−¥ ¨¥à�àå¨¨
ª®«¨ç¥áâ¢® ¯®¤¯®−ïâ¨© ¯®−ïâ¨ï ¡ë«® ¢ ¯à¥¤¥«�å ®¡ê¥¬� ¢−¨¬�−¨ï. “ íª§¥¬-
¯«ïà®¢ á®®â¢¥âáâ¢ãîé¨¬ ®¡à�§®¬ ª®àà¥ªâ¨àãîâáï âà�¥ªâ®à¨¨ Trace. �®á«¥
¯à®¢¥àª¨ ¨ ¨á¯à�¢«¥−¨ï ¤¥à¥¢� ã ¢á¥å ¥£® ã§«®¢ ãáâ�−�¢«¨¢�¥âáï ¯à¨§−�ª
ú¯à®¢¥à¥−®û.

6 Модификация логики модели

1. �à¨−æ¨¯¨�«ì−ë¬ ¨§¬¥−¥−¨¥¬ ¬®¤¥«¨ ï¢«ï¥âáï ¢¢¥¤¥−¨¥ ¢ −¥¥ ¬®¤¥«ì−®£®
¢à¥¬¥−¨ §� áç¥â ®¯¨á�−−®£® ¢ëè¥ ¬¥å�−¨§¬� ®ç¥à¥¤¨ á®¡ëâ¨©. �¥à¨®¤
¬®¤¥«¨à®¢�−¨ï ¢ë¡à�− ¤«¨â¥«ì−®áâìî ¢ 1 ¬¥áïæ ¬®¤¥«ì−®£® ¢à¥¬¥−¨, ¯®-
áª®«ìªã ãà®¢¥−ì �ªâ¨¢−®áâ¨ ãç�áâ−¨ª®¢ ¢ á®®â¢¥âáâ¢¨¨ á ®¯¨á�−−®© ¢ëè¥
äã−ªæ¨¥© ¯«®â−®áâ¨ à�á¯à¥¤¥«¥−¨ï á®áâ�¢«ï¥â −¥ ¬¥−¥¥ 1 ¤¥©áâ¢¨ï ¢ ¬¥áïæ
¨, á«¥¤®¢�â¥«ì−®, ¤�−−®£® ¯¥à¨®¤� ¤®áâ�â®ç−® ¤«ï â®£®, çâ®¡ë �¡á®«îâ−® ¢á¥
ãç�áâ−¨ª¨ ¯à®ï¢¨«¨ á¢®î �ªâ¨¢−®áâì.

2. „«ï áà�¢−¥−¨ï íää¥ªâ¨¢−®áâ¨ ¤¢ãå ®¯¨á�−−ëå ¢ëè¥ ®à£�−¨§�æ¨®−−ëå ¯®¤-
å®¤®¢ ¢ ¬®¤¥«ì ¢¢®¤¨âáï ¯®¤¤¥à¦ª� âà¥å áæ¥−�à¨¥¢:

(�) ª®−âà®«ì−ë© áæ¥−�à¨© (¡¥§ ¨á¯à�¢«¥−¨ï ®è¨¡®ª á¥â¨): ¢ á¯¨á®ª ãç�áâ-
−¨ª®¢ ¢¢®¤ïâáï â®«ìª® ãç�áâ−¨ª¨ á à®«ìî ú¯®«ì§®¢�â¥«ìû. �à¨ íâ®¬
¯®«ì§®¢�â¥«¨ ®áãé¥áâ¢«ïîâ â®«ìª® ¤¢¥ ¯¥à¢ë¥ ä®à¬ë �ªâ¨¢−®áâ¨ |
ú¯®¯®«−¥−¨¥ ¯®¤á¥â¨ íª§¥¬¯«ïà®¢ á¥¬�−â¨ç¥áª®© á¥â¨ ¨ ¢ë¯®«−¥−¨¥
¨−ä®à¬�æ¨®−−ëå §�¯à®á®¢û ¨ ú¯®¯®«−¥−¨¥ ¯®¤á¥â¨ ¯®−ïâ¨© á¥¬�−â¨-
ç¥áª®© á¥â¨û ¢ á®®â¢¥âáâ¢¨¨ á ®¯¨á�−−ë¬ ¢ëè¥ §�ª®−®¬ à�á¯à¥¤¥«¥−¨ï
�ªâ¨¢−®áâ¨;

(¡) ªà�ã¤á®àá¨−£®¢ë© ¯®¤å®¤: ¢ á¯¨á®ª ãç�áâ−¨ª®¢ ¢¢®¤ïâáï â®«ìª® ãç�áâ-
−¨ª¨ á à®«ìî ú¯®«ì§®¢�â¥«ìû. �à¨ íâ®¬ ¯®«ì§®¢�â¥«¨ ¯®¤¤¥à¦¨¢�îâ ¢á¥
âà¨ ä®à¬ë �ªâ¨¢−®áâ¨ ¢ á®®â¢¥âáâ¢¨¨ á ®¯¨á�−−ë¬ ¢ëè¥ §�ª®−®¬ à�á-
¯à¥¤¥«¥−¨ï �ªâ¨¢−®áâ¨. “ç�áâ−¨ª¨ á à®«ìî ú�¤¬¨−¨áâà�â®àû ¢ á¯¨á®ª
ãç�áâ−¨ª®¢ −¥ ¢¢®¤ïâáï;

(¢) ¯à®ä¥áá¨®−�«ì−ë© ¯®¤å®¤: ¢ á¯¨á®ª ãç�áâ−¨ª®¢ ¢¢®¤ïâáï ãç�áâ−¨ª¨
á à®«ï¬¨ ª�ª ú¯®«ì§®¢�â¥«ìû, â�ª ¨ ú�¤¬¨−¨áâà�â®àû. �à¨ íâ®¬
¯®«ì§®¢�â¥«¨ ®áãé¥áâ¢«ïîâ â®«ìª® ¤¢¥ ¯¥à¢ë¥ ä®à¬ë �ªâ¨¢−®áâ¨ |
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ú¯®¯®«−¥−¨¥ ¯®¤á¥â¨ íª§¥¬¯«ïà®¢ á¥¬�−â¨ç¥áª®© á¥â¨ ¨ ¢ë¯®«−¥−¨¥ ¨−-
ä®à¬�æ¨®−−ëå §�¯à®á®¢û ¨ ú¯®¯®«−¥−¨¥ ¯®¤á¥â¨ ¯®−ïâ¨© á¥¬�−â¨ç¥áª®©
á¥â¨û ¢ á®®â¢¥âáâ¢¨¨ á ®¯¨á�−−ë¬ ¢ëè¥ §�ª®−®¬ à�á¯à¥¤¥«¥−¨ï �ªâ¨¢-
−®áâ¨, � �¤¬¨−¨áâà�â®àë ®áãé¥áâ¢«ïîâ ¨áª«îç¨â¥«ì−® âà¥âìî ä®à¬ã
�ªâ¨¢−®áâ¨ | ú¯®¨áª ¨ ¨á¯à�¢«¥−¨¥ ®è¨¡®ª á¥¬�−â¨ç¥áª®© á¥â¨û á ¬�ª-
á¨¬�«ì−®© �ªâ¨¢−®áâìî. —¨á«® �¤¬¨−¨áâà�â®à®¢ −¥ ¯à¥¢ëè�¥â 10, çâ®
á®áâ�¢«ï¥â 0,01%{0,1% ®â ç¨á«� ãç�áâ−¨ª®¢.

�¤¨− íªá¯¥à¨¬¥−â −� §�¤�−−ëå ¯�à�¬¥âà�å ¬®¤¥«¨ ¢ª«îç�¥â ¢ á¥¡ï à�áç¥âë
¯® ª�¦¤®¬ã ¨§ âà¥å áæ¥−�à¨¥¢ ¨ áà�¢−¥−¨¥ ¨å à¥§ã«ìâ�â®¢.

3. �®áª®«ìªã −� ¤�−−®¬ íâ�¯¥ ¨áá«¥¤®¢�−¨ï ¯à¥¤¬¥â®¬ ¨§ãç¥−¨ï ï¢«ï¥âáï −¥
¤¨−�¬¨ª� áâ¥¯¥−¨ ¤¥£à�¤�æ¨¨ á¥â¨, � áà�¢−¥−¨¥ à¥§ã«ìâ�â®¢ ¯à¨¬¥−¥−¨ï ¤¢ãå
®à£�−¨§�æ¨®−−ëå ¯®¤å®¤®¢, á¥à¨¨ ¨−ä®à¬�æ¨®−−ëå §�¯à®á®¢ ¯à®¢®¤ïâáï −¥
¯¥à¨®¤¨ç¥áª¨ ¯® å®¤ã ä®à¬¨à®¢�−¨ï á¥â¨, � ®¤−®ªà�â−® ¯® §�¢¥àè¥−¨î
¯¥à¨®¤� ¬®¤¥«¨à®¢�−¨ï ¯à¨ ¢ë¯®«−¥−¨¨ ª�¦¤®£® ¨§ âà¥å áæ¥−�à¨¥¢.

4. „«ï áà�¢−¥−¨ï à¥§ã«ìâ�â®¢ â�ª®© ¯®ª�§�â¥«ì, ª�ª áâ¥¯¥−ì ¤¥£à�¤�æ¨¨ á¥-
â¨ [5], ¯à¥¤áâ�¢«ï¥âáï −¥ã¤®¡−ë¬ ¨§-§� ¥£® −¥«¨−¥©−®áâ¨. „«ï ®æ¥−ª¨
íää¥ªâ¨¢−®áâ¨ ®¯à¥¤¥«¨¬ ¯®ª�§�â¥«ì F = 1 − F , £¤¥ F | ãáà¥¤−¥−−�ï
F-¬¥à� (F-measure) [15], ¢ëç¨á«ï¥¬�ï ª�ª áà¥¤−¥¥ £�à¬®−¨ç¥áª®¥ â®ç−®áâ¨
¨ ¯®«−®âë. �®ª�§�â¥«ì F , ª�ª ¨ S [5], ¯à¥¤áâ�¢«ï¥â á®¡®© ¬¥àã ¤¥£à�¤�æ¨¨
á¥â¨, −®, ¢ ®â«¨ç¨¥ ®â S, ®£à�−¨ç¥− ¨−â¥à¢�«®¬ [0; 1].

7 Результаты

�ë«¨ ¯à®¢¥¤¥−ë ¤¢¥ á¥à¨¨ íªá¯¥à¨¬¥−â�«ì−ëå ¯à®¢¥à®ª ¬®¤¥«¨:

(1) á à¥�«¨áâ¨ç−ë¬ ¯à¥¤¥«®¬ 10%-−®© ¢¥à®ïâ−®áâ¨ ®è¨¡ª¨ ¯®«ì§®¢�â¥«ï [5]
(á¥à¨ï 1);

(2) á §�¯à¥¤¥«ì−® ¢ëá®ª¨¬ ¯à¥¤¥«®¬ 50%-−®© ¢¥à®ïâ−®áâ¨ ®è¨¡ª¨ ¯®«ì§®¢�â¥«ï
(á¥à¨ï 2) ¤«ï ¡®«ìè¥© −�£«ï¤−®áâ¨ ¯à®ï¢«¥−¨ï íää¥ªâ�.

“áà¥¤−¥−−ë¥ à¥§ã«ìâ�âë ¯à¨¢¥¤¥−ë ¢ â�¡«. 2. „«ï ª�¦¤®© á¥à¨¨ ãª�§�−®
§−�ç¥−¨¥ F , � ¤«ï áæ¥−�à¨¥¢ á ¨á¯à�¢«¥−¨¥¬ ®è¨¡®ª | ¨å íää¥ªâ¨¢−®áâì,

’�¡«¨æ� 2 “áà¥¤−¥−−ë¥ à¥§ã«ìâ�âë íªá¯¥à¨¬¥−â�«ì−ëå ¯à®¢¥à®ª

‘¥à¨ï 1 ‘¥à¨ï 2

‘æ¥−�à¨©
F

„®«ï
á−¨¦¥−¨ï, % F

„®«ï
á−¨¦¥−¨ï, %

�¥§ ¨á¯à�¢«¥−¨ï 0,06 | 0,24 |
Šà�ã¤á®àá¨−£®¢®¥ ¨á¯à�¢«¥−¨¥ 0,06 0,00 0,24 0,00
�à®ä¥áá¨®−�«ì−®¥ ¨á¯à�¢«¥−¨¥ 0,00 100,00 0,13 45,83
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¢ëà�¦¥−−�ï ¢ ¤®«¥ á−¨¦¥−¨ï F ¯® áà�¢−¥−¨î á ª®−âà®«ì−ë¬ áæ¥−�à¨¥¬ ¡¥§
¨á¯à�¢«¥−¨ï ®è¨¡®ª.

�à®¢¥àª� ¯®ª�§�«�, çâ® íää¥ªâ¨¢−®áâì ªà�ã¤á®àá¨−£®¢®£® ¯®¤å®¤� ¢ §�¤�ç�å
¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï ®è¨¡®ª −¥§�¢¨á¨¬ëå ¯®«ì§®¢�â¥«¥© ¯à¨ ä®à¬¨à®¢�−¨¨
á¥¬�−â¨ç¥áª®© á¥â¨, «¥¦�é¥© ¢ ®á−®¢¥ à�á¯à¥¤¥«¥−−®© â¥å−®«®£¨¨ ¯®¤¤¥à¦ª¨
ª®−ªà¥â−®-¨áâ®à¨ç¥áª¨å ¨áá«¥¤®¢�−¨©, ªà�©−¥ −¨§ª�. ‘−¨¦¥−¨¥ F −¥§−�ç¨â¥«ì-
−® ¨ −�å®¤¨âáï ¢ ¯à¥¤¥«�å â®ç−®áâ¨ íªá¯¥à¨¬¥−â� ¢ ®¡¥¨å á¥à¨ïå.

�®¤å®¤ ¦¥, ®á−®¢�−−ë© −� ¯à¨¢«¥ç¥−¨¨ ª®¬¯�ªâ−®© £àã¯¯ë ®¯«�ç¨¢�-
¥¬ëå ¯à®ä¥áá¨®−�«®¢, ¯à®¤¥¬®−áâà¨à®¢�« ¢ëá®ªãî íää¥ªâ¨¢−®áâì, á®áâ�¢¨¢-
èãî 100% −� à¥�«¨áâ¨ç¥áª®¬ áæ¥−�à¨¨ ¨ 45,83% −� áæ¥−�à¨¨ á §�¯à¥¤¥«ì−®
¢ëá®ª®© ¢¥à®ïâ−®áâìî ®è¨¡ª¨ ¯®«ì§®¢�â¥«ï.

8 Выводы

�à¥¤¯®«®¦¥−¨¥ ® ¡®«¥¥ ¢ëá®ª®© íää¥ªâ¨¢−®áâ¨ ¯®¤å®¤�, ®á−®¢�−−®£® −�
¯à¨−æ¨¯�å ªà�ã¤á®àá¨−£�, ¯à¨¬¥−¨â¥«ì−® ª §�¤�ç�¬ ¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï ®è¨-
¡®ª á¥¬�−â¨ç¥áª®© á¥â¨ ¯® áà�¢−¥−¨î á ¯®¤å®¤®¬, ®á−®¢�−−ë¬ −� ¯à¨¢«¥ç¥−¨¨
ª®¬¯�ªâ−®© £àã¯¯ë ®¯«�ç¨¢�¥¬ëå ¯à®ä¥áá¨®−�«®¢-�¤¬¨−¨áâà�â®à®¢ á¥¬�−â¨-
ç¥áª®© á¥â¨, ®ª�§�«®áì «®¦−ë¬. ’�ª¨¬ ®¡à�§®¬, ¯à¨ à¥�«¨§�æ¨¨ â¥å−®«®£¨¨
¯®¤¤¥à¦ª¨ ª®−ªà¥â−®-¨áâ®à¨ç¥áª¨å ¨áá«¥¤®¢�−¨© á ®¯®à®© −� á¥¬�−â¨ç¥áªãî
á¥âì á«¥¤ã¥â ¯à¨−ïâì ®¤¨− ¨§ ¤¢ãå ¢�à¨�−â®¢:

(1) ¯®«−®áâìî ®âª�§�âìáï ®â ¬¥å�−¨§¬®¢ ¯®¨áª� ¨ ¨á¯à�¢«¥−¨ï ®è¨¡®ª ¯®«ì§®-
¢�â¥«ï, çâ®, ª�ª ¡ë«® ¯®ª�§�−® ¢ [5], ¢¯®«−¥ ¤®¯ãáâ¨¬®, ¯®áª®«ìªã áâ¥¯¥−ì
¤¥£à�¤�æ¨¨ á¥â¨ ¯® ¬¥à¥ ¥¥ à�§¢¨â¨ï à�áâ¥â −¥§−�ç¨â¥«ì−®, á¤¥«�¢ ã¯®à −�
¯à¥¤®â¢à�é¥−¨¨ ®è¨¡®ª §� áç¥â ¤àã¦¥áâ¢¥−−®£® ¨−â¥àä¥©á� ¨ â. ¯.;

(2) ®¡¥á¯¥ç¨âì ¯®¨áª ¨ ¨á¯à�¢«¥−¨¥ ®è¨¡®ª ¯®«ì§®¢�â¥«¥© §� áç¥â ¯à¨¢«¥ç¥-
−¨ï ¯à®ä¥áá¨®−�«ì−ëå �¤¬¨−¨áâà�â®à®¢, çâ® ¯®âà¥¡ã¥â ¤®¯®«−¨â¥«ì−®£®
ä¨−�−á¨à®¢�−¨ï.

÷¥�«¨§�æ¨ï íâ®© §�¤�ç¨ á¨«�¬¨ á�¬¨å ¯®«ì§®¢�â¥«¥© ¡¥§ ª�ª¨å-«¨¡® ¤®¯®«-
−¨â¥«ì−ëå ¬¥à ¯® ¯®¢ëè¥−¨î ¨å ¬®â¨¢�æ¨¨ ¯à¥¤áâ�¢«ï¥âáï ¡¥á¯¥àá¯¥ªâ¨¢−®©.
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THE MODEL OF SEMANTIC NET ERROR CORRECTION
PROCESS

I. M. Adamovich and O. I. Volkov

Institute of Informatics Problems, Federal Research Center \Computer Science and
Control" of the Russian Academy of Sciences, 44-2 Vavilov Str., Moscow 119333,
Russian Federation

Abstract: The article continues the series of articles on modeling of errors
of independent users in forming of semantic net which is the basis for the
distributed technology of concrete historical investigation support. The article
is devoted to the description and rationale of the approach to modeling of
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The model of semantic net error correction process

organizational measures designed to find and correct these errors. The proposed
approach is to expand the semantic net model which is based on the concepts of
graphodynamics and the Barabasi{Albert model with the mechanism of parallel
fixation of mistaken and appropriate nonmistaken user actions by including
a new mechanism of user roles and various forms of their activity. In the
process of applying this approach, the analysis of influence of different classes
of errors on the network quality was made. Experimental studies of effectivity
of organizational measures of finding and correction of semantic network errors
were undertaken using this model.

Keywords: semantic net; model; user errors; organizational measures; error
correction
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ИНФОРМАТИВНОСТЬ КИНЕТИЧЕСКОГО ЭКСПЕРИМЕНТА
И ОБЛАСТИ НЕОПРЕДЕЛЕННОСТИ ПАРАМЕТРОВ

КИНЕТИЧЕСКИХ МОДЕЛЕЙ∗

С. И. Спивак1, Ф. Т. Зиганшина2, А. С. Исмагилова3

�−−®â�æ¨ï: ‚ à¥è¥−¨¨ ®¡à�â−ëå §�¤�ç å¨¬¨ç¥áª®© ª¨−¥â¨ª¨ ç�áâ® áâ�«ª¨-
¢�îâáï á −¥®¤−®§−�ç−®áâìî ®¯à¥¤¥«¥−¨ï ª¨−¥â¨ç¥áª¨å ¯�à�¬¥âà®¢. �¥®¤−®-
§−�ç−®áâì ®¡à�â−®© §�¤�ç¨ á®áâ®¨â ¢ â®¬, çâ® ®¯¨á�−¨¥ «î¡®© ¬�â¥¬�â¨ç¥áª®©
¬®¤¥«¨ ¤®«¦−® ®âà�¦�âì −¥ª®â®àë¥ å¨¬¨ç¥áª¨¥ à¥�ªæ¨¨ ¢ ®¯à¥¤¥«¥−−®©
®¡«�áâ¨ ¢å®¤−ëå ¯�à�¬¥âà®¢. ‚¢¨¤ã −¥®¤−®§−�ç−®áâ¨ à¥è¥−¨ï ¨á¯®«ì§ãîâáï
¬¥â®¤ë ®æ¥−ª¨ ª¨−¥â¨ç¥áª¨å ¯�à�¬¥âà®¢. �¤−¨¬ ¨§ â�ª¨å ¬¥â®¤®¢ ï¢«ï¥âáï
¬¥â®¤ ®¯à¥¤¥«¥−¨ï ¨−â¥à¢�«®¢ ¨ ®¡«�áâ¥© −¥®¯à¥¤¥«¥−−®áâ¨, ®á−®¢�−−ë© −�
¨¤¥¥ ‹. ‚. Š�−â®à®¢¨ç�.

Š«îç¥¢ë¥ á«®¢�: ®¡à�â−�ï §�¤�ç�; å¨¬¨ç¥áª�ï ª¨−¥â¨ª�; ¨−ä®à¬�â¨¢−®áâì
íªá¯¥à¨¬¥−â�; ¨−â¥à¢�«ë −¥®¯à¥¤¥«¥−−®áâ¨
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1 Введение

�à¥¤¬¥â®¬ ¨áá«¥¤®¢�−¨ï −�áâ®ïé¥© à�¡®âë ï¢«ïîâáï ®¡à�â−ë¥ §�¤�ç¨ ¨¤¥−-
â¨ä¨ª�æ¨¨ ¬¥å�−¨§¬®¢ á«®¦−ëå å¨¬¨ç¥áª¨å à¥�ªæ¨© −� ®á−®¢�−¨¨ ª¨−¥â¨ç¥áª¨å
¨§¬¥à¥−¨©.

�¡à�â−�ï §�¤�ç� á®áâ®¨â ¢ ®¯à¥¤¥«¥−¨¨ ª®−áâ�−â áª®à®áâ¥© í«¥¬¥−â�à−ëå
áâ�¤¨©, ¢å®¤ïé¨å ¢ ¬¥å�−¨§¬ á«®¦−®© å¨¬¨ç¥áª®© à¥�ªæ¨¨, −� ®á−®¢¥ íªá¯¥à¨-
¬¥−â�«ì−ëå ¤�−−ëå ® ª®−æ¥−âà�æ¨ïå ãç�áâ¢ãîé¨å ¢ à¥�ªæ¨¨ ¢¥é¥áâ¢.

�á−®¢−�ï âàã¤−®áâì | ¨§¬¥à¥−¨î, ª�ª ¯à�¢¨«®, ¤®áâã¯−� â®«ìª® ç�áâì ãç�áâ-
¢ãîé¨å ¢ à¥�ªæ¨¨ ¢¥é¥áâ¢. ‘«¥¤áâ¢¨¥¬ â�ª®© −¥¤®¨−ä®à¬�â¨¢−®áâ¨ ï¢«ï¥âáï
−¥¥¤¨−áâ¢¥−−®áâì à¥è¥−¨ï ®¡à�â−®© §�¤�ç¨.

‚ [1{3] ¯à®¢¥¤¥−® ¤¥â�«ì−®¥ ¬�â¥¬�â¨ç¥áª®¥ ¨áá«¥¤®¢�−¨¥ ¯à®¡«¥¬ë ¨−ä®à-
¬�â¨¢−®áâ¨:

{ ¯à¨¢¥¤¥−� ª«�áá¨ä¨ª�æ¨ï â¨¯®¢ −¥¥¤¨−áâ¢¥−−®áâ¨ à¥è¥−¨ï ®¡à�â−ëå §�¤�ç
å¨¬¨ç¥áª®© ª¨−¥â¨ª¨ ¢ §�¢¨á¨¬®áâ¨ ®â â¨¯� íªá¯¥à¨¬¥−â�;

∗÷�¡®â� ¢ë¯®«−¥−� ¯à¨ ä¨−�−á®¢®© ¯®¤¤¥à¦ª¥ ÷””ˆ ¨ �à�¢¨â¥«ìáâ¢� ÷¥á¯ã¡«¨ª¨ ��èª®à-
â®áâ�− (¯à®¥ªâ 17-47-020068).

1��èª¨àáª¨© £®áã¤�àáâ¢¥−−ë© ã−¨¢¥àá¨â¥â; ˆ−áâ¨âãâ −¥äâ¥å¨¬¨¨ ¨ ª�â�«¨§�,
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2“ä¨¬áª¨© £®áã¤�àáâ¢¥−−ë© −¥äâï−®© â¥å−¨ç¥áª¨© ã−¨¢¥àá¨â¥â, fairusa85@mail.ru
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{ ¯®áâà®¥−� ¬¥â®¤®«®£¨ï �−�«¨§� ¨−ä®à¬�â¨¢−®áâ¨ ª¨−¥â¨ç¥áª¨å ¨§¬¥à¥−¨©
¯à¨ à¥è¥−¨¨ ®¡à�â−ëå §�¤�ç, ¯®§¢®«ïîé�ï ¢ë¤¥«¨âì ç¨á«® ¨ ¢¨¤ −¥§�¢¨-
á¨¬ëå ª®¬¡¨−�æ¨© ª®−áâ�−â áª®à®áâ¥© à¥�ªæ¨©, ¤®¯ãáª�îé¨å ®¤−®§−�ç−®¥
®æ¥−¨¢�−¨¥ ¯® à�§−ë¬ â¨¯�¬ ª¨−¥â¨ç¥áª®£® íªá¯¥à¨¬¥−â�;

{ ¤®ª�§�−®, çâ® ¨§¬¥àï¥¬ë¥ å�à�ªâ¥à¨áâ¨ª¨ ¬¥å�−¨§¬� à¥�ªæ¨¨ ¨−¢�à¨�−â−ë
®â−®á¨â¥«ì−® −¥ª®â®àëå ¯à¥®¡à�§®¢�−¨© ª¨−¥â¨ç¥áª¨å ¯�à�¬¥âà®¢. „®ª�-
§�−®, çâ® íâ¨ ¯à¥®¡à�§®¢�−¨ï ï¢«ïîâáï £àã¯¯®¢ë¬¨ (−¥¯à¥àë¢−ë¬¨ ¨«¨
¤¨áªà¥â−ë¬¨ ¢ §�¢¨á¨¬®áâ¨ ®â â¨¯� íªá¯¥à¨¬¥−â�);

{ ¯®áâà®¥−� ¬¥â®¤®«®£¨ï à¥¤ãªæ¨¨ á¨áâ¥¬ ¤¨ää¥à¥−æ¨�«ì−ëå ãà�¢−¥−¨© å¨-
¬¨ç¥áª®© ª¨−¥â¨ª¨ ª á¨áâ¥¬�¬ ¬¥−ìè¥© à�§¬¥à−®áâ¨ ¯à¨ ãá«®¢¨¨ á®åà�−¥−¨ï
�¤¥ª¢�â−®áâ¨ à¥�«ì−ë¬ ¬�áá¨¢�¬ ¨§¬¥à¥−¨©.

�¥¥¤¨−áâ¢¥−−®áâì à¥è¥−¨ï ®¡à�â−ëå §�¤�ç å¨¬¨ç¥áª®© ª¨−¥â¨ª¨ ¯à¨¢®-
¤¨â ª áãé¥áâ¢®¢�−¨î ®¡«�áâ¥© −¥®¯à¥¤¥«¥−−®áâ¨ ª¨−¥â¨ç¥áª¨å ª®−áâ�−â. �®¤
®¡«�áâìî −¥®¯à¥¤¥«¥−−®áâ¨ ¡ã¤¥¬ ¯®−¨¬�âì â�ªãî ®¡«�áâì, ¢−ãâà¨ ª®â®à®© ¢�-
à¨�æ¨ï ª¨−¥â¨ç¥áª¨å ª®−áâ�−â ¯®§¢®«ï¥â ®¯¨áë¢�âì ª¨−¥â¨ç¥áª¨¥ ¨§¬¥à¥−¨ï
¢ ¯à¥¤¥«�å ¢¥«¨ç¨−ë ¨å ¯®£à¥è−®áâ¨.

‡�¤�ç¥© −�áâ®ïé¥© à�¡®âë ¡ã¤¥â á®§¤�−¨¥ ¬¥â®¤®¢ à�áç¥â� ¨ �−�«¨§� â�ª¨å
®¡«�áâ¥©.

2 Методы

Œ®¤¥«ì ®¯¨áë¢�¥â ¨§¬¥à¥−¨ï ¢ ¯à¥¤¥«�å ¨å â®ç−®áâ¨, ¥á«¨ ¢ë¯®«−ï¥âáï
á«¥¤ãîé�ï á¨áâ¥¬� −¥à�¢¥−áâ¢:

|Cexp − Ccalc| ≤ ε ,

£¤¥ ε | ¢¥ªâ®à ¯à¥¤¥«ì−® ¤®¯ãáâ¨¬®© ¯®£à¥è−®áâ¨ ¨§¬¥à¥−¨© ¯à¨ íªá¯¥à¨¬¥−-
â�«ì−®¬ ®¯à¥¤¥«¥−¨¨ C.

�¥à�¢¥−áâ¢®, ¯à¨¢¥¤¥−−®¥ ¢ íâ®© áâ�âì¥, ¯à¥¤áâ�¢«¥−® ª�ª á¨áâ¥¬� −¥à�-
¢¥−áâ¢. �â� á¨áâ¥¬� −¥à�¢¥−áâ¢ å�à�ªâ¥à¨§ã¥â ¢�à¨�æ¨î íªá¯¥à¨¬¥−â�«ì−ëå
¤�−−ëå ¢ ¯à¥¤¥«�å ¢¥«¨ç¨−ë ¨å ¬�ªá¨¬�«ì−®© ®â−®á¨â¥«ì−®© ¯®£à¥è−®áâ¨ ¨ ¨¬¥-
¥â ¢¨¤:

max
1≤i≤N

|Cexpi − Ccalci |
Cexpi

≤ ε , (1)

£¤¥ ε | ¤®¯ãáâ¨¬�ï ¬�ªá¨¬�«ì−�ï ®â−®á¨â¥«ì−�ï ¯®£à¥è−®áâì íªá¯¥à¨¬¥−â�«ì-
−ëå ¤�−−ëå C.

�¯à¥¤¥«¨¬ ¯® ª�¦¤®© ¨§ ª®−áâ�−â kj (j = 1, . . . ,m) ¨−â¥à¢�« −¥®¯à¥¤¥«¥−-
−®áâ¨ ª�ª −¥ª®â®àë© ®âà¥§®ª

dj = [min kj ,max kj ] , (2)

¢�à¨�æ¨ï kj ¢−ãâà¨ ª®â®à®£® á®åà�−ï¥â á®¢¬¥áâ−®áâì á¨áâ¥¬ë (1).
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ˆ−ä®à¬�â¨¢−®áâì ª¨−¥â¨ç¥áª®£® íªá¯¥à¨¬¥−â� ¨ ®¡«�áâ¨ −¥®¯à¥¤¥«¥−−®áâ¨ ¯�à�¬¥âà®¢

�®áâ�−®¢ª� §�¤�ç ®¯à¥¤¥«¥−¨ï ¨−â¥à¢�«®¢ (2) ¯à¨ ãá«®¢¨¨ ã¤®¢«¥â¢®à¥−¨ï
á¨áâ¥¬ë ®£à�−¨ç¥−¨© (1) ¯à¨−�¤«¥¦¨â á®§¤�â¥«î «¨−¥©−®£® ¯à®£à�¬¬¨à®¢�−¨ï
‹. ‚. Š�−â®à®¢¨çã ¨ ¨§«®¦¥−� ¢ ¥£® ¤®ª«�¤¥ ‘¨¡¨àáª®¬ã ¬�â¥¬�â¨ç¥áª®¬ã
®¡é¥áâ¢ã ¢ 1962 £. [4].

‘ãé¥áâ¢¥−−ë¬ ï¢«ï¥âáï â®â ä�ªâ, çâ® á�¬� íâ� ¯®áâ�−®¢ª� ï¢¨«�áì −®-
¢ë¬ á«®¢®¬ ¢ â¥®à¨¨ ¬�â¥¬�â¨ç¥áª®© ®¡à�¡®âª¨ íªá¯¥à¨¬¥−â�. Š«�áá¨ç¥áª�ï
¯®áâ�−®¢ª� §�¤�ç ¬�â¥¬�â¨ç¥áª®© ®¡à�¡®âª¨ íªá¯¥à¨¬¥−â� ¢®áå®¤¨â ª à�¡®â�¬
‹¥¦�−¤à� ¨ ƒ�ãáá� ¨ á®áâ®¨â ¢ ¯®¨áª¥ â�ª¨å §−�ç¥−¨© ¯�à�¬¥âà®¢ ¬�â¥¬�â¨ç¥-
áª®£® ®¯¨á�−¨ï, ¯à¨ ª®â®àëå ¬¨−¨¬¨§¨àã¥âáï ª�ª®©-«¨¡® ªà¨â¥à¨© á®®â¢¥âáâ¢¨ï
à�áç¥â� ¨§¬¥à¥−¨ï¬, −�¯à¨¬¥à áã¬¬� ª¢�¤à�â®¢ ®âª«®−¥−¨© íªá¯¥à¨¬¥−â�«ì−®
¨§¬¥à¥−−ëå ¨ à�ááç¨â�−−ëå ¯® ¬®¤¥«¨ ¢¥«¨ç¨−. ’�ª®© á¯®á®¡ è¨à®ª® ¨§¢¥áâ¥−
ª�ª ¬¥â®¤ −�¨¬¥−ìè¨å ª¢�¤à�â®¢. ‚ ®á−®¢¥ íâ®£® ¬¥â®¤� «¥¦¨â ¨ ¢¥à®ïâ−®áâ−�ï
á®áâ�¢«ïîé�ï. ‚ á«ãç�¥ ¥á«¨ ¯®£à¥è−®áâì íªá¯¥à¨¬¥−â� à�á¯à¥¤¥«¥−� ¯® §−�-
¬¥−¨â®¬ã −®à¬�«ì−®¬ã §�ª®−ã, §−�ç¥−¨ï ¯�à�¬¥âà®¢, à�ááç¨â�−−ë¥ −� ®á−®¢¥
¬¥â®¤� −�¨¬¥−ìè¨å ª¢�¤à�â®¢, ï¢«ïîâáï ¢ −¥ª®â®à®¬ á¬ëá«¥ −�¨¡®«¥¥ ¢¥à®ïâ-
−ë¬¨.

‚®¯à®á á®áâ®¨â ¢ â®¬, −�áª®«ìª® ®¡®á−®¢�−−® ¯à¨−¨¬�âì £¨¯®â¥§ã ® −®à¬�«ì-
−®áâ¨ à�á¯à¥¤¥«¥−¨ï ¯®£à¥è−®áâ¨ ¨§¬¥à¥−¨©. …é¥ ¢ −�ç�«¥ XX ¢. §−�¬¥−¨âë©
¬�â¥¬�â¨ª �ã�−ª�à¥ ®áâà®ã¬−® ¯®èãâ¨« ¯® íâ®¬ã ¯®¢®¤ã: úŠ�¦¤ë© ¢¥à¨â
¢ íªá¯®−¥−æ¨�«ì−ë© §�ª®− ¯®-á¢®¥¬ã: ¬�â¥¬�â¨ª | ¯®â®¬ã çâ® áç¨â�¥â, çâ®
§�ª®− ¯®¤â¢¥à¦¤�¥âáï −�¡«î¤¥−¨ï¬¨, íªá¯¥à¨¬¥−â�â®à áç¨â�¥â, çâ® ®− á«¥¤ã¥â
¨§ ¬�â¥¬�â¨ç¥áª¨å à�ááã¦¤¥−¨©û. �� á�¬®¬ ¤¥«¥ ãáâ�−®¢«¥−¨¥ §�ª®−� à�á¯à¥¤¥-
«¥−¨ï ¯®£à¥è−®áâ¨ | ®ç¥−ì âàã¤®¥¬ª�ï ¨ á®¢¥àè¥−−® á�¬®áâ®ïâ¥«ì−�ï §�¤�ç�.
�−� á¢®¤¨âáï ª ¬−®£®ªà�â−®¬ã ¢®á¯à®¨§¢®¤áâ¢ã íªá¯¥à¨¬¥−â� ¢ ®¤−¨å ¨ â¥å ¦¥
ãá«®¢¨ïå, çâ® ¯à�ªâ¨ç¥áª¨ −¥à¥�«ì−® ¤«ï ¤®áâ�â®ç−® á«®¦−ëå á¨áâ¥¬. ��¬
¯à�ªâ¨ç¥áª¨ −¥¨§¢¥áâ−ë à¥�«ì−ë¥ ª¨−¥â¨ç¥áª¨¥ ª�â�«¨â¨ç¥áª¨¥ á¨áâ¥¬ë, ¤«ï
ª®â®àëå ¯à®¢®¤¨«¨áì á¥àì¥§−ë¥ ¨áá«¥¤®¢�−¨ï ¯® ãáâ�−®¢«¥−¨î §�ª®−� à�á¯à¥-
¤¥«¥−¨ï ¯®£à¥è−®áâ¨ ª¨−¥â¨ç¥áª¨å ¨§¬¥à¥−¨©.

‚ â® ¦¥ ¢à¥¬ï ¯®áâ�−®¢ª� §�¤�ç¨ ®¡à�¡®âª¨ íªá¯¥à¨¬¥−â�, ª�ª ®−� á¤¥«�−�
Š�−â®à®¢¨ç¥¬, −¥ âà¥¡ã¥â §−�−¨ï ¨−ä®à¬�æ¨¨ ® áâ�â¨áâ¨ç¥áª¨å á¢®©áâ¢�å à�á-
¯à¥¤¥«¥−¨ï ¯®£à¥è−®áâ¨ ¨§¬¥à¥−¨©. ‚¥«¨ç¨−ë εj ¢ á¨áâ¥¬¥ −¥à�¢¥−áâ¢ (1) ¥áâì
å�à�ªâ¥à¨áâ¨ª¨ ¯à¥¤¥«ì−® ¤®¯ãáâ¨¬®© ¯®£à¥è−®áâ¨ íªá¯¥à¨¬¥−â�. ˆ−ä®à¬�-
æ¨ï ® ¢¥«¨ç¨−¥ ¯à¥¤¥«ì−® ¤®¯ãáâ¨¬®© ¯®£à¥è−®áâ¨, ª�ª ¯à�¢¨«®, ¯à¨áãâáâ¢ã¥â
ã íªá¯¥à¨¬¥−â�â®à�. ˆ â®£¤� ¢ë¯®«−¥−¨¥ ãá«®¢¨© (1) ®§−�ç�¥â, çâ® ¬®¤¥«ì ®¯¨áë-
¢�¥â ¨§¬¥à¥−¨ï ¢ ¯à¥¤¥«�å, ®¡ãá«®¢«¥−−ëå ¢¥«¨ç¨−®© ¬�ªá¨¬�«ì−® ¤®¯ãáâ¨¬®©
¯®£à¥è−®áâ¨ ¨§¬¥à¥−¨©, çâ® á®¢¥àè¥−−® ¥áâ¥áâ¢¥−−®.

Œ¥â®¤ Š�−â®à®¢¨ç� ¡ë« à�§¢¨â �¢â®à�¬¨ áâ�âì¨ ¯à¨¬¥−¨â¥«ì−® ª à¥è¥-
−¨î ®¡à�â−ëå §�¤�ç å¨¬¨ç¥áª®© ª¨−¥â¨ª¨ [3, 5, 6] ¨ �−�«¨§ã ¯à®¡«¥¬ë ¢ë¡®à�
®¯â¨¬�«ì−®© áâàãªâãàë ª�â�«¨â¨ç¥áª®© á¨áâ¥¬ë [7]. ‚ à�¡®â�å [8{12] ¨¤¥ï
Š�−â®à®¢¨ç� ¨á¯®«ì§ã¥âáï ¢ ¯à¨«®¦¥−¨¨ ª å¥¬®¬¥âà¨ª¥.

�â¬¥â¨¬ ®¤−ã ¨−â¥à¥á−ãî ®á®¡¥−−®áâì, ¢ëï¢«¥−−ãî ¢ å®¤¥ à¥è¥−¨ï ®¡à�â-
−ëå §�¤�ç å¨¬¨ç¥áª®© ª¨−¥â¨ª¨ | ¨¤¥−â¨ä¨ª�æ¨¨ ª®−áâ�−â áª®à®áâ¥© áâ�¤¨©
¢ ¬−®£®áâ�¤¨©−ëå ¬¥å�−¨§¬�å á«®¦−ëå à¥�ªæ¨©. �¢â®àë −¥ à�§ áâ�«ª¨¢�«¨áì
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á á¨âã�æ¨¥©, ª®£¤� ¬¨−¨¬ã¬ ¯® ç�áâ¨ ª®−áâ�−â ®ª�§ë¢�«áï à�¢−ë¬ −ã«î. �â®
®§−�ç�¥â, çâ® §�¤�−−ë© ¬�áá¨¢ ¨§¬¥à¥−¨© ¬®¦−® ®¯¨á�âì ¡¥§ ¨á¯®«ì§®¢�−¨ï
á®®â¢¥âáâ¢ãîé¥© ª®−áâ�−âë. ˆ−ë¬¨ á«®¢�¬¨, ¨−ä®à¬�æ¨ï −¥ ¯®§¢®«ï¥â ¨¤¥−â¨-
ä¨æ¨à®¢�âì ¤�−−ãî áâ�¤¨î. �â® −¥ ®§−�ç�¥â, çâ® á®®â¢¥âáâ¢ãîé�ï áâ�¤¨ï ¨¤¥â
¨«¨ −¥ ¨¤¥â. �â® ®§−�ç�¥â â®«ìª® â®, çâ® ®−� −¥ ®¡¥á¯¥ç¥−� ¨−ä®à¬�æ¨¥© ¤«ï
á¢®¥£® ®¯à¥¤¥«¥−¨ï. ‡�¤�−−ë© ¬�áá¨¢ íªá¯¥à¨¬¥−â� −¥ ¨−ä®à¬�â¨¢¥− á â®çª¨
§à¥−¨ï ®¯à¥¤¥«¥−¨ï á®®â¢¥âáâ¢ãîé¥© ª®−áâ�−âë, � §−�ç¨â, ¨ ¨¤¥−â¨ä¨ª�æ¨¨
á®®â¢¥âáâ¢ãîé¥© áâ�¤¨¨ ¬¥å�−¨§¬� à¥�ªæ¨¨. ‘à�§ã ¢®§−¨ª�¥â ¢®¯à®á ® ¯«�−¨à®-
¢�−¨¨ á¯¥æ¨�«ì−ëå ¨§¬¥à¥−¨©, ª®â®àë¥ ¯®§¢®«ïâ ®¯à¥¤¥«¨âì á®®â¢¥âáâ¢ãîéãî
ª®−áâ�−âã á §�¤�−−ë¬ ãà®¢−¥¬ â®ç−®áâ¨.

�à¨−æ¨¯¨�«ì−®© ®á®¡¥−−®áâìî ¬¥â®¤� Š�−â®à®¢¨ç� ï¢«ï¥âáï ¨ â®â ä�ªâ,
çâ®, ®¯¨à�ïáì −� ¨¤¥¨ ¬�â¥¬�â¨ç¥áª®£® ¯à®£à�¬¬¨à®¢�−¨ï, ®− ¯®§¢®«ï¥â ¨á-
¯®«ì§®¢�âì ¯à¨ �−�«¨§¥ ¨−ä®à¬�â¨¢−®áâ¨ ¨§¬¥à¥−¨© à¥è¥−¨ï á®¯àï¦¥−−®© (¨«¨
¤¢®©áâ¢¥−−®© ¢ â¥à¬¨−®«®£¨¨ «¨−¥©−®£® ¯à®£à�¬¬¨à®¢�−¨ï) §�¤�ç¨. ÷¥è¥−¨ï
á®¯àï¦¥−−®© §�¤�ç¨ ¯®§¢®«ïîâ ¢ë¤¥«¨âì ¨§ ¡®«ìè®£® ¬�áá¨¢� íªá¯¥à¨¬¥−â�
â®çª¨, ®¯à¥¤¥«ïîé¨¥ §−�ç¥−¨ï ¬¨−¨¬ã¬� ¨ ¬�ªá¨¬ã¬� ¯® ª�¦¤®© ¨§ ª®−-
áâ�−â. ˆ ¢ á«ãç�¥, ¥á«¨ ¨−â¥à¢�« dj ¯® ª�ª®©-«¨¡® ¨§ ª®−áâ�−â ®ª�§ë¢�¥âáï
á«¨èª®¬ ¢¥«¨ª, �−�«¨§ à¥è¥−¨ï á®¯àï¦¥−−®© §�¤�ç¨ ¯®§¢®«ï¥â ¯®áâà®¨âì ¯«�−
¨§¬¥à¥−¨© (ãá«®¢¨ï −®¢ëå íªá¯¥à¨¬¥−â®¢ ¨ ¨å â®ç−®áâì) á æ¥«ìî ã¬¥−ìè¥−¨ï
¨−â¥à¢�«� ¤® ¢¥«¨ç¨−ë, ®¯à¥¤¥«ï¥¬®© −¥ª®â®àë¬¨ ¤®¯®«−¨â¥«ì−ë¬¨ âà¥¡®¢�-
−¨ï¬¨.

’�ª¨¬ ®¡à�§®¬, ¨−â¥à¢�« −¥®¯à¥¤¥«¥−−®áâ¨ dj ¯® ¯�à�¬¥âàã kj, §�¤�¢�-
¥¬ë© (2), ¥áâì −¥ª®â®àë© ®âà¥§®ª, ¢−ãâà¨ ª®â®à®£® ¢ë¯®«−ï¥âáï −¥à�¢¥−áâ¢® (1),
â. ¥. ¢ ¯à¥¤¥«�å ª®â®à®£® ª¨−¥â¨ç¥áª�ï ¬®¤¥«ì −¥ ¯à®â¨¢®à¥ç¨â ¨§¬¥à¥−¨ï¬.
‚¥ªâ®à d = (d1, . . . , dm) å�à�ªâ¥à¨§ã¥â áâ¥¯¥−ì −¥®¯à¥¤¥«¥−−®áâ¨ ª�¦¤®£® ¨§
¨áª®¬ëå ¯�à�¬¥âà®¢, ¢ë§¢�−−ãî ¯®£à¥è−®áâìî ¨§¬¥à¥−¨©. ‘ ¯®¬®éìî íâ®£®
¢¥ªâ®à� ¬®¦−® ®¯à¥¤¥«¨âì, ª�ª�ï â®ç−®áâì ¨§¬¥à¥−¨© ¨ ¢ ª�ª¨å â®çª�å −¥®¡å®-
¤¨¬�, çâ®¡ë áâ¥¯¥−ì −¥®¯à¥¤¥«¥−−®áâ¨ ¢ ¯�à�¬¥âà�å −¥ ¯à¥¢®áå®¤¨«� §�¤�−−®©
¢¥«¨ç¨−ë.

�®¤ ¬−®£®¬¥à−®© ®¡«�áâìî −¥®¯à¥¤¥«¥−−®áâ¨ ¡ã¤¥¬ ¯®−¨¬�âì ¬−®¦¥áâ¢®
â®ç¥ª | §−�ç¥−¨ï ª¨−¥â¨ç¥áª¨å ª®−áâ�−â, ¢ ª�¦¤®© ¨§ ª®â®àëå ¯à¨ ç¨á«¥−-
−®¬ ¬®¤¥«¨à®¢�−¨¨ ¯à®â¥ª�−¨ï à¥�ªæ¨¨ ¢ë¯®«−ï¥âáï á®®â−®è¥−¨¥ (1). ’�ª¨¬
®¡à�§®¬, ª�¦¤�ï â®çª� ®¡«�áâ¨ −¥®¯à¥¤¥«¥−−®áâ¨ á®®â¢¥âáâ¢ã¥â ¥¤¨−áâ¢¥−−®¬ã
−�¡®àã ª®−áâ�−â ¤«ï ¢á¥å à¥�ªæ¨©. ÷¥è¨¢ á ¤�−−ë¬ −�¡®à®¬ ª®−áâ�−â ¯àï-
¬ãî ª¨−¥â¨ç¥áªãî §�¤�çã ®¯à¥¤¥«¥−¨ï ª®−æ¥−âà�æ¨© ¢¥é¥áâ¢, −�å®¤¨¬ −¥¢ï§ªã
¬¥¦¤ã à�ááç¨â�−−ë¬¨ ª®−æ¥−âà�æ¨ï¬¨ ¯à¨ ¬®¤¥«¨à®¢�−¨¨ ¨ íªá¯¥à¨¬¥−â�«ì-
−ë¬¨ ¤�−−ë¬¨. �â� −¥¢ï§ª� ¯® ®¯à¥¤¥«¥−¨î ¤®«¦−� ¡ëâì ¬¥−ìè¥ ¤®¯ãáâ¨¬®©
¬�ªá¨¬�«ì−®© ¯®£à¥è−®áâ¨ εj.

’�ª¨¬ ®¡à�§®¬, ¥á«¨ ª¨−¥â¨ç¥áª�ï ¬®¤¥«ì à¥�ªæ¨¨ ¢ª«îç�¥âm ª¨−¥â¨ç¥áª¨å
ª®−áâ�−â, ®¡«�áâì −¥®¯à¥¤¥«¥−−®áâ¨ ¡ã¤¥â m-¬¥à−®©. �ã¤¥¬ áâ�¢¨âì ¯¥à¥¤ á®¡®©
§�¤�çã −�å®¦¤¥−¨ï ¨−â¥à¢�«®¢ −¥®¯à¥¤¥«¥−−®áâ¨ ¨ ¤¢ã¬¥à−ëå ¯à®¥ªæ¨© ®¡«�áâ¨
−¥®¯à¥¤¥«¥−−®áâ¨ −� ¯«®áª®áâì ¯® ¯�à¥ ª¨−¥â¨ç¥áª¨å ª®−áâ�−â.
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ˆ−ä®à¬�â¨¢−®áâì ª¨−¥â¨ç¥áª®£® íªá¯¥à¨¬¥−â� ¨ ®¡«�áâ¨ −¥®¯à¥¤¥«¥−−®áâ¨ ¯�à�¬¥âà®¢

3 Алгоритм нахождения интервалов и областей неопределенности

‘ãé¥áâ¢ã¥â −¥¡®«ìè®¥ ç¨á«® ¬¥â®¤®¢ ®¯à¥¤¥«¥−¨ï ¨−â¥à¢�«®¢ −¥®¯à¥¤¥-
«¥−−®áâ¨. ��¯à¨¬¥à, ¬¥â®¤ ¯¥à¥¡®à�, ª®â®àë© ï¢«ï¥âáï á�¬ë¬ ¯à®áâë¬, −®
¨ á�¬ë¬ ¬¥¤«¥−−ë¬. …£® −¥¤®áâ�â®ª | −¥®¡å®¤¨¬®áâì ¡®«ìè®£® ®¡ê¥¬� ¢ë-
ç¨á«¥−¨© §−�ç¥−¨© äã−ªæ¨¨ ¬¨−¨¬¨§�æ¨¨. ‚ ¤�−−®© à�¡®â¥ à�áá¬�âà¨¢�¥âáï
¬¥â®¤, ®á−®¢�−−ë© −� ¨¤¥¥ ‹. ‚. Š�−â®à®¢¨ç�.

‘â�¢¨âáï §�¤�ç�: ¤«ï ª�¦¤®© ª®−áâ�−âë −�©â¨ ¨−â¥à¢�« −¥®¯à¥¤¥«¥−−®áâ¨
(â®ç−¥¥, ¥£® £à�−¨æë). „«ï ®¯à¥¤¥«¥−¨ï ¨−â¥à¢�«� ¯® ª®−áâ�−â¥ kj −¥®¡å®¤¨¬®
−�©â¨min kj ¨max kj ¯à¨ ¢ë¯®«−¥−¨¨ ®£à�−¨ç¥−¨ï (1).

�à¨ ¯®¨áª¥ ¯à®¨áå®¤¨â ®¤−®¢à¥¬¥−−®¥ à¥è¥−¨¥ ¯àï¬®© ª¨−¥â¨ç¥áª®© §�¤�ç¨
á ®¯à¥¤¥«¥−−ë¬ −�¡®à®¬ ª®−áâ�−â ¨ ¯à®¢¥àª� ã¤®¢«¥â¢®à¥−¨ï −�©¤¥−−ëå §−�-
ç¥−¨© ª®−æ¥−âà�æ¨© −¥à�¢¥−áâ¢ã (1). …á«¨ −�©¤¥−−ë¥ §−�ç¥−¨ï ª®−æ¥−âà�æ¨©
ã¤®¢«¥â¢®àïîâ −¥à�¢¥−áâ¢ã, â® ¤�−−ë© −�¡®à ª®−áâ�−â á®¤¥à¦¨âáï ¢ ¨áª®¬®¬
¨−â¥à¢�«¥ −¥®¯à¥¤¥«¥−−®áâ¨.

—â®¡ë −�©â¨ £à�−¨æã ¨áª®¬®£® ¨−â¥à¢�«� dj, −ã¦−® ¢§ïâì ®¯à¥¤¥«¥−−ë©
−�¡®à ª®−áâ�−â ¨ §�ä¨ªá¨à®¢�âì ¢á¥ ª®−áâ�−âë, ªà®¬¥ ®¤−®©, −�¯à¨¬¥à kj.
��¡®à ª®−áâ�−â ®¯à¥¤¥«ï¥âáï ¨§ à¥è¥−¨ï ®¡à�â−®© §�¤�ç¨, â. ¥. ®¯à¥¤¥«¥−¨ï
ª�ª®©-−¨¡ã¤ì ®¤−®© â®çª¨, ã¤®¢«¥â¢®àïîé¥© (1).

÷�áá¬�âà¨¢�¥âáï á«¥¤ãîé¨© �«£®à¨â¬ −�å®¦¤¥−¨ï ¨−â¥à¢�«� −¥®¯à¥¤¥«¥−-
−®áâ¨ ¯® ª®−áâ�−â¥ kj.

‚ ª�ç¥áâ¢¥ −�ç�«ì−®£® ¯à¨¡«¨¦¥−¨ï à�áá¬�âà¨¢�¥âáï ª�ª®¥-−¨¡ã¤ì §−�ç¥-
−¨¥ ª®−áâ�−â, ã¤®¢«¥â¢®àïîé¥¥ (1). ’�ª®¥ §−�ç¥−¨¥ ¬®¦¥â ¡ëâì −�©¤¥−® ¯ãâ¥¬
¬¨−¨¬¨§�æ¨¨ ª�ª®£®-«¨¡® ªà¨â¥à¨ï á®®â¢¥âáâ¢¨ï à�áç¥â� ¨§¬¥à¥−¨ï¬. �ãáâì −�-
ç�«ì−�ï â®çª� (k01 , . . . , k

0
m) −�©¤¥−�. ‚®§ì¬¥¬ −�ç�«ì−®¥ §−�ç¥−¨¥ è�£� h0. „«ï

−�å®¦¤¥−¨ï ¨áª®¬®£® ¨−â¥à¢�«� ¤«ï j-© ª®−áâ�−âë ®¯à¥¤¥«¨¬ max kj (�«£®à¨â¬
−�å®¦¤¥−¨ïmin kj â®â ¦¥ á�¬ë©, â®«ìª® è�£ á«¥¤ã¥â ¢§ïâì á® §−�ª®¬ ¬¨−ãá). „®-
¡�¢¨¢ ª k0j è�£ h0, ¯®«ãç¨¬ á«¥¤ãîé¨© −�¡®à ª®−áâ�−â: (k01 , . . . , k

0
j +h0, . . . , k

0
m).

’¥¯¥àì á ¨¬¥îé¨¬áï −�¡®à®¬ ª®−áâ�−â à¥è�¥¬ ¯àï¬ãî §�¤�çã ¨ ¯à®¢¥àï¥¬ á®-
¢¬¥áâ−®áâì −¥à�¢¥−áâ¢� (1). ‚ á«ãç�¥ ã¤®¢«¥â¢®à¥−¨ï −¥à�¢¥−áâ¢ã â®çª� k0j + h0
¯à¨−�¤«¥¦¨â ¨áª®¬®¬ã ¨−â¥à¢�«ã ¨ ¬®¦−® ¯à®¤®«¦�âì ¤¢¨£�âìáï ¢ ¯à�¢ãî
áâ®à®−ã (¢ á«ãç�¥ ¯®¨áª� max kj ). …á«¨ â®çª� k0j + h0 −¥ ã¤®¢«¥â¢®àï¥â −¥à�¢¥−-

áâ¢ã (1), â® ã¬¥−ìè�¥¬ è�£ ¢ 2 à�§�: h1 = h0/2| ¨, ¤®¡�¢«ïï ¥£® ª k0j , ¯®«ãç�¥¬

−®¢ë© −�¡®à ª®−áâ�−â (k01 , . . . , k
0
j + h1, . . . , k

0
m). ‘ ¯®«ãç¥−−ë¬ −�¡®à®¬ ª®−-

áâ�−â à¥è�¥¬ ¯àï¬ãî §�¤�çã ¨ ¯à®¢¥àï¥¬ á®¢¬¥áâ−®áâì −¥à�¢¥−áâ¢� (1). „�−−ë©
¯à®æ¥áá ¯à®¤®«¦�¥¬ ¤® â¥å ¯®à, ¯®ª� −¥ ¯®«ãç¨âáï è�£ á âà¥¡ã¥¬®© â®ç−®áâìî.
’¥¬ á�¬ë¬ ®¯à¥¤¥«ïîâáï £à�−¨æë ¨−â¥à¢�«� −¥®¯à¥¤¥«¥−−®áâ¨. �−�«®£¨ç−�ï
¯à®æ¥¤ãà� ¯®¨áª� ¯à¨¬¥−ï¥âáï ¨ ¤«ï ®áâ�«ì−ëå ª®−áâ�−â áª®à®áâ¥©.

�«£®à¨â¬ −�å®¦¤¥−¨ï ®¡«�áâ¥© −¥®¯à¥¤¥«¥−−®áâ¨ ¯à¥¤áâ�¢«¥− −� à¨á. 1.
Š¨−¥â¨ç¥áª�ï à¥�ªæ¨ï ¬®¦¥â ¡ëâì ®¯¨á�−� á¨áâ¥¬®© −¥«¨−¥©−ëå ¤¨ää¥-

à¥−æ¨�«ì−ëå ãà�¢−¥−¨© á §�¤�−−ë¬¨ −�ç�«ì−ë¬¨ ãá«®¢¨ï¬¨. �¥¨§¢¥áâ−ë¬¨
¢ §�¤�ç¥ ï¢«ïîâáï ª®−áâ�−âë áª®à®áâ¥© í«¥¬¥−â�à−ëå à¥�ªæ¨© (k1, k2, . . . , kz).
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÷¨á. 1 �®¨áª ¨−â¥à¢�«� −¥®¯à¥¤¥«¥−−®áâ¨. ’®çª� kj á®®â¢¥âáâ¢ã¥â íªáâà¥¬ã¬ã æ¥«¥¢®©
äã−ªæ¨¨; ε1, ε2 ¨ ε3 á®®â¢¥âáâ¢ãîâ ®â−®á¨â¥«ì−®© ¯®£à¥è−®áâ¨, ¯à¨ç¥¬ ε1 < ε2 < ε3

‡�¤�ç� ®¯à¥¤¥«¥−¨ï ®¡«�áâ¨ −¥®¯à¥¤¥«¥−−®áâ¨ à�§¡¨¢�¥âáï −� ¤¢¥ ¯®¤§�-
¤�ç¨.

�¥à¢�ï ¯®¤§�¤�ç�. ��å®¦¤¥−¨¥ å®âï ¡ë ®¤−®£® −�¡®à� ª®−áâ�−â, ã¤®¢«¥-
â¢®àïîé¥£® −¥à�¢¥−áâ¢ã (1).

„«ï íâ®£® −¥®¡å®¤¨¬® à¥è¨âì §�¤�çã ¬¨−¨¬¨§�æ¨¨ ªà¨â¥à¨ï á®®â¢¥âáâ¢¨ï
à�áç¥â−ëå ¨ íªá¯¥à¨¬¥−â�«ì−ëå ¤�−−ëå (1). ÷¥§ã«ìâ�â®¬ à¥è¥−¨ï íâ®© §�-
¤�ç¨ ï¢«ïîâáï §−�ç¥−¨ï ¢¥«¨ç¨− k01 , k

0
2 , . . . , k

0
z , á®®â¢¥âáâ¢ãîé¨¥ −�¨«ãçè¥¬ã

(¢ −¥ª®â®à®¬ á¬ëá«¥) ¯à¨¡«¨¦¥−¨î ª à¥�«ì−ë¬ ª®−áâ�−â�¬. …á«¨ ¦¥ ¯à¨ ¯®¤-
áâ�−®¢ª¥ íâ¨å ª®−áâ�−â ¢ á¨áâ¥¬ã ¤¨ää¥à¥−æ¨�«ì−ëå ãà�¢−¥−¨© ¨ −�å®¦¤¥−¨¨
à�áç¥â−ëå §−�ç¥−¨© ª®−æ¥−âà�æ¨© ª®¬¯®−¥−â®¢ ®−¨ −¥ ã¤®¢«¥â¢®àïîâ á¨áâ¥¬¥
−¥à�¢¥−áâ¢, â® íâ® ¬®¦¥â ®§−�ç�âì, çâ® ¡ë«¨ ¢§ïâë á«¨èª®¬ ¬�«¥−ìª¨¥ §−�ç¥−¨ï
¯®£à¥è−®áâ¨ εj.

‚â®à�ï ¯®¤§�¤�ç�. ‡�¤�ç� −�å®¦¤¥−¨ï ®¡«�áâ¨ ¡ë«� ¯®áâ�¢«¥−� ª�ª §�¤�ç�
−�å®¦¤¥−¨ï ¯à®¥ªæ¨© ¬−®£®¬¥à−®© ®¡«�áâ¨ −� ¤¢ã¬¥à−ãî ¯«®áª®áâì ¯® ¯�à¥
ª¨−¥â¨ç¥áª¨å ª®−áâ�−â. ’�ª¨¬ ®¡à�§®¬, ®¡«�áâì ¯à¥¤áâ�¢«ï¥â á®¡®© ¬−®¦¥-
áâ¢® §−�ç¥−¨© ¯�àë ª®−áâ�−â (kx, ky ) ¯à¨ ä¨ªá¨à®¢�−−ëå ®áâ�«ì−ëå ª®−áâ�−â�å.
„«ï −�å®¦¤¥−¨ï ¯à®¥ªæ¨¨ ®¡«�áâ¨ −¥®¯à¥¤¥«¥−−®áâ¨, ª�¦¤�ï â®çª� ª®â®à®©
ã¤®¢«¥â¢®àï¥â á¨áâ¥¬¥ −¥à�¢¥−áâ¢, ¨á¯®«ì§ã¥âáï ¯¥à¥¡®à, ®à£�−¨§®¢�−−ë© á«¥-
¤ãîé¨¬ ®¡à�§®¬. �®á«¥ à¥è¥−¨ï ¯¥à¢®© ¯®¤§�¤�ç¨ ®¡à�§ã¥âáï −�¡®à ª®−áâ�−â,
ã¤®¢«¥â¢®àïîé¨© á¨áâ¥¬¥ −¥à�¢¥−áâ¢, � á«¥¤®¢�â¥«ì−®, ¯à¨−�¤«¥¦�é¨© ¨áª®-
¬®© ®¡«�áâ¨, ¤®¯ãáâ¨¬ (k01 , k

0
2 , . . . , k

0
x, . . . , k

0
y , . . . , k

0
z ). �â®â −�¡®à ¡ã¤¥â á«ã¦¨âì

−�ç�«ì−®© â®çª®© ¯®¨áª�. ‡�ä¨ªá¨àã¥¬ ¢á¥ ª®−áâ�−âë, ªà®¬¥ kx ¨ ky. ’¥¯¥àì
§�ä¨ªá¨àã¥¬ ®¤−ã ¨§ íâ¨å ¤¢ãå ª®−áâ�−â, ¤®¯ãáâ¨¬ kx. „�«¥¥ −�©¤¥¬ ¨−â¥à¢�«
−¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï ª®−áâ�−âë ky, ª�ª íâ® ¡ë«® ¯®ª�§�−® ¢ëè¥. �®á«¥ íâ®£®
¢¬¥áâ® ª®−áâ�−âë kx ¢®§ì¬¥¬ ª®−áâ�−âã kx + h, ¤«ï ª®â®à®© ®¯ïâì ®¯à¥¤¥«¨¬
¨−â¥à¢�« −¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï ky. �ã¤¥¬ ¯à®¤®«¦�âì íâã ¯à®æ¥¤ãàã ¤® â¥å
¯®à, ¯®ª� −¥ ¤®áâ¨£−¥¬ ¯à�¢®© £à�−¨æë ®¡«�áâ¨. ‡�â¥¬ ¤«ï −�å®¦¤¥−¨ï «¥¢®©
£à�−¨æë ¯®¢â®àï¥¬ âã ¦¥ ¯à®æ¥¤ãàã, â®«ìª® ¢¬¥áâ® è�£� h ¡¥à¥¬ −h. ’�ª¨¬
®¡à�§®¬ ¡ã¤¥â ¯®«ãç¥−� ¨áª®¬�ï ®¡«�áâì −¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï ¯�àë ª®−áâ�−â
(kx, ky).
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4 Примеры нахождение интервалов и областей неопределенности

4.1 Поликонденсация аспарагиновой кислоты

‚ ª�ç¥áâ¢¥ ¯à¨¬¥à� ¬®¦−® ¯à¨¢¥áâ¨ −�å®¦¤¥−¨¥ ¨−â¥à¢�«®¢ ¨ ®¡«�áâ¥©
−¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï à¥�ªæ¨¨ ¯®«¨ª®−¤¥−á�æ¨¨ �á¯�à�£¨−®¢®© ª¨á«®âë [13].

Š¨−¥â¨ç¥áª�ï áå¥¬� ®¡é¥© à¥�ªæ¨¨ á®áâ®¨â ¨§ ¤¢ãå ç�áâ¥©, ª�¦¤�ï ¨§ ª®-
â®àëå ¢ª«îç�¥â âà¨ à¥�ªæ¨¨. ÷¥�ªæ¨ï ¯®«¨ª®−¤¥−á�æ¨¨ ¯à®å®¤¨â −¥§�¢¨á¨¬®
¢ ¤¢ãå §®−�å ¬�âà¨æë (â�¡«. 1). ‡¤¥áì A | ¨áå®¤−ë© ¬®−®¬¥à; B | ¢®¤�,
¢ë¤¥«ïîé�ïáï ¢® ¢á¥å ¯à®¨áå®¤ïé¨å à¥�ªæ¨ïå; C | �¢â®ª�â�«¨§¨àãîé¨© ¯à®-
¬¥¦ãâ®ç−ë© ¯à®¤ãªâ: ¤¨¬¥à, âà¨¬¥à ¨ â. ¤.; D | ª®−¥ç−ë© ¯à®¤ãªâ; ¯�à�¬¥âà α
®âà�¦�¥â ¤®«î ¨áå®¤−®£® ¬®−®¬¥à� ¤«ï §®−.

’�¡«¨æ� 1 Š¨−¥â¨ç¥áª�ï áå¥¬� à¥�ªæ¨¨ ¯®«¨ª®−¤¥−á�æ¨¨
�á¯�à�£¨−®¢®© ª¨á«®âë

‡®−� •¨¬¨ç¥áª�ï à¥�ªæ¨ï ‘ª®à®áâì áâ�¤¨¨

�¥à¢�ï

αA → B1 + C1
αA+ C1 → B1 + C1

C1 → D1 +B1

w1 = k1αA

w2 = k2αAC1
w3 = k3C1

‚â®à�ï

(1− α)A → B2 + C2
(1− α)A + C2 → B2 + C2

C2 → D2 +B2

w4 = k4(1− α)A

w5 = k5(1− α)AC2
w6 = k6C2

‘ã¬¬�à−®¥ ¯à¥¢à�é¥−¨¥ ¨¤¥â ¢ ¤¢¥ áâ�¤¨¨. �¥à¢�ï | á®¡áâ¢¥−−® ¯®«¨-
ª®−¤¥−á�æ¨ï, ª®â®à�ï ¯à¨¢®¤¨â ª à®áâã ¬®«¥ªã«ïà−®© ¬�ááë | à¥�«¨§ã¥âáï
¢ ¢¨¤¥ ¤¢ãå ¯�à�««¥«ì−ëå à¥�ªæ¨© á ¢ë¤¥«¥−¨¥¬ ¢®¤ë ¢ ª�ç¥áâ¢¥ ¯®¡®ç−®£®
¯à®¤ãªâ�: (1) ¯àï¬®£® ¢§�¨¬®¤¥©áâ¢¨ï ¤¢ãå ¬®«¥ªã« ¬®−®¬¥à� ¨ (2) �¢â®ª�-
â�«¨â¨ç¥áª®£® ¯à¥¢à�é¥−¨ï á ãç�áâ¨¥¬ ¢®§−¨ª�îé¥£® ®«¨£®¬¥à�. ‚® ¢â®à®©
áâ�¤¨¨ ¯à®¨áå®¤¨â à¥�ªæ¨ï ¯®«¨¬¥à�−�«®£¨ç−®£® ¯à¥¢à�é¥−¨ï ¯®«ãç�îé¥£®áï
¯®«¨¬¥à�: ª�à¡®ªá¨«ì−�ï ¨ ¨¬¨¤−�ï £àã¯¯ë ®âé¥¯«ïîâ ¢®¤ã á ®¡à�§®¢�−¨¥¬
áãªæ¨−¨¬¨¤−®£® æ¨ª«�. Š®−¥ç−ë¬ ¯à®¤ãªâ®¬ ï¢«ï¥âáï ¯®«¨áãªæ¨−¨¬¨¤. …£®
®¡à�§®¢�−¨¥ ®¡ãá«®¢«¥−®, â�ª¨¬ ®¡à�§®¬, ®âé¥¯«¥−¨¥¬ ¤¢ãå ¬®«¥ªã« ¢®¤ë ®â
¬®«¥ªã«ë ¨áå®¤−®£® ¬®−®¬¥à�.

„«ï à¥�ªæ¨¨ ¯®«¨ª®−¤¥−á�æ¨¨ �á¯�à�£¨−®¢®© ª¨á«®âë ¢−�ç�«¥ ¡ë«¨ −�©¤¥−ë
ª®−áâ�−âë áª®à®áâ¨, ¯®á«¥ ç¥£® ¡ë«� ¢ë¯®«−¥−� ®æ¥−ª� ª®−áâ�−â. �®¤ ®æ¥−ª®©
ª®−áâ�−â áª®à®áâ¥© ¯®−¨¬�¥âáï −�å®¦¤¥−¨¥ ¨−â¥à¢�«®¢ −¥®¯à¥¤¥«¥−−®áâ¨.

‚ â�¡«. 2 ¯à¨¢¥¤¥−ë ¨−â¥à¢�«ë −¥®¯à¥¤¥«¥−−®áâ¨ ¯à¨ â¥¬¯¥à�âãà¥ 208 ◦C.
ƒà�ä¨ç¥áª®¥ ¯à¥¤áâ�¢«¥−¨¥ ¤«ï ª®−áâ�−âë k3 ®âà�¦¥−® −� à¨á. 2.
ˆ−â¥à¢�«ë −¥®¯à¥¤¥«¥−−®áâ¨ ¯à¨ â¥¬¯¥à�âãà¥ ®¯ëâ� 208 ◦C ¢ª«îç�îâ −ã-

«¥¢®¥ §−�ç¥−¨¥ ¤«ï ª®−áâ�−âë áª®à®áâ¨ k3 á ®â−®á¨â¥«ì−®© ¯®£à¥è−®áâìî 2%
¨ 3%.
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’�¡«¨æ� 2 ˆ−â¥à¢�«ë −¥®¯à¥¤¥«¥−−®áâ¨ ¯à¨ â¥¬¯¥à�âãà¥ 208 ◦C

Š®−áâ�−âë Š®−áâ�−âë ˆ−â¥à¢�« −¥®¯à¥¤¥«¥−−®áâ¨

áª®à®áâ¨ α = 0,25 ε = 1% ε = 2% ε = 3%

k1 0,0045 [0,0037; 0,0055] [0,00307; 0,0066] [0,0025; 0,0079]
k2 0,17 [0,158; 0,185] [0,144; 0,198] [0,132; 0,214]
k3 0,00498 [0,0024; 0,0072] [0; 0,0098] [0; 0,0124]
k4 0,00094 [0,0006; 0,0015] [0,00038; 0,0019] [0,0002; 0,0032]
k5 2,57 [2,5; 2,64] [2,41; 2,7] [2,31; 2,77]
k6 1,69 [1,65; 1,74] [1,6; 1,81] [1,56; 1,89]

÷¨á. 2 ˆ−â¥à¢�« −¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï ª®−áâ�−âë k3

�â¬¥â¨¬, çâ® ¨§ ä�ªâ� à�¢¥−áâ¢� −¥ª®â®àëå ª®−áâ�−â −ã«î −¥ á«¥¤ã¥â ®âáãâ-
áâ¢¨ï á®®â¢¥âáâ¢ãîé¥© áâ�¤¨¨ å¨¬¨ç¥áª®£® ¯à¥¢à�é¥−¨ï. �â® á¢¨¤¥â¥«ìáâ¢ã¥â
® â®¬, çâ® ¨¬¥îé�ïáï íªá¯¥à¨¬¥−â�«ì−�ï ¨−ä®à¬�æ¨ï −¥ ¤�¥â ¢®§¬®¦−®áâ¨ ¬�â¥-
¬�â¨ç¥áª®£® ®¯¨á�−¨ï ¤�−−®© áâ�¤¨¨. ‚®§−¨ª�¥â §�¤�ç� ¯«�−¨à®¢�−¨ï á¯¥æ¨�«ì-
−®£® íªá¯¥à¨¬¥−â� á æ¥«ìî ã¬¥−ìè¥−¨ï ¢¥«¨ç¨−ë ¨−â¥à¢�«� −¥®¯à¥¤¥«¥−−®áâ¨,
¢ëå®¤� ¬¨−¨¬ã¬� −� ¯®«®¦¨â¥«ì−®¥ §−�ç¥−¨¥. �«�−¨à®¢�−¨¥ â�ª¨å ¨§¬¥à¥−¨© |
á¯¥æ¨�«ì−�ï §�¤�ç�, ª®â®à�ï áâ�−¥â ¯à¥¤¬¥â®¬ ¤�«ì−¥©è¨å ¨áá«¥¤®¢�−¨©.

4.2 Гидроалюминирование олефинов

‚ ª�ç¥áâ¢¥ ¯à¨¬¥à� ®¡«�áâ¥© −¥®¯à¥¤¥«¥−−®áâ¨ −� à¨á. 3 ¯à¨¢¥¤¥−ë ®¡«�áâ¨
−¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï à¥�ªæ¨¨ £¨¤à®�«î¬¨−¨à®¢�−¨ï ®«¥ä¨−®¢ ¤«ï �«î¬¨−¨©-
®à£�−¨ç¥áª®£® á®¥¤¨−¥−¨ï â¨¯� HAlBui2 (¤¨¨§®¡ãâ¨«�«î¬¨−¨©£¨¤à¨¤, á®ªà�-
é¥−−® „ˆ��ƒ) [14]. Š¨−¥â¨ç¥áª�ï áå¥¬� ç�áâ−®£® á«ãç�ï HAlBui2 („ˆ��ƒ)
¨¬¥¥â á«¥¤ãîé¨© ¢¨¤:

A1 ↔ 2A2 , W1 = k1X1 − k2X
2
2 ;

A2 +A5 ↔ A8 , W2 = k6X2X5 − k7X8 ,

£¤¥ A1 = [Cp2ZrH2 · ClAlBui2]2, A2 = [Cp2ZrH2 · ClAlBui2], A5 = HAlBui2,
A8 = [Cp2ZrH2 · HAlBui2 · ClAlBui2].

‚ [7] ¡ë« á¤¥«�− ¢ë¢®¤ ® â®¬, çâ® ¥á«¨ áà�¢−¨¢�âì áª®à®áâ¨ ¯àï¬®© ¨ ®¡à�â−®©
à¥�ªæ¨¨ ®¡à�§®¢�−¨ï ¬®−®¬¥à�A2 ¨§ ª®¬¯«¥ªá�A1, â® à�¢−®¢¥á¨¥ á¬¥é¥−® ¢ áâ®-
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à®−ã ¤¨¬¥à−®© ä®à¬ë. ‘�¬®© ¡ëáâ-

÷¨á. 3 �¡«�áâì −¥®¯à¥¤¥«¥−−®áâ¨ ¤«ï ª®−-
áâ�−â k1 ¨ k2 ¢ á«ãç�¥ „ˆ��ƒ ¯à¨ t =
= −40 ◦C. ’®çª®© A ®¡®§−�ç¥−� −�ç�«ì−�ï
â®çª� ¯®¨áª� ®¡«�áâ¨

à®© ®ª�§�«�áì áâ�¤¨ï ¯¥à¥å®¤� ¬®-
−®¬¥à� A2 ¢ −¥�ªâ¨¢−ë© âà¨£¨¤à¨¤-
−ë© ª®¬¯«¥ªá A8, � à�¢−®¢¥á¨¥
á¨«ì−® á¬¥é¥−® ¢ áâ®à®−ã âà¨£¨¤-
à¨¤−®£® ª®¬¯«¥ªá�: ¡ë«® ¯®«ãç¥−®
á®®â−®è¥−¨¥ k2 > k1, k6 > k7. �â®â
¢ë¢®¤ ¡ë« á¤¥«�− −� ®á−®¢¥ ç¨á«¥−-
−ëå §−�ç¥−¨© ª®−áâ�−â, ¬¨−¨¬¨§¨-
àãîé¨å ªà¨â¥à¨© á®®â¢¥âáâ¢¨ï à�á-
ç¥â� ¨§¬¥à¥−¨î. ˆ§ à¨á. 3 ¢¨¤−®,
çâ® ®¡«�áâì −¥®¯à¥¤¥«¥−−®áâ¨ −�å®-
¤¨âáï ¢−ãâà¨ ¯à¨¢¥¤¥−−ëå á®®â−®-
è¥−¨©.

5 Заключение

Œ¥â®¤ Š�−â®à®¢¨ç� ¯à¥¤áâ�¢«ï¥â á®¡®© ¯à¨−æ¨¯¨�«ì−® −®¢ë© ¯®¤å®¤ ¢ §�-
¤�ç�å ¬�â¥¬�â¨ç¥áª®© ¨−â¥à¯à¥â�æ¨¨ ¨§¬¥à¥−¨©. �®ª�§�−� ¥£® ¯¥àá¯¥ªâ¨¢−®áâì
¯à¨ à¥è¥−¨¨ ®¡à�â−ëå §�¤�ç å¨¬¨ç¥áª®© ª¨−¥â¨ª¨.

‘®§¤�−® ª®¬¯ìîâ¥à−®¥ ®¡¥á¯¥ç¥−¨¥ à�áç¥â� ¨−â¥à¢�«®¢ −¥®¯à¥¤¥«¥−−®áâ¨
¨ ®¡«�áâ¥© −¥®¯à¥¤¥«¥−−®áâ¨ ¢ ¤¢ãå¬¥à−®¬ á«ãç�¥.

�á−®¢−�ï ¯à®¡«¥¬� ¯à¨ ¥£® ¨á¯®«ì§®¢�−¨¨ | à�áç¥â ¬−®£®¬¥à−ëå ®¡«�áâ¥©
−¥®¯à¥¤¥«¥−−®áâ¨. ‚®§−¨ª�îé¨¥ §�¤�ç¨ −®áïâ ª�ª ¬�â¥¬�â¨ç¥áª¨©, â�ª ¨ ä¨-
§¨ª®-å¨¬¨ç¥áª¨© å�à�ªâ¥à. ‚ ç�áâ−®áâ¨, £«�¢−®© áâ�−®¢¨âáï §�¤�ç� ä¨§¨ª®-
å¨¬¨ç¥áª®© ¨−â¥à¯à¥â�æ¨¨ ®¡«�áâ¥© −¥®¯à¥¤¥«¥−−®áâ¨. �â¨ ¯à®¡«¥¬ë áâ�−ãâ
¯à¥¤¬¥â®¬ ¤�«ì−¥©è¨å ¨áá«¥¤®¢�−¨© ¢ íâ®¬ −�¯à�¢«¥−¨¨.
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INFORMATIVITY OF A KINETIC EXPERIMENT
AND UNCERTAINTY REGIONS OF KINETIC MODEL
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Abstract: In the process of solution of inverse problems of chemical kinetics,
one often faces the ambiguity of definition of certain kinetic parameters. The
ambiguity of the inverse problem is that the description of any mathematical
model must reflect some chemical reactions in a certain area of input parameters.
In view of the ambiguity of decision, the methods of estimating kinetic parameters
are used. One of these methods is the method for determining the ranges and
areas of uncertainty, which is based on the idea of L. V. Kantorovich.
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НЕКОТОРЫЕ СИСТЕМОТЕХНИЧЕСКИЕ ВОПРОСЫ
ИСПОЛЬЗОВАНИЯ ИНТЕЛЛЕКТУАЛЬНОГО АНАЛИЗА

ДАННЫХ ДЛЯ ОБЕСПЕЧЕНИЯ ЗАЩИТЫ ИНФОРМАЦИИ
В СИТУАЦИОННЫХ ЦЕНТРАХ∗

В. Е. Гаврилов1, А. А. Зацаринный2

�−−®â�æ¨ï: ‘â�âìï ¯®á¢ïé¥−� ¢®¯à®á�¬ ¨á¯®«ì§®¢�−¨ï ¨−â¥««¥ªâã�«ì−®£®
�−�«¨§� ¤�−−ëå (ˆ�„) ¤«ï ®¡¥á¯¥ç¥−¨ï §�é¨âë ¨−ä®à¬�æ¨¨ ¢ á¨âã�æ¨-
®−−ëå æ¥−âà�å (‘–). �à®¢¥¤¥− �−�«¨§ ®á−®¢−ëå ¯à®¡«¥¬ ¨−ä®à¬�æ¨®−−®©
¡¥§®¯�á−®áâ¨ ¢ ®¡«�ç−ëå ¢ëç¨á«¨â¥«ì−ëå á¨áâ¥¬�å. ÷�áá¬®âà¥−ë ®á−®¢−ë¥
ª®¬¯®−¥−âë á¨áâ¥¬ë §�é¨âë ¨−ä®à¬�æ¨¨, ¢ ª®â®àëå ¢ −�áâ®ïé¥¥ ¢à¥¬ï ¢ â®©
¨«¨ ¨−®© ¬¥à¥ ¨á¯®«ì§ãîâáï â¥å−®«®£¨¨ ¨áªãááâ¢¥−−®£® ¨−â¥««¥ªâ�. „�−ë
¯à¥¤«®¦¥−¨ï ¯® à�áè¨à¥−¨î ®¡«�áâ¨ ¯à¨¬¥−¥−¨ï íâ¨å â¥å−®«®£¨© ¢ æ¥«ïå
§�é¨âë ¨−ä®à¬�æ¨¨. �à®�−�«¨§¨à®¢�−� áãé¥áâ¢ãîé�ï −®à¬�â¨¢−�ï ¡�§� ¯®
¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨ ¢ ®¡«�ç−ëå ¢ëç¨á«¨â¥«ì−ëå á¨áâ¥¬�å.

Š«îç¥¢ë¥ á«®¢�: á¨âã�æ¨®−−ë¥ æ¥−âàë; �¢â®¬�â¨§¨à®¢�−−ë¥ á¨áâ¥¬ë;
®¡«�ç−ë¥ ¢ëç¨á«¨â¥«ì−ë¥ á¨áâ¥¬ë; ¨−ä®à¬�æ¨®−−�ï ¡¥§®¯�á−®áâì; ã£à®§ë
¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨; äã−ªæ¨®−�«ì−�ï ¡¥§®¯�á−®áâì; ¨áªãááâ¢¥−-
−ë© ¨−â¥««¥ªâ; ¬�è¨−−®¥ ®¡ãç¥−¨¥

DOI: 10.14357/08696527180107

1 Введение

‘®¢à¥¬¥−−�ï á¨áâ¥¬� £®áã¤�àáâ¢¥−−®£® ã¯à�¢«¥−¨ï, � â�ª¦¥ ã¯à�¢«¥−¨ï
ªàã¯−ë¬¨ ª®¬¬¥àç¥áª¨¬¨ áâàãªâãà�¬¨ ¯à¥¤¯®«�£�¥â ¢ ¯à®æ¥áá¥ ¯à¨−ïâ¨ï à¥-
è¥−¨© �−�«¨â¨ç¥áªãî ®¡à�¡®âªã ¡®«ìè¨å ®¡ê¥¬®¢ −¥áâàãªâãà¨à®¢�−−ëå ¤�−-
−ëå. Š«îç¥¢ë¬ í«¥¬¥−â®¬ á¨áâ¥¬ë ¯®¤¤¥à¦ª¨ ¯à¨−ïâ¨ï à¥è¥−¨© ï¢«ï¥âáï
‘–, ®¡¥á¯¥ç¨¢�îé¨© ú�¢â®¬�â¨§�æ¨î ¯à®æ¥áá®¢ ¬®−¨â®à¨−£� ¨ á¨âã�æ¨®−−®£®
�−�«¨§� ®¡áâ�−®¢ª¨ ¢ ª®−âà®«¨àã¥¬®¬ ¨−ä®à¬�æ¨®−−®¬ ¯à®áâà�−áâ¢¥, ¢ª«îç�ï
á¡®à, ®¡®¡é¥−¨¥, �−�«¨â¨ç¥áªãî ®¡à�¡®âªã, åà�−¥−¨¥, ¯¥à¥¤�çã, ¢¨§ã�«¨§�-
æ¨î ¨ §�é¨âã ¨−ä®à¬�æ¨¨û [1]. �ää¥ªâ¨¢−®áâì ¨−ä®à¬�æ¨®−−®-�−�«¨â¨ç¥áª®©
¯®¤¤¥à¦ª¨ á¨áâ¥¬ë ã¯à�¢«¥−¨ï ¯®¢ëè�¥âáï ¯à¨ ¨−â¥£à�æ¨¨ à¥áãàá®¢ ‘– ä¥¤¥-
à�«ì−ëå ¨«¨ à¥£¨®−�«ì−ëå ®à£�−®¢ ¢«�áâ¨, áâàãªâãà−ëå ¯®¤à�§¤¥«¥−¨© ªàã¯−®©
ª®¬¯�−¨¨. ‚ áä¥à¥ £®áã¤�àáâ¢¥−−®£® ã¯à�¢«¥−¨ï §�¤�ç� á®§¤�−¨ï ¢§�¨¬®ã¢ï-

∗÷�¡®â� ¢ë¯®«−¥−� ¯à¨ ç�áâ¨ç−®© ¯®¤¤¥à¦ª¥ ÷””ˆ (¯à®¥ªâ 15-29-07981 ®ä¨-¬).
1ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�

¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, vegavrilov@yandex.ru
2ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�

¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, AZatsarinny@ipiran.ru
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§�−−®© á¨áâ¥¬ë à�á¯à¥¤¥«¥−−ëå ‘– (‘÷‘–) −� ®á−®¢¥ ®¡ê¥¤¨−¥−¨ï à¥áãàá®¢
áãé¥áâ¢ãîé¨å ¨ á®§¤�−¨ï −®¢ëå ‘– “ª�§®¬ �à¥§¨¤¥−â� ÷” ®â 25 ¨î«ï 2017 £.
®¯à¥¤¥«¥−� ª�ª ¢�¦−¥©è�ï £®áã¤�àáâ¢¥−−�ï §�¤�ç� áâà�â¥£¨ç¥áª®© §−�ç¨¬®áâ¨.

‚® ¨á¯®«−¥−¨¥ ¯®àãç¥−¨ï �à¥§¨¤¥−â� ÷” ¬¥¦¢¥¤®¬áâ¢¥−−®© à�¡®ç¥© £àã¯-
¯®© à�§à�¡®â�−ë Š®−æ¥¯æ¨ï á®§¤�−¨ï ‘÷‘– ¨ Š®−æ¥¯æ¨ï ¨−ä®à¬�æ¨®−−®©
¡¥§®¯�á−®áâ¨ ‘÷‘–. ÷ï¤ ®á−®¢®¯®«�£�îé¨å ¤®ªã¬¥−â®¢, ¯à¨¢¥¤¥−−ëå ¢ [1],
®¯à¥¤¥«ïîâ ®à£�−¨§�æ¨®−−ë¥ ¨ á¨áâ¥¬®â¥å−¨ç¥áª¨¥ à¥è¥−¨ï, à¥ª®¬¥−¤ã¥¬ë¥
¯à¨ ¨á¯®«ì§®¢�−¨¨ ‘÷‘–. �à¨ íâ®¬ ¢§�¨¬®¤¥©áâ¢¨¥ à�§−®à®¤−ëå ‘– ¬®¦¥â
®¡¥á¯¥ç¨¢�âìáï −� ®á−®¢¥ â¥å−®«®£¨¨ ®¡«�ç−ëå ¢ëç¨á«¨â¥«ì−ëå á¨áâ¥¬ á ¯®-
¬®éìî â¨¯®¢ëå ª®¬¯«¥ªá®¢ ¨−ä®à¬�æ¨®−−®£® ¢§�¨¬®¤¥©áâ¢¨ï, ¢ª«îç�îé¨å
¢¨âà¨−ë ¤�−−ëå. �â®â ¯®¤å®¤ ¯®§¢®«ï¥â ¨á¯®«ì§®¢�âì ã−�á«¥¤®¢�−−ë¥ à�§−®-
à®¤−ë¥ ‘– ¢ á®áâ�¢¥ ‘¨áâ¥¬ë ¨ ¬�áèâ�¡¨à®¢�âì ¥¥, −¥ §�âà�£¨¢�ï äã−ªæ¨®−¨-
àãîé¨¥ á¥£¬¥−âë.

�à¨ à¥�«¨§�æ¨¨ â�ª®£® ¯®¤å®¤� æ¥−âà�«ì−®¥ ¬¥áâ® §�−¨¬�îâ ¯à®¡«¥¬ë ®¡¥á-
¯¥ç¥−¨ï ¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨.

2 Основные проблемы обеспечения информационной безопасности
в системе распределенных ситуационных центров

�¥§ãá«®¢−®, íää¥ªâ¨¢−®¥ äã−ªæ¨®−¨à®¢�−¨¥ ‘– ¢®§¬®¦−® â®«ìª® ¯à¨ ãá«®-
¢¨¨ ®¡¥á¯¥ç¥−¨ï −�¤¥¦−®© §�é¨âë ¨−ä®à¬�æ¨¨. ‚ á®®â¢¥âáâ¢¨¨ á [2] �¢â®¬�-
â¨§¨à®¢�−−�ï á¨áâ¥¬� ¢ §�é¨é¥−−®¬ ¨á¯®«−¥−¨¨ ®¯à¥¤¥«¥−� ª�ª ú�¢â®¬�â¨-
§¨à®¢�−−�ï á¨áâ¥¬�, à¥�«¨§ãîé�ï ¨−ä®à¬�æ¨®−−ãî â¥å−®«®£¨î ¢ë¯®«−¥−¨ï
ãáâ�−®¢«¥−−ëå äã−ªæ¨© ¢ á®®â¢¥âáâ¢¨¨ á âà¥¡®¢�−¨ï¬¨ áâ�−¤�àâ®¢ ¨/¨«¨ −®à-
¬�â¨¢−ëå ¤®ªã¬¥−â®¢ ¯® §�é¨â¥ ¨−ä®à¬�æ¨¨û. ‚¬¥áâ¥ á â¥¬ á â®çª¨ §à¥−¨ï
®¡¥á¯¥ç¥−¨ï ¡¥§®¯�á−®áâ¨ ¨−ä®à¬�æ¨¨ á®¢à¥¬¥−−ë© ‘– ®¡«�¤�¥â àï¤®¬ á¯¥-
æ¨ä¨ç¥áª¨å ®á®¡¥−−®áâ¥©, §�âàã¤−ïîé¨å ¯®áâà®¥−¨¥ âà�¤¨æ¨®−−®© á¨áâ¥¬ë
§�é¨âë ¨−ä®à¬�æ¨¨, ®á−®¢�−−®© −� ¢§�¨¬®¤¥©áâ¢¨¨ ¯®¨¬¥−®¢�−−ëå áã¡ê¥ª-
â®¢ ¨ ®¡ê¥ªâ®¢ ¢ §�¬ª−ãâ®© ¤®¢¥à¥−−®© áà¥¤¥ ¢ á®®â¢¥âáâ¢¨¨ á ãáâ�−®¢«¥−−ë¬¨
¯à�¢¨«�¬¨ ¨ âà¥¡®¢�−¨ï¬¨. ÷�áá¬®âà¨¬ −¥ª®â®àë¥ ¨§ íâ¨å �á¯¥ªâ®¢.

�¤−¨¬ ¨§ ª«îç¥¢ëå í«¥¬¥−â®¢ á¨áâ¥¬ë §�é¨âë ¨−ä®à¬�æ¨¨ ï¢«ï¥âáï ¯®¤-
á¨áâ¥¬� ª®−âà®«ï æ¥«®áâ−®áâ¨ ¨ äã−ªæ¨®−�«ì−®© §�¬ª−ãâ®áâ¨ ¤®¢¥à¥−−®© ¯à®-
£à�¬¬−®© áà¥¤ë. �¤−�ª® á®¢à¥¬¥−−ë© ‘– ¯®«ãç�¥â ¨ ¢¥¤¥â �−�«¨â¨ç¥áªãî
®¡à�¡®âªã ¡®«ìè¨å ®¡ê¥¬®¢ ¨−ä®à¬�æ¨¨, ¯®«ãç¥−−®© á ¨á¯®«ì§®¢�−¨¥¬ â¥å−®-
«®£¨© ®¡«�ç−ëå ¢ëç¨á«¥−¨© ®â ¢−¥è−¨å, ¢®§¬®¦−® −¥¤®¢¥à¥−−ëå, ¨áâ®ç−¨ª®¢,
§�ç�áâãî ¯à¥¤áâ�¢«¥−−ëå ¢ ä®à¬�â�å, á®¤¥à¦�é¨å ¨á¯®«−ï¥¬ë© ª®¤, çâ® −�àã-
è�¥â ¯à¨−æ¨¯ æ¥«®áâ−®áâ¨ ¯à®£à�¬¬−®© áà¥¤ë.

ˆá¯®«ì§®¢�−¨¥ â¥å−®«®£¨¨ ¢¨âà¨− ¤�−−ëå ¯®¤¬¥−ï¥â ¯àï¬®¥ ¢§�¨¬®¤¥©áâ¢¨¥
ãç�áâ−¨ª®¢ á¨áâ¥¬ë ‘– ¢§�¨¬®¤¥©áâ¢¨¥¬ â¨¯®¢ëå ª®¬¯«¥ªá®¢ ¨−ä®à¬�æ¨®−-
−®£® ¢§�¨¬®¤¥©áâ¢¨ï, ¯®áâà®¥−−ëå ¯® ¥¤¨−®© â¥å−®«®£¨¨ ¨ ¯®¤¤¥à¦¨¢�îé¨å
¥¤¨−ãî ¯®«¨â¨ªã ¡¥§®¯�á−®áâ¨. ˆ−ä®à¬�æ¨®−−®¥ −�¯®«−¥−¨¥ ¢¨âà¨− ¤�−−ëå
®áãé¥áâ¢«ï¥âáï ¢ á®®â¢¥âáâ¢¨¨ á §�¤�−−ë¬ à¥£«�¬¥−â®¬ ¨ ¢ª«îç�¥â:
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�¥ª®â®àë¥ á¨áâ¥¬®â¥å−¨ç¥áª¨¥ ¢®¯à®áë ¨á¯®«ì§®¢�−¨ï ˆ�„ ¤«ï §�é¨âë ¨−ä®à¬�æ¨¨

(1) ¯¥à¢¨ç−®¥ −�¯®«−¥−¨¥;

(2) ¯®¯®«−¥−¨¥ ¯® ¢à¥¬¥−¨ á §�¤�−−®© ¯¥à¨®¤¨ç−®áâìî;

(3) ¯®¯®«−¥−¨¥ ¯® á®¡ëâ¨ï¬ ¨§ §�¤�−−®£® á¯¨áª�;

(4) ¯®¯®«−¥−¨¥ ¯® §�¯à®á�¬ ¤àã£¨å ãç�áâ−¨ª®¢ á¨áâ¥¬ë ‘–.

÷¥�«¨§�æ¨ï ¯¥à¢ëå âà¥å ¯ã−ªâ®¢ −¥ ¢ë§ë¢�¥â §�âàã¤−¥−¨© ¨ ¬®¦¥â ®áãé¥-
áâ¢«ïâìáï á ¨á¯®«ì§®¢�−¨¥¬ â¥å−®«®£¨© áãé¥áâ¢ãîé¨å ‘–. �¥ä®à¬�«¨§®¢�−-
−ë© §�¯à®á, áä®à¬¨à®¢�−−ë© ¢ ¨−®© ¯à®£à�¬¬−®-â¥å−¨ç¥áª®© áà¥¤¥ ¤àã£®£®
ãç�áâ−¨ª� á¨áâ¥¬ë ‘–, ¯®¤¤¥à¦¨¢�îé¥© ¨−ãî ¯®«¨â¨ªã ¡¥§®¯�á−®áâ¨, ¯®à®¦-
¤�¥â −®¢ë© ª�−�« ¤«ï ¯à®¢¥¤¥−¨ï ª®¬¯ìîâ¥à−ëå �â�ª ¨ ¬®¦¥â −¥áâ¨ ¯®â¥−æ¨�«ì-
−ãî ã£à®§ã.

�−�«¨â¨ç¥áª�ï ®¡à�¡®âª� ¨−ä®à¬�æ¨¨ §�ç�áâãî ¯à®¨§¢®¤¨âáï á ¨á-
¯®«ì§®¢�−¨¥¬ â¥å−®«®£¨© ˆ�„, á�¬®áâ®ïâ¥«ì−® ¯®à®¦¤�îé¨å ¨á¯®«−ï¥¬ë©
ª®¤, çâ® â�ª¦¥ −�àãè�¥â ¯à¨−æ¨¯ äã−ªæ¨®−¨à®¢�−¨ï �¢â®¬�â¨§¨à®¢�−−®©
á¨áâ¥¬ë ¢ §�¬ª−ãâ®© ¤®¢¥à¥−−®© áà¥¤¥.

–¥−âà�«¨§®¢�−−®¥ �¤¬¨−¨áâà¨à®¢�−¨¥ á¨áâ¥¬ë §�é¨âë ¨−ä®à¬�æ¨¨ ª®¬-
¯«¥ªá®¢ ¨−ä®à¬�æ¨®−−®£® ¢§�¨¬®¤¥©áâ¢¨ï ¬®¦¥â ¢ë§ë¢�âì ®¯à¥¤¥«¥−−ë¥ âàã¤-
−®áâ¨, á¢ï§�−−ë¥ ª�ª á â¥àà¨â®à¨�«ì−®© à�á¯à¥¤¥«¥−−®áâìî, â�ª ¨ á ¬�áèâ�¡®¬
á¨áâ¥¬ë ‘–.

3 Проактивные методы защиты

‘ ãç¥â®¬ ¯à¨¢¥¤¥−−ëå ¢ëè¥ ®£à�−¨ç¥−¨© ¯® ¯à¨¬¥−¥−¨î âà�¤¨æ¨®−−ëå
áà¥¤áâ¢ §�é¨âë ¨−ä®à¬�æ¨¨ ¢ ®â¤¥«ì−ëå á¥£¬¥−â�å ¯®¤á¨áâ¥¬ë §�é¨âë ¨−ä®à-
¬�æ¨¨ á¨áâ¥¬ë ‘– ¯à¥¤áâ�¢«ï¥âáï æ¥«¥á®®¡à�§−ë¬ ¯à¨¬¥−¥−¨¥ ¯à®�ªâ¨¢−ëå
¬¥â®¤®¢ [3,4].

‚ −�áâ®ïé¥¥ ¢à¥¬ï â�ª¨¥ ¬¥â®¤ë è¨à®ª® ¨á¯®«ì§ãîâáï ¢ �−â¨¢¨àãá−ëå áà¥¤-
áâ¢�å ¨ áà¥¤áâ¢�å ®¡−�àã¦¥−¨ï ª®¬¯ìîâ¥à−ëå �â�ª. �à¨§−�ª¨ ª®¬¯ìîâ¥à−®©
�â�ª¨ ¨«¨ −�«¨ç¨ï ã£à®§ ¢¨àãá−®£® §�à�¦¥−¨ï ä®à¬¨àãîâáï −� ®á−®¢¥ íªá¯¥àâ-
−ëå ®æ¥−®ª á®®â¢¥âáâ¢ãîé¨å á¯¥æ¨�«¨áâ®¢. �à¨ íâ®¬ ¯à®�ªâ¨¢−ë¥ á¨áâ¥¬ë
�−â¨¢¨àãá−®© §�é¨âë ¨ §�é¨âë ®â ª®¬¯ìîâ¥à−ëå �â�ª ¬®£ãâ à�áá¬�âà¨¢�âìáï
ª�ª íªá¯¥àâ−ë¥ á¨áâ¥¬ë, çâ® ï¢«ï¥âáï «¨èì ¯¥à¢ë¬ è�£®¬ ª è¨à®ª®¬�áèâ�¡−®¬ã
¨á¯®«ì§®¢�−¨î â¥å−®«®£¨© ˆ�„.

„�«ì−¥©è¥¥ à�§¢¨â¨¥ ¯à®�ªâ¨¢−ëå áà¥¤áâ¢ §�é¨âë ¨−ä®à¬�æ¨¨ ¢¨¤¨âáï
−� ¯ãâ¨ ¢−¥¤à¥−¨ï ¬¥â®¤®¢ ¬�è¨−−®£® ®¡ãç¥−¨ï [5] ¨ ¨å ¤�«ì−¥©è¥£® à�§¢¨-
â¨ï | â¥å−®«®£¨© ú£«ã¡®ª®£® á�¬®®¡ãç¥−¨ïû. �à¨ íâ®¬ á¨áâ¥¬� −� ®á−®¢¥
�−�«¨§� ¡®«ìè¨å ®¡ê¥¬®¢ ¨−ä®à¬�æ¨¨ á ãç¥â®¬ ¯¥à¢®−�ç�«ì−® áä®à¬¨à®¢�−-
−®£® íªá¯¥àâ−ë¬ á®®¡é¥áâ¢®¬ −�¡®à� ªà¨â¥à¨¥¢ −�«¨ç¨ï ¯®â¥−æ¨�«ì−® ®¯�á−ëå
ª®−áâàãªæ¨© á�¬®áâ®ïâ¥«ì−® ¤®¯®«−ï¥â ¨ ãâ®ç−ï¥â íâ¨ ªà¨â¥à¨¨. �� ¯¥à¢®¬
íâ�¯¥, ¢ ç�áâ−®áâ¨, â�ª�ï á¨áâ¥¬� ¬®£«� ¡ë ®ª�§�âì áãé¥áâ¢¥−−ãî ¯®¤¤¥à¦ªã
¢ ¤¥ïâ¥«ì−®áâ¨ �¤¬¨−¨áâà�â®à� ¡¥§®¯�á−®áâ¨, á®¯®áâ�¢«ïï ¨ �−�«¨§¨àãï ¢®§¬®¦-
−ë¥ ¯®á«¥¤áâ¢¨ï à�§«¨ç−ëå ª®¬¡¨−�æ¨© ¡®«ìè®£® ç¨á«� á®¡ëâ¨©, çâ® ¬®¦¥â
¢ë§ë¢�âì §�âàã¤−¥−¨ï ¯à¨ íªá¯¥àâ−®¬ �−�«¨§¥.
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…é¥ ®¤−®© â®çª®© ¯à¨«®¦¥−¨ï ¯à®�ªâ¨¢−ëå ¬¥â®¤®¢ §�é¨âë ¬®£ãâ áâ�âì
¬¥¦á¥â¥¢ë¥ íªà�−ë. ‚ −�áâ®ïé¥¥ ¢à¥¬ï íâ¨ ãáâà®©áâ¢�, ª�ª ¯à�¢¨«®, ä¨«ìâàãîâ
âà�ä¨ª ¯® á¥â¥¢ë¬ �¤à¥á�¬, ¯à®â®ª®«�¬, ä®à¬�â�¬ á®®¡é¥−¨© ¨ â. ¯., ¨−®£¤�
â�ª¦¥ ®áãé¥áâ¢«ï¥âáï ª®−â¥−â−ë© �−�«¨§ ¯à®¯ãáª�¥¬®© ¨−ä®à¬�æ¨¨ ¯® ª«îç¥-
¢ë¬ á«®¢�¬. ’¥å−®«®£¨¨ ˆ�„ ¯®§¢®«ïîâ ¯®¢ëá¨âì íää¥ªâ¨¢−®áâì ª®−â¥−â−®£®
�−�«¨§�:

{ ¢ëï¢«ïï ¨á¯®«ì§®¢�−¨¥ í¢ä¥¬¨§¬®¢, çâ® −¥ á¯®á®¡¥− ®¡¥á¯¥ç¨âì ¯®¨áª ¯®
ª«îç¥¢ë¬ á«®¢�¬;

{ ®áãé¥áâ¢«ïï áâàãªâãà−ë© �−�«¨§ ª�ª ®â¤¥«ì−ëå â¥ªáâ®¢, â�ª ¨ ¨å á®¢®ªã¯-
−®áâ¨, ¢ëï¢«ïï ¯®¯ëâª¨ ¢ë−®á� §�é¨é�¥¬®© ¨−ä®à¬�æ¨¨ ¯® ç�áâï¬ ¢ â¥ªáâ�å
«¥£�«ì−ëå á®®¡é¥−¨©;

{ ¯à®¢®¤ï áâ�â¨áâ¨ç¥áª¨© �−�«¨§ âà�ä¨ª� á æ¥«ìî ¢ëï¢«¥−¨ï ¨á¯®«ì§®¢�−¨ï
áâ¥£�−®£à�ä¨ç¥áª¨å ¬¥â®¤®¢ ¯¥à¥¤�ç¨ ¨−ä®à¬�æ¨¨.

…é¥ ®¤−®© §�¤�ç¥©, ¤«ï à¥è¥−¨ï ª®â®à®© ¬®£ãâ ¨á¯®«ì§®¢�âìáï â¥å−®«®£¨¨
ˆ�„, ¬®¦¥â áâ�âì ¢ëï¢«¥−¨¥ áªàëâëå «®£¨ç¥áª¨å ª�−�«®¢ ãâ¥çª¨ §�é¨é�¥¬®©
¨−ä®à¬�æ¨¨, ¢®§−¨ª�îé¨å §� áç¥â ¬�−¨¯ã«¨à®¢�−¨ï ¯�à�¬¥âà�¬¨ ¯¥à¥¤�ç¨ á ¨á-
¯®«ì§®¢�−¨¥¬ −¥¤¥ª«�à¨à®¢�−−ëå ¢®§¬®¦−®áâ¥© ¯à®£à�¬¬−®-�¯¯�à�â−®© áà¥¤ë.

Š�ª ¨ ¢ á«ãç�¥ á �−â¨¢¨àãá−®© §�é¨â®© ¨ §�é¨â®© ®â ª®¬¯ìîâ¥à−ëå �â�ª,
®á−®¢−�ï ¯à®¡«¥¬� á®§¤�−¨ï ¯®¤®¡−ëå è«î§®¢ §�ª«îç�¥âáï ¢ ¢ëà�¡®âª¥ −¥®¡å®-
¤¨¬ëå ªà¨â¥à¨¥¢ ¯®â¥−æ¨�«ì−® ®¯�á−ëå á®¡ëâ¨©.

‡�¬¥â¨¬, çâ® ¢á¥ ¯¥à¥ç¨á«¥−−ë¥ −�¯à�¢«¥−¨ï ¯à¨¬¥−¥−¨ï â¥å−®«®£¨© ˆ�„
−¥ ¯®¤¬¥−ïîâ âà�¤¨æ¨®−−ëå áà¥¤áâ¢ ¨ â¥å−®«®£¨© §�é¨âë ¨−ä®à¬�æ¨¨ ¯à¨ ¢á¥©
¨å −¥¯®«−®â¥, � ¬®£ãâ ¨ ¤®«¦−ë ¨á¯®«ì§®¢�âìáï −�àï¤ã á −¨¬¨.

4 Функциональная безопасность

‘«®¦¨¢è¨©áï ¢ −�áâ®ïé¥¥ ¢à¥¬ï ¯®¤å®¤ ª ®¡¥á¯¥ç¥−¨î ¡¥§®¯�á−®áâ¨ ¨−-
ä®à¬�æ¨¨ ¢ �¢â®¬�â¨§¨à®¢�−−ëå á¨áâ¥¬�å, ª�ª ¨ ¯à¨¢¥¤¥−−®¥ ¢ëè¥ ®¯à¥¤¥«¥-
−¨¥ �¢â®¬�â¨§¨à®¢�−−®© á¨áâ¥¬ë ¢ §�é¨é¥−−®¬ ¨á¯®«−¥−¨¨, ®à¨¥−â¨à®¢�− −�
á®åà�−¥−¨¥ ®á−®¢−ëå å�à�ªâ¥à¨áâ¨ª ¡¥§®¯�á−®áâ¨ ¨−ä®à¬�æ¨¨: æ¥«®áâ−®áâ¨,
¤®áâã¯−®áâ¨ ¨, ¢ −¥®¡å®¤¨¬ëå á«ãç�ïå, ª®−ä¨¤¥−æ¨�«ì−®áâ¨. ‚¬¥áâ¥ á â¥¬ ¤«ï
¢«�¤¥«ìæ� �¢â®¬�â¨§¨à®¢�−−®© á¨áâ¥¬ë ¢ àï¤¥ á«ãç�¥¢ ¯à¨®à¨â¥â−ë¬ ï¢«ï¥â-
áï íää¥ªâ¨¢−®¥ ¢ë¯®«−¥−¨¥ §�¤�−−ëå äã−ªæ¨®−�«ì−ëå §�¤�ç. ‚ íâ®¬ á«ãç�¥
£®¢®àïâ ® äã−ªæ¨®−�«ì−®© ¡¥§®¯�á−®áâ¨ �¢â®¬�â¨§¨à®¢�−−®© á¨áâ¥¬ë ª�ª á¯®-
á®¡−®áâ¨ ª®àà¥ªâ−® ¨ íää¥ªâ¨¢−® ¢ë¯®«−ïâì §�¤�−−ë¥ äã−ªæ¨®−�«ì−ë¥ §�¤�ç¨,
¢ â®¬ ç¨á«¥ ¢ ãá«®¢¨ïå ¢®§¬®¦−®£® ¯à®â¨¢®¤¥©áâ¢¨ï ¯®â¥−æ¨�«ì−®£® −�àã-
è¨â¥«ï [6]. —�é¥ ¢á¥£® ¯à®¡«¥¬ã äã−ªæ¨®−�«ì−®© ¡¥§®¯�á−®áâ¨ ¯®¤−¨¬�îâ
¢ ®â−®è¥−¨¨ �¢â®¬�â¨§¨à®¢�−−ëå á¨áâ¥¬ ã¯à�¢«¥−¨ï ¯®â¥−æ¨�«ì−® ®¯�á−ë¬¨
â¥å−®«®£¨ç¥áª¨¬¨ ¯à®æ¥áá�¬¨ ¢ ¯à®¬ëè«¥−−®áâ¨, −� âà�−á¯®àâ¥, ¢ í−¥à£¥â¨ª¥
¨ â. ¯. �à¨ íâ®¬ −�àãè¨â¥«ì ¯ãâ¥¬ ¢®§¤¥©áâ¢¨ï −� ¨á¯®«ì§ã¥¬ë¥ ¢ á¨áâ¥¬¥ ã¯à�¢-
«¥−¨ï ¨−ä®à¬�æ¨®−−ë¥ â¥å−®«®£¨¨ ¯ëâ�¥âáï á®§¤�âì ¯à¥¤¯®áë«ª¨ −�áâã¯«¥−¨ï
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−¥£�â¨¢−ëå â¥å−®«®£¨ç¥áª¨å ¯®á«¥¤áâ¢¨©, � ¯®à®© ¨ â¥å−®£¥−−®© ª�â�áâà®äë.
�â�ªãîé¨¥ ¢®§¤¥©áâ¢¨ï ¬®£ãâ §�âà�£¨¢�âì ¯¥à¢¨ç−ãî ¨−ä®à¬�æ¨î, á®¡¨à�¥¬ãî
á à�§«¨ç−ëå ¤�âç¨ª®¢ ª®−âà®«ì−ëå ãáâà®©áâ¢, �«£®à¨â¬ë ®¡à�¡®âª¨ íâ®© ¨−-
ä®à¬�æ¨¨, ªà¨â¥à¨¨ ¯à¨−ïâ¨ï ã¯à�¢«ïîé¨å à¥è¥−¨© ¨ ª®¬�−¤ë ã¯à�¢«¥−¨ï
¨á¯®«−¨â¥«ì−ë¬¨ ãáâà®©áâ¢�¬¨. ‚®¯à®áë ä¨§¨ç¥áª®© ¡¥§®¯�á−®áâ¨ �¢â®¬�â¨§¨-
à®¢�−−ëå á¨áâ¥¬ ã¯à�¢«¥−¨ï ª�ª ®¡ê¥ªâ®¢ ¨−ä®à¬�â¨§�æ¨¨ ï¢«ïîâáï ¯à¥¤¬¥â®¬
®â¤¥«ì−®£® à�áá¬®âà¥−¨ï ¨ ¢ëå®¤ïâ §� à�¬ª¨ −�áâ®ïé¥© áâ�âì¨. �¤−�ª®, ¯®
¬−¥−¨î �¢â®à®¢, ¯®−ïâ¨¥ äã−ªæ¨®−�«ì−®© ¡¥§®¯�á−®áâ¨ �ªâã�«ì−® ¨ ¤«ï �¢â®¬�-
â¨§¨à®¢�−−ëå á¨áâ¥¬ ¨−®£® −�§−�ç¥−¨ï, ¢ ç�áâ−®áâ¨ ‘–. �à¨ íâ®¬ −�àãè¨â¥«ì,
ª�ª ã¦¥ ®â¬¥ç�«®áì ¢ëè¥, ¯ãâ¥¬ ¢®§¤¥©áâ¢¨ï −� ¨á¯®«ì§ã¥¬ë¥ ¨−ä®à¬�æ¨®−−ë¥
â¥å−®«®£¨¨ ¯ëâ�¥âáï á−¨§¨âì íää¥ªâ¨¢−®áâì ¢ë¯®«−¥−¨ï ®á−®¢−®© äã−ªæ¨®-
−�«ì−®© §�¤�ç¨ ‘– | ¨−ä®à¬�æ¨®−−®© ¯®¤¤¥à¦ª¨ ¯à¨−ïâ¨ï ã¯à�¢«¥−ç¥áª¨å
à¥è¥−¨© ã¯®«−®¬®ç¥−−ë¬ ¤®«¦−®áâ−ë¬ «¨æ®¬. �â�ªãîé¨¥ ¢®§¤¥©áâ¢¨ï ¯®â¥−-
æ¨�«ì−®£® −�àãè¨â¥«ï ¬®£ãâ §�âà�£¨¢�âì ¯à®æ¥ááë ®â¡®à� ¯¥à¢¨ç−®© ¨−ä®à¬�-
æ¨¨, �«£®à¨â¬ë ¥¥ �−�«¨â¨ç¥áª®© ®¡à�¡®âª¨ ¨«¨ ªà¨â¥à¨¨ ¯à¨−ïâ¨ï à¥è¥−¨©
(®â¡®à� §−�ç¨¬ëå á®¡ëâ¨©).

„�«¥¥ à�áá¬®âà¨¬ −¥ª®â®àë¥ ¯à®¡«¥¬ë ®¡¥á¯¥ç¥−¨ï ¨−ä®à¬�æ¨®−−®© ¡¥§-
®¯�á−®áâ¨ ¢ è¨à®ª®¬ á¬ëá«¥ á«®¢�, ¢ª«îç�îé¨¥ ª�ª âà�¤¨æ¨®−−ë¥ �á¯¥ªâë
§�é¨âë ¨−ä®à¬�æ¨¨, â�ª ¨ ¢®¯à®áë äã−ªæ¨®−�«ì−®© ¡¥§®¯�á−®áâ¨, ¯à¨ ¢ë¯®«-
−¥−¨¨ ®á−®¢−ëå äã−ªæ¨®−�«ì−ëå §�¤�ç á¨áâ¥¬ë ‘– ¨ ¢®§¬®¦−®áâ¨ ¨á¯®«ì§®¢�-
−¨ï ¤«ï ¨å à�§à¥è¥−¨ï ¬¥â®¤®¢ ˆ�„.

”ã−ªæ¨®−�«ì−® á¨áâ¥¬� ‘– ¤®«¦−� ®¡¥á¯¥ç¨¢�âì ¢¥áì æ¨ª« ã¯à�¢«¥−¨ï:

{ ¬®−¨â®à¨−£ â¥ªãé¥© ®¡áâ�−®¢ª¨;

{ ¯¥à¢¨ç−ë© �−�«¨§ ®¡áâ�−®¢ª¨;

{ ¯®¤¤¥à¦ªã ¯à®æ¥áá®¢ ¯à¨−ïâ¨ï à¥è¥−¨©;

{ ¤®¢¥¤¥−¨¥ ¨ ª®−âà®«ì ¨á¯®«−¥−¨ï [1].

Œ®−¨â®à¨−£ â¥ªãé¥© ®¡áâ�−®¢ª¨ ¢ª«îç�¥â á¡®à, ®¡®¡é¥−¨¥ ¨ á¨áâ¥¬�â¨§�-
æ¨î ¨−ä®à¬�æ¨¨ ¯® §�¤�−−®¬ã ªàã£ã ¢®¯à®á®¢.

‘¡®à ¨−ä®à¬�æ¨¨ ®áãé¥áâ¢«ï¥âáï ®â à�§−®à®¤−ëå ¨áâ®ç−¨ª®¢, §�ç�áâãî −¥
á®¤¥à¦�é¨å ª�ª¨å-«¨¡® áà¥¤áâ¢ §�é¨âë ¨−ä®à¬�æ¨¨, ¯® −¥§�é¨é¥−−ë¬ ª�-
−�«�¬ á¢ï§¨. ”®à¬�âë ¯®áâã¯�îé¨å ¤�−−ëå ¬®£ãâ á®¤¥à¦�âì ¨á¯®«−ï¥¬ë©
ª®¤. Œ¨−¨¬¨§�æ¨ï ¢®§−¨ª�îé¨å ¯à¨ íâ®¬ ã£à®§ ¤®áâ¨£�¥âáï ¯ãâ¥¬ ä¨«ìâà�æ¨¨
¢å®¤ïé¥£® âà�ä¨ª� á ¨á¯®«ì§®¢�−¨¥¬ �−â¨¢¨àãá−ëå áà¥¤áâ¢ ¨ áà¥¤áâ¢ ®¡−�àã-
¦¥−¨ï ª®¬¯ìîâ¥à−ëå �â�ª. �à¨¬¥−ï¥¬ë¥ ¢ −�áâ®ïé¥¥ ¢à¥¬ï á®®â¢¥âáâ¢ãîé¨¥
áà¥¤áâ¢� ¢á¥ ç�é¥ −�àï¤ã á á¨£−�âãà−ë¬¨ ¬¥â®¤�¬¨ ¢ëï¢«¥−¨ï ¯®â¥−æ¨�«ì−ëå
ã£à®§ ¨á¯®«ì§ãîâ â�ª −�§ë¢�¥¬ë¥ ¯à®�ªâ¨¢−ë¥ ¬¥â®¤ë, ¨á¯®«ì§ãîé¨¥, ¢ á¢®î
®ç¥à¥¤ì, â¥å−®«®£¨¨ ˆ�„, ¡«¨§ª¨¥ ¯® áãâ¨ ª íªá¯¥àâ−ë¬ á¨áâ¥¬�¬. �� à�−−¨å
íâ�¯�å íää¥ªâ¨¢−®áâì ¯à®�ªâ¨¢−ëå ¬¥â®¤®¢ ¡ë«� −¥¢ëá®ª�, ¤®«ï ¢ëï¢«ï¥¬ëå
¢¨àãá−ëå �â�ª, ª®¤ë ª®â®àëå −¥ á®¤¥à¦�«¨áì ¢ ¡�§¥ ¤�−−ëå á¨£−�âãà, −¥ ¯à¥-
¢ëè�«� 5%{7%. Š −�áâ®ïé¥¬ã ¢à¥¬¥−¨ â¥áâ¨à®¢�−¨¥ �−â¨¢¨àãá−ëå áà¥¤áâ¢
¢¥¤ãé¨å ¯à®¨§¢®¤¨â¥«¥© ¯®ª�§ë¢�¥â ¯à¨¡«¨¦�îéãîáï ª 100% íää¥ªâ¨¢−®áâì
¢ ¤�−−ëå ãá«®¢¨ïå [7].
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‚¥áì¬� �ªâã�«ì−®© −� íâ�¯¥ ®¡®¡é¥−¨ï ¨ á¨áâ¥¬�â¨§�æ¨¨ ¨−ä®à¬�æ¨¨ ï¢«ï-
¥âáï ¯à®¡«¥¬� ®â¡à�ª®¢ª¨ úä¥©ª®¢®©û ¨−ä®à¬�æ¨¨. ‚¥¤ãé¨¥ ¬¨à®¢ë¥ à�§à�-
¡®âç¨ª¨ ¯®¨áª®¢ëå á¨áâ¥¬ ¯à¨«�£�îâ ¡®«ìè¨¥ ãá¨«¨ï ª à¥è¥−¨î íâ®© ¯à®¡«¥¬ë,
¨á¯®«ì§ãï â¥å−®«®£¨¨ ˆ�„, ¢ â®¬ ç¨á«¥ ¬¥â®¤ë ú£«ã¡®ª®£® ®¡ãç¥−¨ïû [8{11].
�à¨ íâ®¬ −�àï¤ã á ®âáãâáâ¢¨¥¬ ïá−ëå ªà¨â¥à¨¥¢ ®â¡à�ª®¢ª¨ ¨−ä®à¬�æ¨¨ ¢®§-
−¨ª�¥â ¥é¥ ¨ ¯à®¡«¥¬� á®§¤�−¨ï/®âáãâáâ¢¨ï íâ�«®−−®£® ¬�áá¨¢� ¨−ä®à¬�æ¨¨,
−� ª®â®à®¬ á�¬®®¡ãç�¥¬�ï ¨−â¥««¥ªâã�«ì−�ï á¨áâ¥¬� ¬®£«� ¡ë ¢ëà�¡®â�âì íâ¨
ªà¨â¥à¨¨.

�� íâ�¯¥ ¯¥à¢¨ç−®£® �−�«¨§� ®¡áâ�−®¢ª¨ ¢ëï¢«ïîâáï §−�ç¨¬ë¥ á®¡ëâ¨ï
¨ ä®à¬¨àã¥âáï −¥®¡å®¤¨¬�ï ®âç¥â−®áâì á®®â¢¥âáâ¢ãîé¥¬ã ¤®«¦−®áâ−®¬ã «¨æã.
‘ â®çª¨ §à¥−¨ï ¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨ −� íâ®¬ íâ�¯¥ �ªâã�«ì−®© ï¢«ï¥âáï
âà�¤¨æ¨®−−�ï §�¤�ç� ª®−âà®«ï æ¥«®áâ−®áâ¨ ¯à®£à�¬¬−®£® ®¡¥á¯¥ç¥−¨ï, à¥�«¨-
§ãîé¥£® â¨¯®¢ë¥ �«£®à¨â¬ë ¯¥à¢¨ç−®£® à¥�£¨à®¢�−¨ï, ¨ ¨å ¢¥à¨ä¨ª�æ¨ï −�
íâ�¯¥ à�§à�¡®âª¨ ‘– −� ¯à¥¤¬¥â «®£¨ç¥áª®© −¥¯à®â¨¢®à¥ç¨¢®áâ¨ à¥�«¨§ã¥¬ëå
áæ¥−�à¨¥¢ ¨ ª®àà¥ªâ−®áâ¨ äã−ªæ¨®−¨à®¢�−¨ï, ¢ â®¬ ç¨á«¥ ¤«ï «î¡ëå ¯®â®ª®¢
¤�−−ëå ®â ¢−¥è−¨å ¨áâ®ç−¨ª®¢. “ª�§�−−�ï §�¤�ç�, ãç¨âë¢�ï ¥¥ á«®¦−®áâì, â�ª-
¦¥ ¬®¦¥â à¥è�âìáï á ¨á¯®«ì§®¢�−¨¥¬ â¥å−®«®£¨¨ ˆ�„. ‚¬¥áâ¥ á â¥¬ ªà¨â¥à¨¨
ú§−�ç¨¬®áâ¨û á®¡ëâ¨© ¯®¤¤�îâáï ä®à¬�«¨§�æ¨¨ «¨èì ¢ ¯à®áâ¥©è¨å á«ãç�ïå
¢ ¯à®¡«¥¬−®-®à¨¥−â¨à®¢�−−ëå ‘–. „«ï ¡®«¥¥ á«®¦−ëå úã−¨¢¥àá�«ì−ëåû ‘–
¯à¨ ä®à¬¨à®¢�−¨¨ â�ª¨å ªà¨â¥à¨¥¢ â�ª¦¥ ¬®¦¥â ¨á¯®«ì§®¢�âìáï â¥å−®«®£¨ï
ˆ�„.

�� íâ�¯¥ ¯®¤¤¥à¦ª¨ ¯à®æ¥áá®¢ ¯à¨−ïâ¨ï à¥è¥−¨© ®áãé¥áâ¢«ïîâáï:

{ ¯®¤£®â®¢ª� ¢®§¬®¦−ëå ¢�à¨�−â®¢ à�§¢¨â¨ï §−�ç¨¬ëå á®¡ëâ¨©;

{ ¯®¤£®â®¢ª� ¢�à¨�−â®¢ à¥è¥−¨© ¯® â¨¯®¢ë¬ §−�ç¨¬ë¬ á¨âã�æ¨ï¬;

{ à�áç¥â ¢�à¨�−â®¢ à¥�£¨à®¢�−¨ï −� §−�ç¨¬ë¥ á®¡ëâ¨ï;

{ ¯®¤£®â®¢ª� ¯à®¥ªâ®¢ −¥®¡å®¤¨¬ëå à�á¯®àï¤¨â¥«ì−ëå ¤®ªã¬¥−â®¢;

{ ¯®¤£®â®¢ª� ¢�à¨�−â®¢ à¥è¥−¨© ¯® á®¢¥àè¥−áâ¢®¢�−¨î ¤¥ïâ¥«ì−®áâ¨ ¢ áä¥à¥,
á¢ï§�−−®© á ¢ëï¢«¥−−ë¬¨ §−�ç¨¬ë¬¨ á®¡ëâ¨ï¬¨.

�¥à¥ç¨á«¥−−ë¥ äã−ªæ¨®−�«ì−ë¥ §�¤�ç¨ −� íâ®¬ íâ�¯¥ ¢ â®© ¨«¨ ¨−®© ¬¥à¥
á¢ï§�−ë á ¬¥â®¤�¬¨ ¬®¤¥«¨à®¢�−¨ï á¨âã�æ¨¨, ¢ ª®â®àëå ã¦¥ è¨à®ª® ¨á¯®«ì§ã-
îâáï â¥å−®«®£¨¨ ˆ�„, ¢ â®¬ ç¨á«¥ ¨ ç¥«®¢¥ª®-¬�è¨−−ë¥ ª®¬¯«¥ªáë. ‘ â®çª¨
§à¥−¨ï ¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨ ¢ ç�áâ¨ âà�¤¨æ¨®−−ëå ¬¥â®¤®¢ §�é¨âë
¨−ä®à¬�æ¨¨ �ªâã�«ì−ë â¥ ¦¥ §�¤�ç¨, çâ® ¨ −� íâ�¯¥ ¯¥à¢¨ç−®£® �−�«¨§� ®¡áâ�-
−®¢ª¨, � ¢ ç�áâ¨ äã−ªæ¨®−�«ì−®© ¡¥§®¯�á−®áâ¨ | ª®àà¥ªâ−®áâì ª«�áá¨ä¨ª�æ¨¨
¢®§¬®¦−ëå §−�ç¨¬ëå á®¡ëâ¨© ¨, ª�ª á«¥¤áâ¢¨¥, ¢ë¡®à �¤¥ª¢�â−®£® â¨¯®¢®£®
áæ¥−�à¨ï à�§¢¨â¨ï á®¡ëâ¨©. ˆ¬¥−−® ¢¬¥è�â¥«ìáâ¢® ¢ íâ®â ¯à®æ¥áá ¨ ¬®¦¥â áâ�âì
æ¥«ìî �â�ªãîé¥© áâ®à®−ë. �®¯ëâª¨ à¥è¥−¨ï íâ®© §�¤�ç¨ −� ®á−®¢¥ ¯à¥¤¬¥â-
−ëå ª«�áá¨ä¨ª�â®à®¢ (á¨áâ¥¬� ¯à�ªâ¨ç¥áª¨ à�§àãè¥−� ¨«¨ âà¥¡ã¥â á¥àì¥§−®©
�ªâã�«¨§�æ¨¨) ¢àï¤ «¨ ¬®£ãâ ¯à¨¢¥áâ¨ ª ãá¯¥åã. ‚¬¥áâ¥ á â¥¬ ¨á¯®«ì§®¢�−¨¥ â¥å-
−®«®£¨¨ ˆ�„, ®á−®¢�−−®© −� ª®−â¥ªáâ−®¬ �−�«¨§¥ ¢á¥£® ¬�áá¨¢� ¨−ä®à¬�æ¨¨,
¬®¦¥â ®ª�§�âìáï ¡®«¥¥ íää¥ªâ¨¢−ë¬.
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�¥ª®â®àë¥ á¨áâ¥¬®â¥å−¨ç¥áª¨¥ ¢®¯à®áë ¨á¯®«ì§®¢�−¨ï ˆ�„ ¤«ï §�é¨âë ¨−ä®à¬�æ¨¨

�� íâ�¯¥ ¤®¢¥¤¥−¨ï ¨ ª®−âà®«ï ¨á¯®«−¥−¨ï §�¤�ç¨ §�é¨âë ¨−ä®à¬�æ¨¨ à¥è�-
îâáï âà�¤¨æ¨®−−ë¬¨ áà¥¤áâ¢�¬¨ á ¨á¯®«ì§®¢�−¨¥¬ ¯à¨ −¥®¡å®¤¨¬®áâ¨ ª�−�«®¢
è¨äà®¢�−−®© á¢ï§¨ ¨ í«¥ªâà®−−®© ¯®¤¯¨á¨. ‘ â®çª¨ §à¥−¨ï äã−ªæ¨®−�«ì−®©
¡¥§®¯�á−®áâ¨ ¬®£ãâ ¡ëâì ¯®«¥§−ë¬¨ ¬¥â®¤ë ˆ�„, −�¯à¨¬¥à ¤«ï ¢ëï¢«¥−¨ï
−¥¤®¡à®á®¢¥áâ−ëå ®âç¥â®¢ ¨á¯®«−¥−¨ï −� ®á−®¢¥ �−�«¨§� ¨ á®¯®áâ�¢«¥−¨ï ¨−-
ä®à¬�æ¨¨, ¯®«ãç�¥¬®© ¨§ à�§«¨ç−ëå ¨áâ®ç−¨ª®¢.

5 Заключение

�â¬¥â¨¬ −¥ª®â®àë¥ ¯à®¡«¥¬ë, ª®â®àë¥ ¤®«¦−ë ¡ëâì ¯à¥®¤®«¥−ë ¯à¨ á®§¤�-
−¨¨ áà¥¤áâ¢ §�é¨âë ¨−ä®à¬�æ¨¨ á ¨á¯®«ì§®¢�−¨¥¬ â¥å−®«®£¨¨ ˆ�„ ¨, ¢ ç�áâ-
−®áâ¨, â¥å−®«®£¨© ú£«ã¡®ª®£® ®¡ãç¥−¨ïû. �ç¥¢¨¤−®, çâ® íää¥ªâ¨¢−®áâì á�¬®-
®¡ãç�¥¬®© á¨áâ¥¬ë §�é¨âë ¨−ä®à¬�æ¨¨ §�¢¨á¨â ª�ª ®â â®ç−®áâ¨ ¯¥à¢®−�ç�«ì−ëå
ªà¨â¥à¨¥¢ ¢ëï¢«¥−¨ï ¯®â¥−æ¨�«ì−® ®¯�á−ëå á®¡ëâ¨© (¥á«¨ ®−¨ ®¯à¥¤¥«¥−ë), â�ª
¨ ®â ª�ç¥áâ¢� ®¡ãç�îé¥© ¢ë¡®àª¨ ¤�−−ëå. „¥©áâ¢¨â¥«ì−®, ¥á«¨ áâ�â¨áâ¨ç¥-
áª¨¥ á¢®©áâ¢� ®¡ãç�îé¥© ¢ë¡®àª¨ á¨«ì−® ®â«¨ç�îâáï ®â áâ�â¨áâ¨ç¥áª¨å á¢®©áâ¢
§�é¨é�¥¬®£® ¨−ä®à¬�æ¨®−−®£® ¯à®áâà�−áâ¢�, ¢àï¤ «¨ ¬®¦−® ®¦¨¤�âì íää¥ª-
â¨¢−®© à�¡®âë á¨áâ¥¬ë §�é¨âë −� ®á−®¢¥ ˆ�„. Šà®¬¥ â®£®, á«¥¤ã¥â ¨¬¥âì
¢ ¢¨¤ã, çâ® ¯®â¥−æ¨�«ì−ë© −�àãè¨â¥«ì â�ª¦¥ ¬®¦¥â ¨á¯®«ì§®¢�âì ¬¥â®¤ë ˆ�„
¤«ï ¯®¤£®â®¢ª¨ ¨ ¯à®¢¥¤¥−¨ï �â�ª −� §�é¨é�¥¬ãî á¨áâ¥¬ã. �® áãâ¨, íâ®
ã¦¥ ¯à®¨áå®¤¨â ¢ è¨à®ª¨å ¬�áèâ�¡�å ¢ ®¡«�áâ¨ äã−ªæ¨®−�«ì−®© ¡¥§®¯�á−®áâ¨
¯ãâ¥¬ à�§¬¥é¥−¨ï â¥−¤¥−æ¨®§−®©, ¨áª�¦¥−−®© ¨−ä®à¬�æ¨¨, á®§¤�−¨ï ¤¢®©−¨-
ª®¢ á�©â®¢, á®§¤�−¨ï ¡®â®¢, ä®à¬¨àãîé¨å «®¦−ë¥ ®â§ë¢ë ® ª�ç¥áâ¢¥ â®¢�à®¢
¨ ãá«ã£, ¨ â. ¯. Œ¥â®¤ë ˆ�„ ¬®£ãâ â�ª¦¥ ¨á¯®«ì§®¢�âìáï −�àãè¨â¥«¥¬ ¤«ï ä®à-
¬¨à®¢�−¨ï ¨áª�¦¥−−ëå ªà¨â¥à¨¥¢ ¢ëï¢«¥−¨ï ¯®â¥−æ¨�«ì−® ®¯�á−ëå á®¡ëâ¨©
¢ á¥â¨.

’�ª¨¬ ®¡à�§®¬, ¢ ¨−ä®à¬�æ¨®−−®¬ ¯à®áâà�−áâ¢¥ ¨−ä®à¬�æ¨®−−®¥ ¯à®â¨-
¢®¡®àáâ¢® ¢ëå®¤¨â −� −®¢ë© ãà®¢¥−ì á ¨á¯®«ì§®¢�−¨¥¬ á�¬ëå á®¢à¥¬¥−−ëå
¨−ä®à¬�æ¨®−−ëå â¥å−®«®£¨©.

‚ æ¥«®¬ ¢ ¨−ä®à¬�æ¨®−−®¬ ¯à®áâà�−áâ¢¥ −�§à¥«� −¥®¡å®¤¨¬®áâì ¯¥à¥å®¤�
®â ®¡ê¥ªâ®¢®£® ¯à¨−æ¨¯� §�é¨âë ¨−ä®à¬�æ¨¨ á í«¥¬¥−â�¬¨ á¥â¥¢®© §�é¨âë
¯à¨ ¢§�¨¬®¤¥©áâ¢¨¨ ®¡ê¥ªâ®¢ ¨−ä®à¬�â¨§�æ¨¨ ª ª®¬¯«¥ªá−®© §�é¨â¥ ¢á¥£® ¨−-
ä®à¬�æ¨®−−®£® ¯à®áâà�−áâ¢�, ®á−®¢�−−®© −� â¥å ¦¥ ¯à¨−æ¨¯�å ¯®¢á¥¬¥áâ−®áâ¨
¨ −¥¯à¥àë¢−®áâ¨ −� ¢á¥å íâ�¯�å ¦¨§−¥−−®£® æ¨ª«�. ˆ−ä®à¬�æ¨®−−ë¥ â¥å−®«®-
£¨¨ −�áâ®«ìª® £«ã¡®ª® ¯à®−¨ª«¨ ¢® ¢á¥ áä¥àë ¤¥ïâ¥«ì−®áâ¨ ç¥«®¢¥ª�, çâ® ¬®¦−®
ã¦¥ £®¢®à¨âì ® ¯®ï¢«¥−¨¨ á¢®¥®¡à�§−®£® æ¨äà®¢®£® ®¡à�§� ®ªàã¦�îé¥£® ¬¨à� |
ú¤¨¤¦¨áä¥àëû ¢ á®áâ�¢¥ −®®áä¥àë. ‘¨áâ¥¬� ®¡¥á¯¥ç¥−¨ï ¡¥§®¯�á−®áâ¨ ¢ −¥©
¤®«¦−� áâà®¨âìáï −� â¥å ¦¥ ¯à¨−æ¨¯�å, çâ® ¨ ¢ ¬�â¥à¨�«ì−®¬ ¬¨à¥. �¡ê¥ªâ®¢�ï
§�é¨â� | ¯à®¯ãáª−®© à¥¦¨¬, ª�¤à®¢ë© ®â¡®à ¯¥àá®−�«�, ¯à�¢¨«� ¢−ãâà¥−−¥£®
à�á¯®àï¤ª� ¨ ª®−âà®«ì ¨å ¨á¯®«−¥−¨ï á«ã¦¡®© ¡¥§®¯�á−®áâ¨ ¨ â. ¯. | ¤®«¦-
−ë á®ç¥â�âìáï á ¯®¢á¥¬¥áâ−®© ª®−âàà�§¢¥¤ë¢�â¥«ì−®© ¨ ®¯¥à�â¨¢−®-à®§ëáª−®©
à�¡®â®©, ¤¥ïâ¥«ì−®áâìî á«¥¤áâ¢¥−−ëå ®à£�−®¢. �® áãâ¨, ¯¥à¢ë¬ è�£®¬ ¢ íâ®¬
−�¯à�¢«¥−¨¨ ¨ áâ�«® á®§¤�−¨¥ −� ®á−®¢¥ [12] £®áã¤�àáâ¢¥−−®© á¨áâ¥¬ë ®¡−�àã¦¥-
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‚. …. ƒ�¢à¨«®¢, �. �. ‡�æ�à¨−−ë©

−¨ï ¨ ¯à¥¤ã¯à¥¦¤¥−¨ï ª®¬¯ìîâ¥à−ëå �â�ª ¨ �−�«®£¨ç−ëå á¨áâ¥¬ ¢ ä¨−�−á®¢®¬
á¥ªâ®à¥.
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‚ [1] ®¡®á−®¢�−®, çâ® ®¤−¨¬ ¨§ ä�ªâ®à®¢, ¨−¨æ¨¨àãîé¨å á¥â¥¢ë¥ á¡®¨
¨ ®è¨¡ª¨, ï¢«ï¥âáï −¥¨§¡¥¦−�ï à�áá¨−åà®−¨§�æ¨ï ª®¬¯®−¥−â®¢ á¥â¨. ÷�áá¬®â-
à¨¬, ª�ª ¢«¨ï¥â ä¨§¨ç¥áª®¥ ã¤�«¥−¨¥ ¨−äà�áâàãªâãà−ëå ª®¬¯®−¥−â®¢ ¤àã£ ®â
¤àã£� −� â¥®à¥â¨ç¥áªãî ¢®§¬®¦−®áâì áãé¥áâ¢®¢�−¨ï ãï§¢¨¬®áâ¨ ¢ ¨−äà�áâàãªâã-
à¥, ¢ë§¢�−−ãî ¥áâ¥áâ¢¥−−®© à�§−¨æ¥© á¨áâ¥¬−ëå ç�á®¢, ¯à¨−�¤«¥¦�é¨å à�§−ë¬
á¥â¥¢ë¬ ª®¬¯®−¥−â�¬. „«ï ¯à®áâ®âë ¡ã¤¥¬ áç¨â�âì â�ªâ®¢ãî ç�áâ®âã ®¡®¡é¥−-
−®£® ãáâà®©áâ¢� à�¢−®© 3 ƒƒæ, çâ® á®®â¢¥âáâ¢ã¥â ¤«ï ®¯â®¢®«®ª−� å�à�ªâ¥à−®¬ã
à�ááâ®ï−¨î l = 7 á¬ (¯®ª�§�â¥«ì ¯à¥«®¬«¥−¨ï ¯à¨−ïâ à�¢−ë¬ 1,5). „«ï ã¢¥à¥−-
−®© á¨−åà®−¨§�æ¨¨ ¢§�¨¬®¤¥©áâ¢ãîé¨¥ ãáâà®©áâ¢� ¤®«¦−ë −�å®¤¨âìáï ¤àã£ ®â
¤àã£� −� à�ááâ®ï−¨ïå, áà�¢−¨¬ëå á l. ‚ ¯à®â¨¢−®¬ á«ãç�¥ ¯à¨ à¥ª®−ä¨£ãà�æ¨¨
á¥â¨ −¥®¡å®¤¨¬® ¯à¥¤ãá¬�âà¨¢�âì ¤®¯®«−¨â¥«ì−ë¥ áà¥¤áâ¢�, ®¡¥á¯¥ç¨¢�îé¨¥
æ¥«®áâ−®áâì ¨ −¥¯à®â¨¢®à¥ç¨¢®áâì à�¡®âë á¥â¨. ��¯à¨¬¥à, ¬®¦−® ¨á¯®«ì§®¢�âì
¬¥â®¤ë, ®¯¨á�−−ë¥ ¢ à�¡®â¥ [1].

‚®§¬®¦−® ¨á¯®«ì§®¢�−¨¥ à¥§ã«ìâ�â®¢ à�¡®âë [2] ¨ ¤¥«¥−¨¥ á¥â¨ −� â�ª −�-
§ë¢�¥¬ë¥ á«®¨ ¢¨àâã�«ì−ëå ¯®¤á¥â¥©. ‚ ¯®¤á¥âïå ¢®§¬®¦−® −¥§�¢¨á¨¬®¥,
¯®«−®¥ ¨ −¥¯à®â¨¢®à¥ç¨¢®¥ ª®−ä¨£ãà¨à®¢�−¨¥ ¨ äã−ªæ¨®−¨à®¢�−¨¥ ¢¨àâã�«ì-
−ëå ¬�è¨− (‚Œ) ¨ á¥â¥¢ëå ª®¬¯®−¥−â®¢, ¯à¨−�¤«¥¦�é¨å á«®î. �â¬¥â¨¬,
çâ® ¯®ª� ã¤�¥âáï −�©â¨ â®«ìª® ¤®áâ�â®ç−ë¥ ãá«®¢¨ï −¥¯à®â¨¢®à¥ç¨¢®áâ¨ à�¡®âë
á¥â¨.

�à®â¨¢®à¥ç¨ï ª®−ä¨£ãà�æ¨© ¯à¨¢®¤ïâ ª ¯®ï¢«¥−¨î ãï§¢¨¬®áâ¥© ¢ â¥ç¥-
−¨¥ ¢à¥¬¥−−‚®£® ¯à®¬¥¦ãâª�, ª®â®àë© ®¯à¥¤¥«ï¥âáï ¢à¥¬¥−−‚ë¬¨ ¨−â¥à¢�«�¬¨
¯à®å®¦¤¥−¨ï ¯�ª¥â� ¬¥¦¤ã á¥â¥¢ë¬¨ ª®¬¯®−¥−â�¬¨. Œ®¦−® ¢¢¥áâ¨ ¯®−ïâ¨¥
¯®¢¥àå−®áâ¨ �â�ª¨ ª�ª ®â−®è¥−¨¥ ¢à¥¬¥−¨ à�áá¨−åà®−¨§�æ¨¨ ¤¢ãå á¥à¢¥à®¢ ª®
¢à¥¬¥−¨ ¯à®å®¦¤¥−¨ï IP-¯�ª¥â� ¬¥¦¤ã −¨¬¨. —¥¬ ¡®«ìè¥ ¯®¢¥àå−®áâì �â�ª¨,
â¥¬ ¢ëè¥ ¢¥à®ïâ−®áâì ¯®â¥−æ¨�«ì−®£® −�àãè¨â¥«ï ¢−¥¤à¨âì á¢®© ª®¤ ¢ �â�-
ªã¥¬ë© ã§¥« á¥â¨. �â¬¥â¨¬, çâ® ¢®§¬®¦−®áâ¨ â�ª®© �â�ª¨ ¢®§à�áâ�îâ, ¥á«¨
�â�ªãîé¥¥ ¯à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ (��) −�å®¤¨âáï ä¨§¨ç¥áª¨ ¡«¨¦¥ ª æ¥«¨,
ç¥¬ ª®−âà®«¨àãîé¨© ª®−ä¨£ãà�æ¨î á¥â¨ á¥à¢¥à (¯® �−�«®£¨¨ á ª®¬¯ìîâ¥à−ë¬¨
¨£à�¬¨ ¨ §�¤¥à¦ª®© à¥�ªæ¨¨ ¨£àë −� ¢®§¤¥©áâ¢¨¥ ¨£à®ª�).

„«ï ª®−âà®«¨àã¥¬®© §�é¨é¥−−®© à�¡®âë ¨−äà�áâàãªâãàë −¥®¡å®¤¨¬®, çâ®-
¡ë ª®àà¥ªâ¨àãîé¥¥ ¢®§¤¥©áâ¢¨¥ −� ã§«ë ¨ ª®¬¯®−¥−âë ¯à®å®¤¨«® ¡ëáâà¥¥
¢®§¤¥©áâ¢¨ï �â�ªãîé¥© áâ®à®−ë −� â¥ ¦¥ ª®¬¯®−¥−âë. � íâ® §−�ç¨â, çâ® ã¯à�¢«¥-
−¨¥ à�á¯à¥¤¥«¥−−®© �‚‘, ¢ª«îç�ï ¯à¨−ïâë¥ ¬¥àë ¯à®â¨¢®¤¥©áâ¢¨ï ¢¨àãá�¬,
¤®«¦−® ä¨§¨ç¥áª¨ −�å®¤¨âìáï ª�ª ¬®¦−® ¡«¨¦¥ ª ªà¨â¨ç¥áª¨¬ ª®¬¯®−¥−â�¬
¨−äà�áâàãªâãàë.

2 Ошибки синхронизации в распределенных облачных
вычислитедьных средах на примере OpenStack

÷�áá¬®âà¨¬ ¯®¬¨¬® ®¯¨á�−−®£® à�−¥¥ ú−¥èâ�â−®£®û ¯®¢¥¤¥−¨ï ª®¬¯®−¥−â
OpenStack ¨§-§� −¥å¢�âª¨ à¥áãàá®¢ RabbitMQ [3] ¤àã£¨¥ ¯®¤®¡−ë¥ ®è¨¡ª¨
¢ ª®¬¯«¥ªá¥ �� OpenStack, ª®â®àë¥ ¯à¥¤áâ�¢«¥−ë ¢ â�¡«¨æ¥.
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�¡ �−�«¨§¥ ®è¨¡®ç−ëå á®áâ®ï−¨© ¢ à�á¯à¥¤¥«¥−−ëå ¢ëç¨á«¨â¥«ì−ëå á¨áâ¥¬�å

�è¨¡ª¨ ¢ ª®¬¯«¥ªá¥ �� OpenStack

�è¨¡ª� �¯¨á�−¨¥
1. �¥å¢�âª� à¥-
áãàá®¢ RabbitMQ
¯à¨¢®¤¨â ª ¯®â¥-
à¥ á¥â¥¢®£® á®¥¤¨−¥-
−¨ï, à�á¯�¤ ®¡«�ç-
−®© áâàãªâãàë −�
ú¯®¤®¡«�ª�û [3]

�¥å¢�âª� ç¨á«� ä�©«®¢ëå ¤¥áªà¨¯â®à®¢ ¨ ¯®á«¥¤ãîé¥© ¯¥-
à¥§�£àã§ª¨ á¨áâ¥¬ë ¤®áâ�¢ª¨ á®®¡é¥−¨© RabbitMQ

2. �¡àë¢ á®¥¤¨-
−¥−¨ï á® á«ã¦¡®©
RabbitMQ ¢® ¢à¥¬ï
¬¨£à�æ¨¨ ‚Œ ¯à¨-
¢®¤¨â ª á¡®î ¢ ¬�-
è¨−¥ á®áâ®ï−¨© No-
va [4]

�¡àë¢ á®¥¤¨−¥−¨ï á ã¯®¬ï−ãâ®© á«ã¦¡®© RabbitMQ ¢® ¢à¥¬ï
¬¨£à�æ¨¨ ‚Œ ¯à¨¢®¤¨â ª á¡®î ¢ ¬�è¨−¥ á®áâ®ï−¨© Nova. �à¨
íâ®¬ áâ�âãá®¬ ¢ �„ Nova ®áâ�¥âáï ú¬¨£à�æ¨ïû ¨ ãª�§�−¨¥
−� ã§¥«, á ª®â®à®£® ¬¨£à¨à®¢�«¨ ‚Œ, å®âï ‚Œ à�¡®â�îâ
−� æ¥«¥¢®¬ ã§«¥. �â� ®è¨¡ª�, áª®à¥¥ ¢á¥£®, ¨¬¥¥â á¢®¨¬¨
ª®à−ï¬¨ −¥ª®àà¥ªâ−ãî ®¡à�¡®âªã á«®¦−®£® ¤¥à¥¢� á®áâ®ï−¨©
Nova, ¢®§−¨ª�îé¥£® ¯à¨ ®¡àë¢¥ á¢ï§¨ á® á«ã¦¡®© ¤®áâ�¢ª¨
á®®¡é¥−¨©. ‘ª®à¥¥ ¢á¥£®, ¢¬¥áâ® ª®àà¥ªâ−®© ®¡à�¡®âª¨ ¢á¥å
¢®§¬®¦−ëå á®áâ®ï−¨© ¢ ª®¤¥ Nova ¨á¯®«ì§ã¥âáï ¯à®áâ® −�¡®à
â�©¬-�ãâ®¢, −¥ ®¡−®¢«ïï ¨ −¥ á¨−åà®−¨§¨àãï �ªâã�«ì−ë¥
á®áâ®ï−¨ï

3. �à¨ ¯¥à¥§�¯ãá-
ª¥ ‚Œ á¥â¥¢®¥ ¯®¤-
ª«îç¥−¨¥ −¥ ä®à¬¨-
àã¥âáï §�−®¢® ¨ ‚Œ
®áâ�¥âáï ¡¥§ ¤®áâã¯�
ª á¥â¨ [5]

…á«¨ ¯¥à¢�ï ¯®¯ëâª� §�¯ãáª� ‚Œ ¯® ª�ª¨¬-â® ¯à¨ç¨−�¬ −¥
ã¢¥−ç�«�áì ãá¯¥å®¬, −® ¯à¨ íâ®¬ á¥â¥¢®¥ ¯®¤ª«îç¥−¨¥ −�
§�¯ãé¥−−®© ‚Œ −¥ ¡ë«® ã−¨çâ®¦¥−®, â® ¯à¨ ¯¥à¥§�¯ãáª¥ ‚Œ
á¥â¥¢®¥ ¯®¤ª«îç¥−¨¥ −¥ ä®à¬¨àã¥âáï §�−®¢® ¨ ‚Œ ®áâ�¥âáï
¡¥§ ¤®áâã¯� ª á¥â¨. „�−−�ï ®è¨¡ª�, áª®à¥¥ ¢á¥£®, ®¡ãá«®¢«¥−�
−¥ª®àà¥ªâ−®© ®¡à�¡®âª®© á¡®ï ¯à¨ á®§¤�−¨¨ ‚Œ ¢ á¥â¥¢®©
ª®¬¯®−¥−â¥ Neutron. �à¨ íâ®¬ ¥á«¨ ã ‚Œ ¨¬¥îâáï ¤¢�
á¥â¥¢ëå ¨−â¥àä¥©á�, â® ¨§ �«ìâ¥à−�â¨¢−®© á¥â¨ ãá¯¥è−ë©
§�¯ãáª ¢®§¬®¦¥−

4. Š®¬�−¤� ¡¥§-
ãá«®¢−®£® ã−¨çâ®-
¦¥−¨ï ‚Œ, ®â-
¤�−−�ï −� íâ�¯¥
á®§¤�−¨ï ¡«®ç−®£®
ãáâà®©áâ¢�, ¯à¨¢®-
¤¨â ª á¡®î [6]

‚ à�á¯à¥¤¥«¥−−ëå á¨áâ¥¬�å, ª®¬¯®−¥−âë ª®â®àëå à�§à�¡�âë-
¢�îâáï ¡¥§ ¦¥áâª® §�ä¨ªá¨à®¢�−−®£® ¥¤¨−®£® ¯à®¥ªâ�, ä�ª-
â¨ç¥áª¨ −¥¢®§¬®¦−® ¯®«−®áâìî ª®àà¥ªâ−® ®¡à�¡®â�âì (¨ ¤�¦¥
¢ë¯¨á�âì) ¢á¥ ¢®§¬®¦−ë¥ ¯à®¬¥¦ãâ®ç−ë¥ á®áâ®ï−¨ï, ¢ ª®-
â®àëå ¬®¦¥â ®ª�§�âìáï à�áá¬�âà¨¢�¥¬�ï ¯à®¬¥¦ãâ®ç−�ï á¨á-
â¥¬�. ‚ ¤�−−®© ®è¨¡ª¥ ª®¬�−¤� ¡¥§ãá«®¢−®£® ã−¨çâ®¦¥−¨ï
‚Œ, ®â¤�−−�ï −� íâ�¯¥ á®§¤�−¨ï ¡«®ç−®£® ãáâà®©áâ¢�, ¯à¨¢®-
¤¨â ª á¡®î

5. �è¨¡ª� ¯à¨ ã¤�-
«¥−¨¨ â¥ªãé¥£® IP-
�¤à¥á� [7]

�è¨¡ª� ¬®¦¥â ¢®§−¨ª−ãâì ¯à¨ −�àãè¥−¨¨ æ¥«®áâ−®áâ¨ �ªâã-
�«ì−®© ¨−ä®à¬�æ¨¨ ®¡ ®¡ê¥ªâ�å â¥−�−â� ¯à¨ ª®−ªãà¥−â−®¬
¢ë¯®«−¥−¨¨ ª®¬�−¤ úã¤�«¨âì ‚Œû ¨ úã¤�«¨âì â¥ªãé¨© IP-
�¤à¥áû

6. �è¨¡ª� ¬¨£à�-
æ¨¨ ¯à¨ −�«¨ç¨¨
ã ‚Œ ¤®¯®«−¨â¥«ì-
−®£® ¤¨áª� [8]

�à®¨áå®¤¨â ¯à¨ ú¦¨¢®©û ¬¨£à�æ¨¨ ‚Œ ¯®¤ ã¯à�¢«¥−¨¥¬
Nova (libvirt), ¨¬¥îé¥© ¯à¨á®¥¤¨−¥−−®¥ ¡«®ç−®¥ ãáâà®©áâ¢®
−� cinder −� ®á−®¢¥ Ceph. ‚¥à®ïâ−¥¥ ¢á¥£®, ¤�−−�ï ®è¨¡ª�
¢®§−¨ª�¥â ¨§-§� −¥á®£«�á®¢�−−®áâ¨ API Nova á ¯®¤¤¥à¦ª®©
libvirt ®¯¥à�æ¨© á Ceph remote block device (rbd)
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�è¨¡ª¨ ¢ ª®¬¯«¥ªá¥ �� OpenStack (®ª®−ç�−¨¥)

�è¨¡ª� �¯¨á�−¨¥
7. “¤�«¥−−ë¥ ¯®«ì-
§®¢�â¥«¨ OpenStack
¬®£ãâ ®¡å®¤¨âì §�-
é¨âã ®â ¯®¤¬¥−ë IP,
¢ª«¨−¨¢�ïáì ¢ ¯à®-
æ¥¤ãàã §�¯ãáª� ‚Œ
â¥−�−â� [9]

“ï§¢¨¬®áâì CVE-2015-5240 (Race Conditions vulnerability in
Openstack Neutron) ®¡ãá«®¢«¥−� â¥¬, çâ® ç¨á«® á®áâ®ï−¨© �«-
£®à¨â¬®¢, ¨á¯®«ì§ãîé¨å à�á¯à¥¤¥«¥−−ë¥ ª®¬¯®−¥−âë, ®ç¥−ì
¢¥«¨ª® ¨ ª®àà¥ªâ−�ï ®¡à�¡®âª� à�§−®®¡à�§−ëå −¥èâ�â−ëå
á¨âã�æ¨© ¢ ¯à®¬¥¦ãâ®ç−ëå á®áâ®ï−¨ïå ï¢«ï¥âáï áª®à¥¥ ¨á-
ª«îç¥−¨¥¬, ç¥¬ ¯à�¢¨«®¬

8. �¡à�é¥−¨¥ ¢ �„
ª §�¯¨á¨, ª®â®à�ï
¥é¥ −¥ §�¢¥àè¥-
−� [10] (�−®¬�«¨ï 2.
P1.Dirty Read)

ˆ¬¥¥â ¬¥áâ® ¯à¨ ¯¥à¢®¬ §�¯ãáª¥ ‚Œ −� á¥à¢¨á¥ Nova, ª®£¤�
¢ �„ ¯«�−¨à®¢é¨ª� ¥é¥ −¥â ¯®«−®© ¨−ä®à¬�æ¨¨ ® ¤¨áª®¢ëå
à¥áãàá�å íâ®£® á¥à¢¨á�. �®-¢¨¤¨¬®¬ã, íâ® á¢ï§�−® á à�áá®£«�-
á®¢�−−®áâìî ä®à¬�â� �„ ¯«�−¨à®¢é¨ª� ¨ ¨−áâ�««ïæ¨®−−ëå
¨ ¨−¨æ¨�«¨§�æ¨®−−ëå ¯à®æ¥¤ãà á¥à¢¨á� Nova: ¯«�−¨à®¢é¨ª
¯ëâ�¥âáï ¯à®ç¨â�âì ¢ �„ §�¯¨áì, ª®â®à�ï ¥é¥ ¯®«−®áâìî −¥
§�¢¥àè¥−�

9. ‡�¤¥à¦ª¨ ¯à¨ à�-
¡®â¥ á �„ [11]

‚ −¥ª®â®àëå â�¡«¨æ�å, ¨á¯®«ì§ã¥¬ëå ª®¬¯®−¥−â®¬ Nova,
¯à®¤ã¡«¨à®¢�−ë ¨−¤¥ªáë, çâ® ¯à¨¢®¤¨â ª −¥®¯à�¢¤�−−ë¬
§�¤¥à¦ª�¬ ¯à¨ à�¡®â¥ á â�ª¨¬¨ â�¡«¨æ�¬¨

10. �®¯ëâª� ¯à¨-
á®¥¤¨−¨âì ¤®¯®«−¨-
â¥«ì−ë© â®¬ ¤«ï
åà�−¥−¨ï ¤�−−ëå
ª íª§¥¬¯«ïàã ‚Œ
¨£−®à¨àã¥âáï [12]

�¥¢®§¬®¦−® ¯à¨á®¥¤¨−¨âì ¨ ¨á¯®«ì§®¢�âì ¤®¯®«−¨â¥«ì−ë©
§�−®¢® á®§¤�−−ë© â®¬ ¤«ï åà�−¥−¨ï ¤�−−ëå, ¯à¨ç¥¬ íâ®â
â®¬ ®â®¡à�¦�¥âáï ª�ª ¤®áâã¯−ë© ¤«ï à�¡®âë. �à¨ç¨−�, ¯®-
¢¨¤¨¬®¬ã, ¢ −¥¯®«−®â¥ ¨−ä®à¬�æ¨¨, ¤®áâã¯−®© ¤«ï à�¡®âë
Nova, ª®â®à�ï, ¢ á¢®î ®ç¥à¥¤ì, −¥ ¬®¦¥â ¢ë¯®«−¨âì ª®¬�−¤ã
QEMU ¯® ¯à¨ç¨−¥ ¤ã¡«¨à®¢�−¨ï

11. �¥¢®§¬®¦−®
ã¤�«¨âì ®¡à�§ ‚Œ,
á ª®â®à®© §�¯ãé¥−
íª§¥¬¯«ïà ‚Œ [13]

‚ �„ åà�−¨âáï á¢®©áâ¢® ®¡à�§�, ª®â®à®¥ ãª�§ë¢�¥â −� ä�ªâ
à�¡®â�îé¥© ‚Œ, á®§¤�−−®© ¨§ ®¡à�§�. �à¨ ¯®¯ëâª¥ ã¤�«¥−¨ï
®¡à�§� ¨−ä®à¬�æ¨ï ®¡ íâ®¬ ãª�§�â¥«¥ −¥ á¡à�áë¢�¥âáï ¨ −¥
¤�¥â ã¤�«¨âì ®¡à�§ ¢®¯à¥ª¨ §�ï¢«¥−−®© äã−ªæ¨®−�«ì−®áâ¨

“ª�§�−−ë¥ ¢ëè¥ ãï§¢¨¬®áâ¨ ¨¬¥îâ −¥áª®«ìª® ®¡é¨å ç¥àâ:

{ −¥ §�¢¥àè¥−� à�§à�¡®âª� ¨ −¥ á®¡«î¤�¥âáï ¯à®â®ª®« ¢§�¨¬®¤¥©áâ¢¨ï ª®¬¯®-
−¥−â®¢;

{ −¥ áâ�¡¨«¨§¨à®¢�−� à�¡®â� ¯à®£à�¬¬−ëå ¨−â¥àä¥©á®¢ ¨ −¥ á®¡«î¤�îâáï
âà¥¡®¢�−¨ï ª ¨å ¨á¯®«ì§®¢�−¨î.

�à¨ à�¡®â¥ ª®¬¯®−¥−â®¢ −¥ á®¡«î¤�îâáï ¯à¨−ïâë¥ −®à¬ë ¨ ¯à�¢¨«� ¯à¨
®¡à�¡®âª¥ ¨áª«îç¥−¨© ¨ ®è¨¡®ª. ‚®§¬®¦−®, íâ® −¥¤®áâ�âª¨ ¯à®¥ªâ¨à®¢�−¨ï.

’à�¤¨æ¨®−−® ®¡−�àã¦¥−¨¥ ¯®¤®¡−ëå ®è¨¡®ª ®áãé¥áâ¢«ï¥âáï ¢® ¢à¥¬ï íªá-
¯«ã�â�æ¨¨. Š�ª ¯à�¢¨«®, ¯à¨ ®¡−�àã¦¥−¨¨ ª�ª®©-«¨¡® �−®¬�«¨¨ ¢ äã−ª-
æ¨®−¨à®¢�−¨¨ á¨áâ¥¬ë ®áãé¥áâ¢«ï¥âáï ¤¥â�«ì−®¥ ¨§ãç¥−¨¥ ¦ãà−�«®¢ á®¡ëâ¨©
¨ á®¯®áâ�¢«¥−¨¥ ®è¨¡®ª ¨ ¯à¥¤ã¯à¥¦¤¥−¨©. ”�ªâ¨ç¥áª¨ ¯¥à¢¨ç−ë© �−�«¨§ á¢®-
¤¨âáï ª ãáâ�−®¢«¥−¨î ª®àà¥«ïæ¨© ¬¥¦¤ã á®®¡é¥−¨ï¬¨ ¢ ¦ãà−�«�å à�§«¨ç−ëå
¯®¤á¨áâ¥¬. ‡�â¥¬ ®áãé¥áâ¢«ï¥âáï ¯®¨áª ¯®¤®¡−ëå ®è¨¡®ª ¢ ˆ−â¥à−¥â¥ ¨ ¯à¨
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�¡ �−�«¨§¥ ®è¨¡®ç−ëå á®áâ®ï−¨© ¢ à�á¯à¥¤¥«¥−−ëå ¢ëç¨á«¨â¥«ì−ëå á¨áâ¥¬�å

−�å®¦¤¥−¨¨ â�ª®¢ëå ¯à®¢®¤¨âáï �−�«¨§ ¯à¨ç¨− ¨å ¢®§−¨ª−®¢¥−¨ï. �à¨ ¢®§¬®¦-
−®áâ¨, ®áãé¥áâ¢«ï¥âáï úã¢ï§ª�û ¯® áå¥¬¥ ú¯à¨ç¨−�{á«¥¤áâ¢¨¥û ¯�à á®®¡é¥−¨©
®¡ ®è¨¡ª�å. „�«¥¥ ä®à¬¨àã¥âáï ¯¥à¢¨ç−�ï ú¬®¤¥«ìû ¯®á«¥¤®¢�â¥«ì−®áâ¨ á®-
¡ëâ¨©, ª®â®à�ï ¯à®¢¥àï¥âáï −� â¥áâ®¢ëå ¯à¨¬¥à�å. ’¥áâ®¢ë¥ ¯à¨¬¥àë §�â¥¬
¨á¯®«ì§ãîâáï ª�ª úè�£¨ ¢®á¯à®¨§¢¥¤¥−¨ïû ¢ ®¯¨á�−¨¨ ã¦¥ −®¢®© ®è¨¡ª¨ ¢ ¡�§¥
¤�−−ëå (�„) á¨áâ¥¬ë ª®−âà®«ï ®è¨¡®ª ¨ ã¯à�¢«¥−¨ï æ¨ª«®¬ ¦¨§−¨ ��.

‚ â® ¦¥ ¢à¥¬ï, −�¯à¨¬¥à, ®è¨¡ª� 3 (á¬. â�¡«¨æã) [5], á¢ï§�−−�ï á −¥¯à�¢¨«ì-
−ë¬ á¥â¥¢ë¬ ¯®¤ª«îç¥−¨¥¬ ¯¥à¥§�¯ãé¥−−®© ‚Œ ¢ ®â−®á¨â¥«ì−® á®¢à¥¬¥−−®¬
®ªàã¦¥−¨¨ OpenStack release Mitaka, −¥ ¬®¦¥â ¡ëâì ¯à®�−�«¨§¨à®¢�−� áâ�−-
¤�àâ−ë¬¨ áà¥¤áâ¢�¬¨. ‘ãâì ®è¨¡ª¨ §�ª«îç�¥âáï ¢ â®¬, çâ® ‚Œ ¯¥à¥á®§¤�¥âáï −�
Nova, ®â«¨ç−®© ®â ¯¥à¢®−�ç�«ì−®©, � á¥â¥¢®© ¯®àâ ®áâ�¥âáï −� �£¥−â¥ ª®¬¯®−¥−â�
Neutron −� â®¬ ¦¥ å®áâ¥, çâ® ¨ ¯¥à¢®−�ç�«ì−�ï Nova. �à¨ íâ®¬ áâ�−¤�àâ−ë¥
áà¥¤áâ¢� Neutron ¯®§¢®«ïîâ ®¡−�àã¦¨âì ú¯à¨¢ï§ªãû ¯®àâ� ª ä¨§¨ç¥áª®¬ã å®áâã
â®«ìª® ¯® ¨¤¥−â¨ä¨ª�â®àã ‚Œ ¨ å®áâã ¥¥ à�á¯®«®¦¥−¨ï, ª®â®àë© ¯®á«¥ ¯¥à¥-
§�¯ãáª� ‚Œ ã¦¥ ¨§¬¥−¨«áï. ‘®®â¢¥âáâ¢¥−−®, çâ®¡ë ¯à®áâ® ã¢ï§�âì ä�ªâë, çâ®
�£¥−â ¯®¤¤¥à¦¨¢�¥â áâ�àë© á¡®©−®© ¯®àâ á ¯à¨áãâáâ¢¨¥¬ −� å®áâ¥, −� ª®â®à®¬
®− à¥�«¨§®¢�−, −�¤® �−�«¨§¨à®¢�âì «¨¡® ¦ãà−�«ë Nova ¨ Neutron, á®¡à�−−ë¥
á® ¢á¥å Nova-å®áâ®¢ ®¡«�ª�, «¨¡® ª®−ä¨£ãà�æ¨®−−ë¥ ¡�§ë OpenStack ¢àãç−ãî.
�à®æ¥áá íâ® −¥ ¡ëáâàë©, � ¢ ¨−â¥−á¨¢−® §�£àã¦¥−−®© áà¥¤¥ ¨ ¡¥§ æ¥−âà�«¨§®¢�−-
−®£® ã¯®àï¤®ç¥−−®£® ¦ãà−�«� á®¡ëâ¨©, ¢®§¬®¦−®, ¥é¥ ¨ ¤�îé¨© −¥®¤−®§−�ç−ë©
à¥§ã«ìâ�â.

„�«¥¥, ®¡−�àã¦¨¢ å®áâ «®ª�«¨§�æ¨¨ á¡®©−®£® ¯®àâ�, ¯à¨¤¥âáï ã¢ï§�âì §�¯¨á¨
¨§ ¦ãà−�«� �£¥−â� Neutron á ¦ãà−�«®¬ ãâ¨«¨âë, ª®â®à�ï ¯à®¢®¤¨«� à�§¢¥àâë-
¢�−¨¥ ‚Œ ¨ ¢¨àâã�«ì−®© á¥â¨, −�¯à¨¬¥à Heat. “¡¥¤¨¢è¨áì ¢ á®®â¢¥âáâ¢¨¨
¢à¥¬¥−−‚ëå ¬¥â®ª ¨ ¨¤¥−â¨ä¨ª�â®à®¢ §�¯à®á®¢, ¯®àâ�, ‚Œ ¨ �−�«¨§¨àã¥¬®©
¯®¤á¥â¨, ¬®¦−® ¡ã¤¥â ¯à¨áâã¯¨âì ª ¯®¯ëâª¥ ¬®¤¥«¨à®¢�âì ¯®¤®¡−ãî á¨âã�æ¨î.
��¯à¨¬¥à, ¬®¦−® ¢ë¤¥«¨âì ®â¤¥«ì−ãî §®−ã á −¥¯à�¢¨«ì−® áª®−ä¨£ãà¨à®¢�−-
−®© Nova, ª®â®à�ï ¡ã¤¥â −¥á¯®á®¡−� à�§¢¥à−ãâì ‚Œ ¨ ¯ëâ�âìáï ¢®á¯à®¨§¢¥áâ¨
á¨âã�æ¨î á ¯¥à¥§�¯ãáª®¬ ‚Œ −� ¤àã£®© Nova.

�ç¥¢¨¤−®, çâ® áâ�−¤�àâ−ë¬¨ áà¥¤áâ¢�¬¨ â�ªãî §�¤�çã â�ª¦¥ à¥è¨âì −¥¢®§-
¬®¦−® ¨ ¯à¨¤¥âáï ¯à¨¡¥£�âì ª −¥ª®â®àë¬ ãå¨éà¥−¨ï¬, âé�â¥«ì−® á«¥¤ï §� â¥¬,
çâ®¡ë á�¬¨ íâ¨ ¯à¨¥¬ë −¥ ¢−¥á«¨ á¢®¥£® ¢ª«�¤� ¢ ®á®¡¥−−®áâ¨ £¥−¥à¨àã¥¬®©
®è¨¡ª¨. ‚ ®¯¨á�−¨¨ ¤�−−®© ®è¨¡ª¨ ¤«ï ¥¥ ¢®á¯à®¨§¢¥¤¥−¨ï ¯à¥¤«�£�¥âáï ¬®¤¨-
ä¨æ¨à®¢�âì ª®¤ Nova −� â¥áâ®¢®¬ ã§«¥, çâ® á«®¦−® ¯à¨§−�âì å®à®è¨¬ ¬¥â®¤®¬
â¥áâ¨à®¢�−¨ï ¯® «î¡ë¬ ª�−®−�¬.

÷�§¡¥à¥¬ ¤¥â�«ì−® ¦ãà−�«ì−ë¥ §�¯¨á¨ ¤«ï á¨âã�æ¨¨, ¯à¨ ª®â®à®© ¢®§−¨ª�¥â
®è¨¡ª� 5 ¯à¨ ã¤�«¥−¨¨ â¥ªãé¥£® IP-�¤à¥á� (á¬. â�¡«¨æã) [7]. ‚ ®¯¨á�−¨¨ ãª�§�−®,
çâ® ¯à¨ ¬�−¨¯ã«ïæ¨¨ á ‚Œ ¨ á®§¤�−¨¥¬, ®áâ�−®¢ª®© ¨ ã¤�«¥−¨¥¬ ¢®§−¨ª�¥â −¥®¡-
å®¤¨¬®áâì ã¤�«¥−¨ï �áá®æ¨¨à®¢�−−®£® á ‚Œ IP-�¤à¥á�, ª®â®à®¥ ¨−®£¤� ¯à¨¢®¤¨â
ª ¢®§−¨ª−®¢¥−¨î ®è¨¡ª¨, á¢ï§�−−®© á â¥¬, çâ® á®¡áâ¢¥−−® úâ¥ªãé¨© IP-�¤à¥áû
ª ¬®¬¥−âã ¨á¯®«−¥−¨ï ª®¬�−¤ë ¬®¦¥â ã¦¥ −¥ áãé¥áâ¢®¢�âì ¢ à¥§ã«ìâ�â¥ ¢ë¯®«-
−¥−¨ï ª®−ªãà¥−â−® §�¯ãé¥−−®© ª®¬�−¤ë ¯® ã¤�«¥−¨î ‚Œ. �è¨¡ª� ®â−®á¨âáï
ª â�ª −�§ë¢�¥¬®¬ã ú¬¥àæ�îé¥¬ãû â¨¯ã, ª®£¤� ä�ªâ ¥¥ ¢®§−¨ª−®¢¥−¨ï §�¢¨á¨â
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®â ¬�ááë å�à�ªâ¥à¨áâ¨ª á«�¡® ª®−âà®«¨àã¥¬®£® ®ªàã¦¥−¨ï. ’�ª®© â¨¯ ®è¨¡®ª
ï¢«ï¥âáï, ¯®¦�«ã©, ®¤−¨¬ ¨§ á�¬ëå á«®¦−ëå ¨ −¥¯à¨ïâ−ëå ¨§ ¢á¥å ¢®§¬®¦−ëå
¤«ï à�§à�¡®âç¨ª�. —â®¡ë ®¯à¥¤¥«¨âì, çâ® ¦¥ ¯®á«ã¦¨«® ¯à¨ç¨−®© ®è¨¡ª¨, ç�á-
â® ¯à¨å®¤¨âáï ¯à®¢®¤¨âì ¬�ááã íªá¯¥à¨¬¥−â®¢, ®¡à�¡�âë¢�âì ®£à®¬−ë© ®¡ê¥¬
£¥−¥à¨àã¥¬ëå ¦ãà−�«ì−ëå §�¯¨á¥© ¨ ¤�−−ëå.

÷ãç−®© à�§¡®à ¦ãà−�«ì−ëå §�¯¨á¥© ¤®áâ�â®ç−® âàã¤®¥¬ª¨© ¢ á¨«ã â®£®,
çâ® ¯à¨å®¤¨âáï ªà®¬¥ ã¯®àï¤®ç¨¢�−¨ï á®¡ëâ¨© ¯® ¢à¥¬¥−¨ ¢®ááâ�−�¢«¨¢�âì
áªàëâë¥ ¢§�¨¬®á¢ï§¨ ¨ �áá®æ¨�æ¨¨ ¬¥¦¤ã ®¡ê¥ªâ�¬¨. �âáãâáâ¢¨¥ �ªâã�«ì−®©
¬®¤¥«¨ �‚‘, ®¡ê¥¤¨−ïîé¥© ®¯¨á�−¨¥ ª�ª ®â¤¥«ì−ëå ®¡ê¥ªâ®¢ ¨−äà�áâàãªâãàë,
â�ª ¨ á¢ï§¥© ¬¥¦¤ã −¨¬¨, −¥¨§¡¥¦−® ¯à¨¢®¤¨â −¥ â®«ìª® ª −�àãè¥−¨î æ¥«®áâ-
−®áâ¨ ª®−ä¨£ãà�æ¨¨, −® ¨ ª ¯®ï¢«¥−¨î ®è¨¡®ª ã¯à�¢«¥−¨ï �‚‘, ¢ â®¬ ç¨á«¥
ú¬¥àæ�îé¨åû. Œ¥â®¤®«®£¨ç¥áª�ï ¯à¨ç¨−� íâ®£® ªà®¥âáï ¢ −�àãè¥−¨¨ ¯®àï¤ª�
¨ á¨−åà®−¨§�æ¨¨ ¯à®æ¥áá®¢ ã¯à�¢«¥−¨ï [1,3].

‚ëå®¤ ¨§ á¨âã�æ¨¨ ¢¨¤¨âáï ¢ à¥è¥−¨¨ §�¤�ç¨ á®§¤�−¨ï ¨ ¯®¤¤¥à¦�−¨ï ¢ �ªâã-
�«ì−®¬ á®áâ®ï−¨¨ ¨−ä®à¬�æ¨®−−®© ¬®¤¥«¨ �¯¯�à�â−®-¯à®£à�¬¬−®£® ª®¬¯«¥ªá�,
¢ª«îç�ï ª®−ä¨£ãà�æ¨î ¢¨àâã�«ì−®© áà¥¤ë �‚‘. ‚ âà�¤¨æ¨®−−®¬ ¢�à¨�−â¥
à¥�«¨§�æ¨¨ �¯¯�à�â−®-¯à®£à�¬¬−ëå ª®¬¯«¥ªá®¢ íâ� §�¤�ç� ãá¯¥è−® à¥è�¥â-
áï áà¥¤áâ¢�¬¨ ª«�áá� IBM Rational / Telelogic Tau [14, 15]. ‚ âà�¤¨æ¨®−−®¬
¯®¤å®¤¥ ¯à¨¬¥−¥−¨¥ ¨−áâàã¬¥−â®¢ ¯®¤®¡−®£® ª«�áá� (IBM Rational / Telelogic
DOORS/Tau/Synergy/TauTester/DocExpress) ¯®§¢®«ï¥â §−�ç¨â¥«ì−® ®¯â¨-
¬¨§¨à®¢�âì ¢ë¯®«−¥−¨ï àï¤� ITIL (Information Technology Infrastructure Library)
¯à®æ¥áá®¢, ¢ ç�áâ−®áâ¨ Change ¨ Release Management. ‚ á«ãç�¥ ¦¥ �‚‘, ª®£¤�
å�à�ªâ¥à−ë¥ ¢à¥¬¥−� ã¬¥−ìè�îâáï ¤® á¥ªã−¤, −�«¨ç¨¥ ¯®¤®¡−®£® ®â«�¦¥−−®£®
¨−áâàã¬¥−â�à¨ï ï¢«ï¥âáï ®¤−¨¬ ¨§ −¥®¡å®¤¨¬ëå ãá«®¢¨© ¯à®¢¥¤¥−¨ï ãá¯¥è−®©
à¥ª®−ä¨£ãà�æ¨¨ ¨ §�é¨âë ®â −¥¦¥«�â¥«ì−ëå ¢â®à¦¥−¨©.

�à¨¬¥−¥−¨¥ ¯®¤®¡−ëå áà¥¤áâ¢ ¤�áâ ¢®§¬®¦−®áâì:

{ ã¯®àï¤®ç¨âì ¯à®æ¥ááë ã¯à�¢«¥−¨ï �‚‘, á®åà�−ïï æ¥«®áâ−®áâì ª®−ä¨£ãà�-
æ¨¨ �‚‘ ¢ ¯à�ªâ¨ç¥áª¨ «î¡®© ¬®¬¥−â ¢à¥¬¥−¨;

{ ®¯à¥¤¥«ïâì ¢à¥¬¥−−‚ë¥ ¯¥à¨®¤ë ¨ ã¯à�¢«ïâì ¨¬¨, ª®£¤� �‚‘ −¥ −�å®-
¤¨âáï ¢ á®áâ®ï−¨¨, ®â¢¥ç�îé¥¬ âà¥¡®¢�−¨ï¬ SLA (Service Level Agree-
ment) ¨ ¯®«¨â¨ª ¡¥§®¯�á−®áâ¨, ¨ ¯®íâ®¬ã ãï§¢¨¬� ¨ ®£à�−¨ç¥−−® à�¡®â®á¯®-
á®¡−�;

{ ¤¥ª®¬¯®§¨à®¢�âì �‚‘ −� á®áâ�¢«ïîé¨¥ ª®¬¯®−¥−âë, â¥¬ á�¬ë¬ ¯®−¨¦�ï
à�§¬¥à−®áâì ¨ á«®¦−®áâì ª�ª ª�¦¤®£® ª®¬¯®−¥−â�, â�ª ¨ �‚‘ ¢ æ¥«®¬,
� §−�ç¨â, ¯¥à¥¢®¤ï §�¤�çã ¢¥à¨ä¨ª�æ¨¨ ¯à®æ¥áá®¢ à¥ª®−ä¨£ãà�æ¨¨ �‚‘
¢ à�§àï¤ à�§à¥è¨¬ëå.

3 Выводы

�®¤¢®¤ï ¨â®£ ¯à¨¢¥¤¥−−ëå ¢ëè¥ à�ááã¦¤¥−¨©, ¬®¦−® §�ª«îç¨âì, çâ® ¤«ï
áâ�¡¨«¨§�æ¨¨ à�¡®âë ¯à®¤ãªâ� −¥®¡å®¤¨¬®:
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�¡ �−�«¨§¥ ®è¨¡®ç−ëå á®áâ®ï−¨© ¢ à�á¯à¥¤¥«¥−−ëå ¢ëç¨á«¨â¥«ì−ëå á¨áâ¥¬�å

{ ¯à¥¤ãá¬®âà¥âì æ¥−âà à¥£¨áâà�æ¨¨ ®è¨¡®ª ¨ ¬®−¨â®à¨−£�;

{ ª®−ä¨£ãà�æ¨î �‚‘ ¯à®¢®¤¨âì ¢ ãá«®¢¨ïå ®¡¥á¯¥ç¥−¨ï ¬ã«ìâ¨¢�à¨�−â−®áâ¨,
¯à®æ¥áá à¥ª®−ä¨£ãà�æ¨¨ ¤®«¦¥− ¡ëâì ¤¢ãåä�§−ë¬ [1];

{ ¯«�− à¥ª®−ä¨£ãà�æ¨¨ ¤®«¦¥− ¡ëâì ¯® ¢®§¬®¦−®áâ¨ ¯à�¢¨«ì−ë¬ ¨ −¥¯à®â¨-
¢®à¥ç¨¢ë¬.

‘ íâ®© æ¥«ìî £à�ä ¬®¤¥«¨ �‚‘ ¤®«¦¥− á®áâ®ïâì ¨§ ¯®¤¬−®¦¥áâ¢ ¯«®áª®-
áâ¥© [2], ®¯â¨¬�«ì−® ®¡¥á¯¥ç¨¢�îé¨å ¯à�¢¨«ì−®áâì, −¥¯à®â¨¢®à¥ç¨¢®áâì ¨ ã¯®-
àï¤®ç¥−−®áâì ¯«�−� à¥ª®−ä¨£ãà�æ¨¨ [1]. Š®−ä¨£ãà�æ¨¨ ¤®«¦−ë à¥£¨áâà¨à®-
¢�âìáï ¢ �„ á ¯®¤¤¥à¦ª®© âà�−§�ªæ¨© ¨ ¤¢ãåä�§−®£® ª®¬¬¨â�. “à®¢¥−ì ¨§®«ïæ¨¨
âà�−§�ªæ¨© §�¢¨á¨â ®â −¥®¡å®¤¨¬®£® ãà®¢−ï ®¡á«ã¦¨¢�−¨ï ¨ ªà¨â¨ç−®áâ¨ à�-
¡®âë ª®¬¯®−¥−â®¢. ÷¥£¨áâà�æ¨ï á®¡ëâ¨© ¤®«¦−� ¢¥áâ¨áì ¢ æ¥−âà�«¨§®¢�−−®¬
¨¥à�àå¨ç¥áª®¬ ¯®àï¤ª¥ ¢ á®®â¢¥âáâ¢¨¨ á ¯«�−®¬ à¥ª®−ä¨£ãà�æ¨¨ à¥áãàá�. „«ï
à¥£¨áâà�æ¨¨ ¨ á¨âã�æ¨®−−®£® �−�«¨§� à�¡®âë �‚‘, � â�ª¦¥ ¤«ï ¢®§¬®¦−®áâ¨
®¯à¥¤¥«¨âì ¢à¥¬ï, ã§¥«, å�à�ªâ¥à ¨ ¢¥ªâ®à �â�ª¨ ¢à¥¤®−®á−®£® ��, ¥á«¨ â�-
ª®¢�ï ¡ã¤¥â ¨¬¥âì ¬¥áâ®. �®¬¨¬® á¬ëá«®¢ëå ¬¥−ïîé¨åáï ¯®«¥© −¥®¡å®¤¨¬®
à¥£¨áâà¨à®¢�âì:

{ ®â¬¥âª¨ ¢à¥¬¥−¨ ã§«®¢, §�−ïâëå ¢ âà�−§�ªæ¨ïå, ¢ª«îç�ï �„ ¨ á¥à¢¥àë
à¥£¨áâà�æ¨¨ á®¡ëâ¨© (¦ãà−�«¨à®¢�−¨¥). ‚ á«ãç�¥ ¨¥à�àå¨¨ â�ª¨å á¥à¢¥à®¢,
¯à¨ �−�«¨§¥ ¤�−−ëå −¥®¡å®¤¨¬ë ®â¬¥âª¨ ¢à¥¬¥−¨ á¥à¢¥à®¢, ãç�áâ¢ãîé¨å
¢ à¥£¨áâà�æ¨¨;

{ ¨¤¥−â¨ä¨ª�â®à ¢¥àá¨¨ ª®−ä¨£ãà�æ¨¨;

{ ¥á«¨ �‚‘ ¢ë¯®«−¥−� á ¨á¯®«ì§®¢�−¨¥¬ SDN (Software-Defined Networking),
¨¤¥−â¨ä¨ª�â®à ú¯«®áª®áâ¨û, slice, ¢ ª®â®à®© ¯à®¢®¤¨«�áì à¥ª®−ä¨£ãà�æ¨ï;

{ ¨¤¥−â¨ä¨ª�â®àë ¯à®¥ªâ�, â¥−�−â�, ®¡ê¥ªâ� ª®−ä¨£ãà�æ¨¨ ¨ ¨å ¢§�¨¬®á¢ï§¨.

�®¤ ®¡ê¥ªâ®¬ ª®−ä¨£ãà�æ¨¨ §¤¥áì ¯®−¨¬�¥âáï áãé−®áâì, ¢«¨ïîé�ï −� à�¡®âã
¨−äà�áâàãªâãàë, ª�ª-â®: ã§¥« (ä¨§¨ç¥áª¨© ¨ ¢¨àâã�«ì−ë©), IP-�¤à¥á, ¯®àâ,
¯à®â®ª®«, ¯à¨«®¦¥−¨¥, á¥à¢¨á, á¥â¥¢�ï äã−ªæ¨ï, áä®à¬¨à®¢�−−ë¥ æ¥¯®çª¨
á¥â¥¢ëå äã−ªæ¨©, ãç¥â−�ï §�¯¨áì, ¯à�¢� ¤®áâã¯� ¨ â. ¤.

Š á®¦�«¥−¨î, −� −�áâ®ïé¨© ¬®¬¥−â −¥ áãé¥áâ¢ã¥â −¨ â¥®à¥â¨ç¥áª¨ ®¡®á−®¢�−-
−ëå ¯®¤å®¤®¢ ª ¯®áâà®¥−¨î æ¥«®áâ−ëå −¥¯à®â¨¢®à¥ç¨¢ëå ª®−ä¨£ãà�æ¨© ¢ à�á-
¯à¥¤¥«¥−−ëå �‚‘, −¨ æ¥«®áâ−ëå ¬¥â®¤®¢ �¢â®¬�â¨ç¥áª®© ¯à®¢¥àª¨, á¯®á®¡−ëå
�¤¥ª¢�â−® â¥áâ¨à®¢�âì ¢á¥ á®áâ®ï−¨ï à�á¯à¥¤¥«¥−−ëå á¨áâ¥¬. ‘®®â¢¥âáâ¢¥−−®,
®è¨¡ª¨ ¢ −¨å ¢ëï¢«ïîâáï ¯® ¡®«ìè¥© ç�áâ¨ −� íâ�¯¥ íªá¯«ã�â�æ¨¨. …áâ¥áâ¢¥−-
−® ®¦¨¤�âì, çâ® ¤�¦¥ ¯®á«¥ ¤«¨â¥«ì−®£® æ¨ª«� íªá¯«ã�â�æ¨¨ ¨ ¨á¯à�¢«¥−¨ï
®è¨¡®ª ¢á¥ à�¢−® ¢ á¨áâ¥¬¥ ¡ã¤ãâ ®áâ�¢�âìáï ¯à®¡«¥¬ë, á¯®á®¡−ë¥ ¯à¨¢¥áâ¨
ª ®è¨¡®ç−ë¬ á®áâ®ï−¨ï¬ ¯à¨ ¬�«®¢¥à®ïâ−ëå áâ¥ç¥−¨ïå ®¡áâ®ïâ¥«ìáâ¢. ��«¨ç¨¥
¯®¤¤¥à¦¨¢�¥¬®© ¢ �ªâã�«ì−®¬ á®áâ®ï−¨¨ ¨−ä®à¬�æ¨®−−®© ¬®¤¥«¨ �¯¯�à�â−®-
¯à®£à�¬¬−®£® ª®¬¯«¥ªá� �‚‘ ¯®§¢®«¨â áãé¥áâ¢¥−−® á®ªà�â¨âì ¯ãâì ª à¥è¥−¨î
§�¤�ç¨ ã¯à�¢«¥−¨ï ¨ ¯®¤¤¥à¦ª¨ æ¥«®áâ−ëå −¥¯à®â¨¢®à¥ç¨¢ëå ª®−ä¨£ãà�æ¨©
¢ à�á¯à¥¤¥«¥−−ëå �‚‘.
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Abstract: The analysis of erratic statuses of the distributed computing systems
on the example of OpenStack, caused by the absence of synchronization between
components of a cloudy computing environment and, also, probable sources
of their origin are considered. Detail analysis of journal records is provided
in the analysis of one of the listed erratic statuses of software platform of
OpenStack. The method of the analysis of similar situations is shown. Creation
and maintenance in current state of an information model of a managed cloudy
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Keywords: distributed computing systems; cloudy computing environments;
OpenStack; RabbitMQ; Nova; Neutron; analysis of erratic statuses; information
cloudy network infrastructures

DOI: 10.14357/08696527180108

Acknowledgments

The paper was partially supported by the Russian Foundation for Basic Research
(project 15-29-07981 ofi-m).

References

1. Grusho, A. A., M. I. Zabezhailo, A. A. Zatsarinnyy, and V. O. Piskovski. 2016. Bez-
opasnaya avtomaticheskaya rekonfiguratsiya oblachnykh vychislitel'nykh sred [Secure
automatic reconfiguration of cloudy computing]. Sistemy i Sredstva Informatiki |
Systems and Means of Informatics 26(3):83{92.

2. McGeer, R. 2016. Declarative verifiable SDI specifications. 37th IEEE Sympo-
sium on Security and Privacy Proceedings. IEEE. 198{203. Available at: http://
spw16.langsec.org/papers/mcgeer-veri¦able-sdi-specs.pdf(accessed February 3, 2018).

Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2018 vol 28 no 1 107



A. A. Grusho, M. I. Zabezhailo, A. A. Zatsarinnyy, et al.

3. Grusho, A. A., M. I. Zabezhailo, A. A. Zatsarinnyy, A. V. Nikolaev, V. O. Piskovski,
and E. E. Timonina. 2017. Klassifikatsiya oshibochnykh sostoyaniy v raspredelennykh
vychislitel'nykh sistemakh i istochniki ikh vozniknoveniya [Erroneous states classi-
fication in distributed computing systems and sources of their occurrences]. Sistemy
i Sredstva Informatiki | Systems and Means of Informatics 27(2):29{40.

4. OpenStack Compute (nova): Inconsistent state when connection to conductor is
lost during live migration. 2016. Available at: https://bugs.launchpad.net/nova/
+bug/1536589 (accessed Febrary 3, 2018).

5. OpenStack Compute (nova): Network not always cleaned up when spawning VMs. 2016.
Available at: https://bugs.launchpad.net/nova/+bug/1597596 (accessed February 3,
2018).

6. OpenStack Compute (nova): Nova force-delete can't delete instance in vm state
block device mapping. 2017. Available at: https://bugs.launchpad.net/nova/+bug/
1704945 (accessed February 3, 2018).

7. OpenStack Compute (nova): Race conditions between compute and schedule disk
report. Available at: https://bugs.launchpad.net/nova/+bug/1704975. 2017 (accessed
February 3, 2018).

8. OpenStack Compute (nova): Live migration fails with an attached non-bootable Cinder
volume (Pike). 2017. Available at: https://bugs.launchpad.net/nova/+bug/1715569
(accessed February 3, 2018).

9. Neutron: Race Conditions vulnerability in Openstack Neutron. 2015. Available
at: https://cyber.vumetric.com/vulns/CVE-2015-5240/race-conditions-vulnerability-
openstack-neutron/ (accessed February 3, 2018).

10. OpenStack Compute (nova): Race conditions between compute and schedule disk re-
port. 2016. Available at: https://bugs.launchpad.net/nova/+bug/1610679 (accessed
February 3, 2018).

11. OpenStack Compute (nova): Duplicate indexes in nova-db. 2016. Available at: https://
bugs.launchpad.net/nova/+bug/1641185 (accessed February 3, 2018).

12. OpenStack Compute (nova): Can't attach volume to volume-backed instance. 2017.
Available at: https://bugs.launchpad.net/nova/+bug/1678694 (accessed February 3,
2018).

13. OpenStack Compute (nova): Can not delete the image has been launched instance
when use rbd. 2017. Available at: https://bugs.launchpad.net/nova/+bug/1697391
(accessed February 3, 2018).

14. De Wet, N. and P. Kritzinger. 2004. Towards model-based communication protocol
performability analysis with UML 2.0. Southern African Telecommunication Net-
works and Applications Conference (SATNAC) Proceedings. Spier Wine Estate. 6 à.
Available at: http://www.satnac.org.za/proceedings/2004/Software/No%20105%20-
%20de%20Wet.pdf (accessed Febrary 3, 2018).

15. Standards-based, model-driven development solution for complex systems. 2015. Avail-
able at: https://www-03.ibm.com/software/products/en/ratitau (accessed February 3,
2018).

Received February 4, 2018

108 Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2018 vol 28 no 1



About the analysis of erratic statuses in the distributed computing systems

Contributors

Grusho Alexander A. (b. 1946) | Doctor of Science in physics and mathematics,
professor, Head of Laboratory, Institute of Informatics Problems, Federal Research
Center \Computer Sciences and Control" of the Russian Academy of Sciences;
44-2 Vavilov Str., Moscow 119133, Russian Federation; grusho@yandex.ru

Zabezhailo Michael I. (b. 1956) | Doctor of Science in physics and mathematics,
Head of Laboratory, Institute of Informatics Problems, Federal Research Center
\Computer Sciences and Control" of the Russian Academy of Sciences; 44-2 Vavilov
Str., Moscow 119133, Russian Federation; m.zabezhailo@yandex.ru

Zatsarinny Alexander A. (b. 1951) | Doctor of Science in technology, professor,
Deputy Director, Federal Research Center \Computer Sciences and Control" of
the Russian Academy of Sciences; 44-2 Vavilov Str., Moscow 119133, Russian
Federation; AZatsarinny@ipiran.ru

Nikolaev Andrei V. (b. 1973) | Candidate of Science (PhD) in physics and
mathematics, senior scientist, N. N. Semenov Institute of Chemical Physics, Russian
Academy of Sciences; 4-1 Kosygina Str., Moscow 119991, Russian Federation;
gentoorion@mail.ru

Piskovski Viktor O. (b. 1963) | Candidate of Science (PhD) in physics and
mathematics, senior scientist, Institute of Informatics Problems, Federal Research
Center \Computer Sciences and Control" of the Russian Academy of Sciences;
44-2 Vavilov Str., Moscow 119133, Russian Federation; vpvp80@yandex.ru

Senchilo Vladimir V. (b. 1963) | scientist, Institute of Informatics Prob-
lems, Federal Research Center \Computer Sciences and Control" of the Russian
Academy of Sciences; 44-2 Vavilov Str., Moscow 119133, Russian Federation;
volodias@mail.ru

Sudarikov Igor V. (b. 1989) | scientist, Institute of Informatics Problems, Federal
Research Center \Computer Sciences and Control" of the Russian Academy of Sci-
ences; 44-2 Vavilov Str., Moscow 119133, Russian Federation; 4seev3@gmail.com

Timonina Elena E. (b. 1952) | Doctor of Science in technology, professor, leading
scientist, Institute of Informatics Problems, Federal Research Center \Computer
Sciences and Control" of the Russian Academy of Sciences; 44-2 Vavilov Str.,
Moscow 119133, Russian Federation; eltimon@yandex.ru

Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2018 vol 28 no 1 109



‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ, 2018. ’. 28. ü 1. ‘. 110{122

МОДЕЛИРОВАНИЕ БЕЗОПАСНЫХ АРХИТЕКТУР
РАСПРЕДЕЛЕННЫХ

ИНФОРМАЦИОННО-ВЫЧИСЛИТЕЛЬНЫХ СИСТЕМ
НА ОСНОВЕ КОМПЛЕКСНОЙ ВИРТУАЛИЗАЦИИ∗

Н. А. Грушо1, В. В. Сенчило2

�−−®â�æ¨ï: �¥§®¯�á−ë¥ �àå¨â¥ªâãàë à�á¯à¥¤¥«¥−−ëå ¨−ä®à¬�æ¨®−−ëå á¨á-
â¥¬ (ˆ‘) ¬®¦−® áâà®¨âì −� ®á−®¢¥ ¢¨àâã�«ì−ëå ¬�è¨−. Š�¦¤�ï ¢¨àâã�«ì-
−�ï ¬�è¨−� ¢ë¯®«−ï¥â áâà®£® ®¯à¥¤¥«¥−−ë© äã−ªæ¨®−�«. �â® ¯®§¢®«ï¥â
¢ë¤¥«¨âì ¢¨àâã�«ì−ë¥ ¬�è¨−ë, à¥è�îé¨¥ ¨áª«îç¨â¥«ì−® §�¤�ç¨ ¨−ä®à-
¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨ (ˆ�). ÷�áá¬�âà¨¢�¥âáï ¢«¨ï−¨¥ �àå¨â¥ªâãàë, ¨á-
¯®«ì§ãîé¥© ¢¨àâã�«ì−ë¥ ¬�è¨−ë ¤«ï ®¡¥á¯¥ç¥−¨ï ˆ�, −� áª®à®áâì ¯à¨¥¬�
¨ ¯¥à¥¤�ç¨ ¤�−−ëå ¬¥¦¤ã í«¥¬¥−â�¬¨ ˆ‘. ˆáá«¥¤®¢�−¨ï ¯®â¥à¨ áª®à®áâ¨ ¯à¨
¯¥à¥¤�ç¥ ¨ ¯à¨¥¬¥ ¯®¤â¢¥à¤¨«¨ ¢®§¬®¦−®áâ¨ ¯®áâà®¥−¨ï ¡¥§®¯�á−ëå �àå¨-
â¥ªâãà á ¯®¬®éìî ¨§®«ïæ¨¨ ¢¨àâã�«ì−ëå ¤®¬¥−®¢ ¢¨àâã�«ì−ë¬¨ á¥à¢¥à�¬¨
¡¥§®¯�á−®áâ¨.

Š«îç¥¢ë¥ á«®¢�: ¨−ä®à¬�æ¨®−−�ï ¡¥§®¯�á−®áâì; à�á¯à¥¤¥«¥−−ë¥ ¨−ä®à¬�-
æ¨®−−®-¢ëç¨á«¨â¥«ì−ë¥ á¨áâ¥¬ë; ¢¨àâã�«¨§�æ¨ï
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1 Введение

�àå¨â¥ªâãà−ë¥ à¥è¥−¨ï ¡¥§®¯�á−ëå ˆ‘ á ¨á¯®«ì§®¢�−¨¥¬ ¢¨àâã�«ì−ëå ¬�-
è¨− [1, 2] âà¥¡ãîâ −¥ â®«ìª® â¥®à¥â¨ç¥áª®£® ¨§ãç¥−¨ï, −® ¨ ¬®¤¥«¨à®¢�−¨ï
á æ¥«ìî ¯®«ãç¥−¨ï ¤®áâ®¢¥à−ëå ¤�−−ëå ® ¯à¨¬¥−¨¬®áâ¨ â�ª¨å à¥è¥−¨©. �á−®-
¢®© ¡¥§®¯�á−ëå �àå¨â¥ªâãà ï¢«ïîâáï ¢¨àâã�«ì−ë¥ ¬�è¨−ë, á¢ï§�−−ë¥ ¬¥¦¤ã
á®¡®© ¢ ¥¤¨−ãî ˆ‘. Š�¦¤ë© í«¥¬¥−â â�ª®© ˆ‘ ¢ë¯®«−ï¥â áâà®£® ®¯à¥¤¥«¥−-
−ë© äã−ªæ¨®−�«, çâ® ¯®§¢®«ï¥â ¯à¨¬¥−¨âì ¢ §�é¨é�îé¨å ¨§®«ïæ¨î ¤®¬¥−®¢
¢¨àâã�«ì−ëå ¬�è¨−�å ¬¥â®¤ë ¨−â¥««¥ªâã�«ì−®£® �−�«¨§� ¤�−−ëå (ˆ�„) [3] ¤«ï
®¡¥á¯¥ç¥−¨ï ˆ�. ‚ ¤�−−®© à�¡®â¥ à�áá¬�âà¨¢�¥âáï ¢«¨ï−¨¥ �àå¨â¥ªâãàë ¢¨àâã-
�«ì−ëå ¬¥å�−¨§¬®¢ ˆ� ˆ‘ −� ¥¥ ¯à®¨§¢®¤¨â¥«ì−®áâì, ¢ ç�áâ−®áâ¨ −� áª®à®áâì
¯à¨¥¬� ¨ ¯¥à¥¤�ç¨ ¤�−−ëå ¬¥¦¤ã í«¥¬¥−â�¬¨ ˆ‘.

∗÷�¡®â� ¢ë¯®«−¥−� ¯à¨ ç�áâ¨ç−®© ¯®¤¤¥à¦ª¥ ÷””ˆ (¯à®¥ªâ 15-07-02053).
1ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�

¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, info@itake.ru
2ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�

¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, volodias@mail.ru
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2 Описание архитектуры

�¥à¢ë¬ è�£®¬ ª ¯®áâà®¥−¨î ¡¥§®¯�á−ëå ˆ‘ á ¨á¯®«ì§®¢�−¨¥¬ ¢¨àâã�«ì−ëå
¬�è¨− ï¢«ï¥âáï ®¯à¥¤¥«¥−¨¥ ¯¥à¥ç−ï âà¥¡®¢�−¨© ¯® ˆ� ¤«ï §�¤�ç, à¥è�¥¬ëå
ˆ‘. ‘¥à¢¥àë ®â¢¥ç�îâ §� ¯à¥¤®áâ�¢«¥−¨¥ ª®−ªà¥â−ëå á¥à¢¨á®¢, � ª«¨¥−âë ®¡à�-
é�îâáï ª á¥à¢¨á�¬, −�¯à¨¬¥à ª ä�©«®¢ë¬ åà�−¨«¨é�¬, ¡�§�¬ ¤�−−ëå, ¢¥¡-¨−-
â¥àä¥©á�¬ ¨ â. ¤. �â¤¥«ì−® −¥®¡å®¤¨¬® ¢¬¥áâ¥ á íâ¨¬¨ í«¥¬¥−â�¬¨ ¢ë¤¥«¨âì
í«¥¬¥−âë ˆ‘, ®â¢¥ç�îé¨¥ §� ˆ�. ’�ª¦¥ ¢ë¤¥«ï¥âáï £àã¯¯� ¨−äà�áâàãªâãà−ëå
í«¥¬¥−â®¢ ˆ‘, −�¯à¨¬¥à ¬�àèàãâ¨§�â®àë, ¬¥¦á¥â¥¢ë¥ íªà�−ë (¡à�−¤¬�ãíàë)
¨ â. ¤.

‘«¥¤ãîé¨© è�£ | íâ® ¢¨àâã�«¨§�æ¨ï ¢ë¤¥«¥−−ëå í«¥¬¥−â®¢ (á¥à¢¥à®¢,
¬�àèàãâ¨§�â®à®¢ ¨ â. ¯.). �®«ãç¥−−ë¥ ¢¨àâã�«ì−ë¥ ¬�è¨−ë ®¡ê¥¤¨−ïîâáï
¢ ¥¤¨−ãî ˆ‘ á −�¨¡®«¥¥ ¢ë£®¤−®© ¢ ¯«�−¥ ¯à®¨§¢®¤¨â¥«ì−®áâ¨ ¨ ¡¥§®¯�á−®áâ¨
â®¯®«®£¨¥©.

‘à¥¤áâ¢� ¢¨àâã�«¨§�æ¨¨, â�ª¨¥ ª�ª ¯à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ Oracle Virtual
Box, ¯®§¢®«ïîâ ®¡ê¥¤¨−ïâì ¢¨àâã�«ì−ë¥ ¬�è¨−ë ¢ «®ª�«ì−ë¥ ¢ëç¨á«¨â¥«ì−ë¥
á¥â¨ (‹‚‘) á ¯®¬®éìî â�ª¨å ¬¥å�−¨§¬®¢, ª�ª NAT (Native Address Translation),
á¥â¥¢®© ¬®áâ (Network Bridge) ¨«¨ ¢¨àâã�«ì−�ï ¢−ãâà¥−−ïï á¥âì, ª®£¤� ¢¨àâã�«ì-
−ë¥ ¬�è¨−ë ¬®£ãâ ®¡¬¥−¨¢�âìáï ¤�−−ë¬¨ â®«ìª® ¬¥¦¤ã á®¡®©, −¥ ¨¬¥ï ¤®áâã¯�
ª ¢−¥è−¥© á¥â¨ å®áâ-¬�è¨−ë (£¨¯¥à¢¨§®à�).

‘¨áâ¥¬� âà�−á«ïæ¨¨ á¥â¥¢ëå �¤à¥á®¢ (NAT) ¨á¯®«ì§ã¥âáï ¤«ï ¯®¤¬¥−ë �¤à¥á�
®â¯à�¢¨â¥«ï ¢ ¯�ª¥â�å, ¯¥à¥¤�¢�¥¬ëå ®â ª«¨¥−â� ª á¥à¢¥àã. ��¯à¨¬¥à, ã§¥« �
¢ ‹‚‘ ç¥à¥§ NAT (ã§¥« �) ®â¯à�¢«ï¥â ¯�ª¥â á¥à¢¥àã, � NAT ¯®¤¬¥−ï¥â �¤à¥á
®â¯à�¢¨â¥«ï −� á¢®© �¤à¥á. ‘¥à¢¥à ¯®«�£�¥â, çâ® ®¡é�¥âáï á ã§«®¬ �, å®âï −�
á�¬®¬ ¤¥«¥ íâ®â ¯�ª¥â ¡ë« ®â¯à�¢«¥− ã§«®¬ �. �à¨ ¯®«ãç¥−¨¨ ®â¢¥â� ®â á¥à¢¥à�
NAT ¯à®¢®¤¨â ®¡à�â−ãî ¯®¤¬¥−ã �¤à¥á� ¯®«ãç�â¥«ï (−� �¤à¥á ã§«� �) ¨ ¯¥à¥¤�¥â
íâ®â ¯�ª¥â ã§«ã �. „�−−�ï á¨áâ¥¬� ¨á¯®«ì§ã¥âáï ¤«ï â®£®, çâ®¡ë ¯à¥¤®áâ�¢¨âì
¬−®¦¥áâ¢ã ª«¨¥−â®¢ ‹‚‘ ¤®áâã¯ ¢® ¢−¥è−îî á¥âì, ¨¬¥ï ¢á¥£® ®¤¨− ¢−¥è−¨©
�¤à¥á. Š«¨¥−âë ‹‚‘ ¨¬¥îâ â®«ìª® ¢−ãâà¥−−¨¥ á¥â¥¢ë¥ �¤à¥á�.

‘¨áâ¥¬� ¯®¤ª«îç¥−¨ï á ¯®¬®éìî á¥â¥¢®£® ¬®áâ� (Network Bridge) �−�«®£¨ç−�
¯®¤ª«îç¥−¨î ª«¨¥−â®¢ á ¯®¬®éìî á¥â¥¢®£® ª®¬¬ãâ�â®à�. ��ª¥âë ®â ª«¨¥−â®¢
¯¥à¥¤�îâáï áà�§ã ¢® ¢−¥è−îî á¥âì. � ¢á¥ ¯�ª¥âë, ¯®«ãç¥−−ë¥ ¨§ ¢−¥è−¥© á¥â¨,
¯¥à¥¤�îâáï −�¯àï¬ãî ª«¨¥−â�¬.

‚¨àâã�«ì−�ï á¥âì | íâ® ®¡ê¥¤¨−¥−¨¥ ¢¨àâã�«ì−ëå ¬�è¨− ¢ ‹‚‘. „�−−�ï
‹‚‘ −¥ ¨¬¥¥â ¤®áâã¯� ª ¢−¥è−¥© á¥â¨ £¨¯¥à¢¨§®à�. ‚¨àâã�«ì−�ï á¥âì à�¡®â�¥â
�−�«®£¨ç−® ®¡ê¥¤¨−¥−¨î ¯¥àá®−�«ì−ëå ª®¬¯ìîâ¥à®¢ (�Š) ‹‚‘ á ¯®¬®éìî
ª®¬¬ãâ�â®à�.

ˆ§®«ïæ¨ï í«¥¬¥−â®¢ ˆ‘ á ¯®¬®éìî ¢¨àâã�«¨§�æ¨¨ ®¡¥á¯¥ç¨¢�¥â ¡¥§®¯�á-
−®áâì ¢á¥© ˆ‘ ¨ ¢®§¬®¦−®áâì ª®−âà®«ï ª�¦¤®£® ¨§ −¨å, −¥§�¢¨á¨¬® ®â á®áâ®ï−¨ï
¤àã£¨å í«¥¬¥−â®¢. ’�ª®¥ à�§¤¥«¥−¨¥ ¯à¨¢®¤¨â ª ã¢¥«¨ç¥−¨î −�£àã§ª¨ −� å®áâ-
¬�è¨−ë ¨, ª�ª á«¥¤áâ¢¨¥, ª á−¨¦¥−¨î áª®à®áâ¨ ®¡¬¥−� ¤�−−ë¬¨ ¢ ˆ‘. ‚ á¢ï§¨
á íâ¨¬ ¢®§−¨ª�¥â −¥®¡å®¤¨¬®áâì ¨áá«¥¤®¢�−¨ï ¢«¨ï−¨ï �àå¨â¥ªâãàë ¢¨àâã�«¨§�-
æ¨¨ −� áª®à®áâì ®¡¬¥−� ¤�−−ë¬¨ ¢ −¥©.
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3 Моделирование информационной системы
на базе виртуальных машин

÷�áá¬®âà¨¬ ã¯à®é¥−−ãî �àå¨â¥ªâãàã ¡¥§®¯�á−®© ˆ‘ á ¨á¯®«ì§®¢�−¨¥¬ ¢¨à-
âã�«ì−ëå ¬�è¨−. „�«¥¥ ¯¥à¥ç¨á«¥−ë ®á−®¢−ë¥ í«¥¬¥−âë ã¯à®é¥−−®© ˆ‘. �«¥-
¬¥−â, ¯à¥¤®áâ�¢«ïîé¨© á¥à¢¨á, | á¥à¢¥à. �«¥¬¥−â, ®¡à�é�îé¨©áï ª ¯à¥¤®áâ�¢-
«ï¥¬®¬ã á¥à¢¨áã, | ª«¨¥−â. �«¥¬¥−â, ®áãé¥áâ¢«ïîé¨© á¢ï§ì ¬¥¦¤ã ª«¨¥−â®¬
¨ á¥à¢¥à®¬, | å®áâ-¬�è¨−�. �«¥¬¥−â, ®¡¥á¯¥ç¨¢�îé¨© ã¯à�¢«¥−¨¥ ¯®â®ª®¬
¤�−−ëå (¬�àèàãâ¨§�æ¨ï ¨«¨ ä¨«ìâà�æ¨ï âà�ä¨ª�), | ¬�àèàãâ¨§�â®à ¨«¨ ¯à®-
¬¥¦ãâ®ç−�ï ¢¨àâã�«ì−�ï ¬�è¨−�.

‚ ª®à¯®à�â¨¢−ëå á¥âïå ¤«ï ¢¨àâã�«¨§�æ¨¨ ¨á¯®«ì§ãîâáï ¢ëá®ª®¯à®¨§¢®-
¤¨â¥«ì−ë¥ á¥à¢¥àë á −¥áª®«ìª¨¬¨ ¬−®£®ï¤¥à−ë¬¨ ¯à®æ¥áá®à�¬¨ ¨ ¡ëáâà®¤¥©-
áâ¢ãîé¥© ¤¨áª®¢®© á¨áâ¥¬®©. �â® ¯®§¢®«ï¥â §�¯ãáª�âì ®¤−®¢à¥¬¥−−® ¤¥áïâª¨
¢¨àâã�«ì−ëå ¬�è¨− ¡¥§ á−¨¦¥−¨ï ¯à®¨§¢®¤¨â¥«ì−®áâ¨ ª�¦¤®© ¨§ −¨å ¢ ®â¤¥«ì-
−®áâ¨. „«ï ¬®¤¥«¨à®¢�−¨ï ã¯à®é¥−−®© �àå¨â¥ªâãàë ˆ‘ ¬®¦−® ¨á¯®«ì§®¢�âì
®¡ëç−ë¥ �Š, á¯®á®¡−ë¥ ®¡¥á¯¥ç¨âì à�¡®âã å®âï ¡ë ¤¢ãå ¢¨àâã�«ì−ëå ¬�è¨−
®¤−®¢à¥¬¥−−®. „«ï á−¨¦¥−¨ï −�£àã§ª¨ −� íâ®â �Š à®«ì á¥à¢¥à� ¬®¦−® ¢ë−¥áâ¨
−� ®â¤¥«ì−ë© �Š, ¯®¤ª«îç¨¢ ¥£® ¯® «®ª�«ì−®© á¥â¨ ª å®áâ-¬�è¨−¥.

‚ à¥§ã«ìâ�â¥ ã¯à®é¥−¨ï ˆ‘ á®áâ®¨â ¨§:

{ �Š-á¥à¢¥à�;

{ �Š-å®áâ-¬�è¨−ë;

{ ‹‚‘ ¬¥¦¤ã å®áâ-¬�è¨−®© ¨ á¥à¢¥à®¬;

{ ¢¨àâã�«ì−®© ¬�è¨−ë-ª«¨¥−â�;

{ ¢¨àâã�«ì−®© ¬�è¨−ë | ¯à®¬¥¦ãâ®ç−®£® á¥â¥¢®£® ã§«�, ¢ë¯®«−ïîé¥£® äã−ª-
æ¨î §�é¨âë ¨−ä®à¬�æ¨¨.

�ã¤¥¬ áç¨â�âì, çâ® í«¥¬¥−âë: á¥à¢¥à, ‹‚‘, å®áâ-¬�è¨−�{á¥à¢¥à, å®áâ-¬�-
è¨−� | íâ® −¥¨§¬¥−ï¥¬ë¥ í«¥¬¥−âë ˆ‘. ‚ â�ª®¬ á«ãç�¥ −� áª®à®áâì ®¡¬¥−�
¤�−−ë¬¨ ¢ ˆ‘ ¬¥¦¤ã ª«¨¥−â®¬ ¨ á¥à¢¥à®¬ ¡ã¤ãâ ¢«¨ïâì ¯à®¬¥¦ãâ®ç−ë¥ á¥â¥¢ë¥
ã§«ë, â. ¥. ¨å ª®−ä¨£ãà�æ¨ï, −�áâà®©ª� á¥â¥¢ëå ¨−â¥àä¥©á®¢. ’�ª¦¥ −� áª®à®áâì
®¡¬¥−� ¤�−−ë¬¨ ¡ã¤ãâ ¢«¨ïâì ãà®¢¥−ì ¢¨àâã�«¨§�æ¨¨ ª«¨¥−â� ¨ −�áâà®©ª� ¥£®
¯®¤ª«îç¥−¨ï ª ‹‚‘. �â® ¬®¦¥â ¡ëâì ¢¨àâã�«¨§�æ¨ï −� å®áâ-¬�è¨−¥, � ¬®¦¥â
¡ëâì ¯�à�¢¨àâã�«¨§�æ¨ï −� ¤àã£®© ¢¨àâã�«ì−®© ¬�è¨−¥. �®¤ª«îç¥−¨¥ ª ‹‚‘
¬®¦¥â ¡ëâì à¥�«¨§®¢�−® «î¡ë¬ á¯®á®¡®¬, ¯à¥¤®áâ�¢«ï¥¬ë¬ ¯à®£à�¬¬−ë¬ ®¡¥á-
¯¥ç¥−¨¥¬ (��) £¨¯¥à¢¨§®à�.

�«¥¬¥−â�¬¨, ®áãé¥áâ¢«ïîé¨¬¨ ª®−âà®«ì á¥â¥¢®£® âà�ä¨ª� (äã−ªæ¨ï ¯®
®¡¥á¯¥ç¥−¨î ¡¥§®¯�á−®áâ¨, à�áá¬®âà¥−−�ï à�−¥¥), ï¢«ïîâáï å®áâ-¬�è¨−� ¨ ¯à®-
¬¥¦ãâ®ç−ë© á¥â¥¢®© ã§¥«.

÷¥�«¨§�æ¨ï ®¯¨á�−−®© ¢ëè¥ ã¯à®é¥−−®© ¬®¤¥«¨ ¡¥§®¯�á−®© ˆ‘ ¢ ¢¨¤¥
¬�ª¥â� ¬®¦¥â ¯®ª�§�âì ¢®§¬®¦−®áâì á®§¤�−¨ï â�ª®© ˆ‘, � â�ª¦¥ ¯®§¢®«¨â
®æ¥−¨âì áª®à®áâì ¢§�¨¬®¤¥©áâ¢¨ï í«¥¬¥−â®¢ ˆ‘ ¬¥¦¤ã á®¡®©.
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4 Макеты информационной системы
с использованием виртуальных машин

4.1 Макет 1

÷�áá¬®âà¨¬ �àå¨â¥ªâãàã ˆ‘, ¢ ª®â®à®© ®¤−� ¨§ ¢¨àâã�«ì−ëå ¬�è¨− ï¢«ï¥âáï
£¨¯¥à¢¨§®à®¬ ¤«ï ¤àã£®© ¢¨àâã�«ì−®© ¬�è¨−ë (¢«®¦¥−−ë¥ ¢¨àâã�«ì−ë¥ ¬�è¨-
−ë). ‚ ª�ç¥áâ¢¥ áà¥¤áâ¢� ¢¨àâã�«¨§�æ¨¨ ¨á¯®«ì§ã¥¬ �� Oracle VirtualBox.

�� ä¨§¨ç¥áª®¬ £¨¯¥à¢¨§®à¥ Š«¨¥−â 1 á ¯®¬®éìî �� VirtualBox á®§¤�¥âáï
¢¨àâã�«ì−�ï ¬�è¨−� Š«¨¥−â 2, ¢ë¯®«−ïîé�ï äã−ªæ¨î £¨¯¥à¢¨§®à�, −� ª®â®à®¬
§�¯ãáª�¥âáï ¥é¥ ®¤−� ¢¨àâã�«ì−�ï ¬�è¨−� Š«¨¥−â 3. �â� ú¢«®¦¥−−�ïû ¢¨àâã�«ì-
−�ï ¬�è¨−� §�¢¨á¨¬� ®â à¥áãàá®¢ ¨ ª®−ä¨£ãà�æ¨¨ å®áâ� | ¢¨àâã�«ì−®© ¬�è¨−ë
Š«¨¥−â 2. �®¤ª«îç¥−¨¥ ª ˆ‘ ú¢«®¦¥−−®©û ¢¨àâã�«ì−®© ¬�è¨−ë ¬®¦¥â ¡ëâì
®áãé¥áâ¢«¥−® á ¯®¬®éìî ª®−ä¨£ãà¨à®¢�−¨ï ‹‚‘ ¢−ãâà¨ ¢¨àâã�«ì−®© ¬�è¨−ë
Š«¨¥−â 2. ÷�áá¬�âà¨¢�îâáï ¤¢¥ ª®−ä¨£ãà�æ¨¨ ¯®¤ª«îç¥−¨ï ¢¨àâã�«ì−ëå ¬�è¨−
Š«¨¥−â 2 ¨ Š«¨¥−â 3 ª ‹‚‘: à¥¦¨¬ NAT ¨ à¥¦¨¬ á¥â¥¢®£® ¬®áâ�.

�á−®¢−®© ¯à®æ¥áá ¢§�¨¬®¤¥©áâ¢¨ï ª«¨¥−â®¢ ¨ á¥à¢¥à� | íâ® ®¡¬¥− ¤�−−ë¬¨
¬¥¦¤ã á®¡®©. „«ï ¨§¬¥à¥−¨ï áª®à®áâ¨ â�ª®£® ¢§�¨¬®¤¥©áâ¢¨ï âà¥¡ã¥âáï á¯¥-
æ¨�«ì−®¥ �� LanBench. „�−−®¥ �� ¯à®¨§¢®¤¨â ¨§¬¥à¥−¨¥ áª®à®áâ¨ ¯à¨¥¬�,

÷¨á. 1 Œ�ª¥â ¤«ï â¥áâ¨à®¢�−¨ï á¥â¨ ¢«®¦¥−−®© ¢¨àâã�«ì−®© á¨áâ¥¬ë ¢ à¥¦¨¬¥ úá¥â¥¢®©
¬®áâû
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÷¨á. 2 Œ�ª¥â ¤«ï â¥áâ¨à®¢�−¨ï á¥â¨ ¢«®¦¥−−®© ¢¨àâã�«ì−®© á¨áâ¥¬ë ¢ à¥¦¨¬¥ NAT

¯¥à¥¤�ç¨, ®¤−®¢à¥¬¥−−®£® ¯à¨¥¬�-¯¥à¥¤�ç¨ ¬¥¦¤ã ª«¨¥−â®¬ ¨ á¥à¢¥à®¬ ¢ ‹‚‘.
�¯¨á�−−�ï ¢ëè¥ �àå¨â¥ªâãà� à¥�«¨§ã¥âáï ¢ ¢¨¤¥ ¬�ª¥â®¢ á® áâàãªâãà®©,

ãª�§�−−®© −� à¨á. 1 ¨ 2.
„«ï ¯à®¢¥¤¥−¨ï íªá¯¥à¨¬¥−â®¢ −¥®¡å®¤¨¬® á«¥¤ãîé¥¥ �� ¨ ®¡®àã¤®¢�−¨¥:

{ �Š ú‘¥à¢¥àû (¤�«¥¥ ¯® â¥ªáâã | ‘¥à¢¥à) á á¥â¥¢ë¬ �¤�¯â¥à®¬, ¯®¤¤¥à-
¦¨¢�îé¨¬ áª®à®áâì 1 ƒ¡¨â/á, ®¯¥à�æ¨®−−®© á¨áâ¥¬®© (¤�«¥¥ ¯® â¥ªáâã |
�‘) Microsoft Windows 7 Professional ¨ �� LAN BENCH. �à®æ¥áá®à Intel
Core-i7, 8 ï¤¥à, 8 ƒ� ®¯¥à�â¨¢−®© ¯�¬ïâ¨;

{ �Š úŠ«¨¥−â 1û (¤�«¥¥ ¯® â¥ªáâã | Š«¨¥−â 1) á á¥â¥¢ë¬ �¤�¯â¥à®¬, ¯®¤-
¤¥à¦¨¢�îé¨¬ áª®à®áâì 1 ƒ¡¨â/á, �‘ Microsoft Windows Server 2012 R2,
�� LAN BENCH, �� Virtual Box. �à®æ¥áá®à Intel Core-i5, 4 ï¤à�, 8 ƒ�
®¯¥à�â¨¢−®© ¯�¬ïâ¨;

{ á¥â¥¢®© ª�¡¥«ì ¤«ï á®¥¤¨−¥−¨ï ‘¥à¢¥à� ¨ Š«¨¥−â� 1.

�®á«¥ ¢ª«îç¥−¨ï ‘¥à¢¥à� −¥®¡å®¤¨¬® ¯à®¨§¢¥áâ¨ −�áâà®©ªã á¥â¥¢®£® �¤�¯â¥-
à�, §�¤�¢ ¥¬ã ä¨ªá¨à®¢�−−ë© �¤à¥á IPv4: 10.10.10.2, ¬�áªã á¥â¨ 255.255.255.0.
˜«î§ −¥ ãª�§ë¢�¥âáï. �®á«¥ íâ®£® −¥®¡å®¤¨¬® §�¯ãáâ¨âì ¯à®£à�¬¬ã LAN
BENCH. �®á«¥ §�¯ãáª� ¯à®£à�¬¬ë −¥®¡å®¤¨¬® −�¦�âì úListenû. �� íâ®¬
¯®¤£®â®¢ª� ‘¥à¢¥à� §�¢¥àè¥−�.
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�®á«¥ ¢ª«îç¥−¨ï Š«¨¥−â� 1 −¥®¡å®¤¨¬® ¯à®¨§¢¥áâ¨ −�áâà®©ªã á¥â¥¢®-
£® �¤�¯â¥à�, §�¤�¢ ¥¬ã ä¨ªá¨à®¢�−−ë© �¤à¥á IPv4: 10.10.10.1, ¬�áªã á¥â¨
255.255.255.0. ˜«î§ −¥ ãª�§ë¢�¥âáï. �®á«¥ íâ®£® −¥®¡å®¤¨¬® §�¯ãáâ¨âì
¯à®£à�¬¬ã LAN BENCH.

��áâà®©ª¨ LAN BENCH ¤«ï Š«¨¥−â� 1 ¨ ¢¨àâã�«ì−ëå ¬�è¨− Š«¨¥−â 2
¨ Š«¨¥−â 3 ®¤¨−�ª®¢ë:

{ ¢ ¬¥−î ¢ë¡à�âì File → Configure;

{ §�¤�âì �¤à¥á ‘¥à¢¥à� 10.10.10.2;

{ §�¤�âì Test duration 10 á;

{ §�¤�âì Packet Size 5 Š�;

{ §�¤�âì Connections 20;

{ ¤«ï ¨§¬¥à¥−¨ï áª®à®áâ¨ ¯¥à¥¤�ç¨ ¢ë¡à�âì úSend onlyû;

{ ¤«ï ¨§¬¥à¥−¨ï áª®à®áâ¨ ¯à¨¥¬� ¢ë¡à�âì úReceive onlyû.

�� Š«¨¥−â¥ 1 −¥®¡å®¤¨¬® áª�ç�âì ¨ ãáâ�−®¢¨âì �� VirtualBox. �®á«¥
ãáâ�−®¢ª¨ �� −¥®¡å®¤¨¬® á®§¤�âì ¢¨àâã�«ì−ãî ¬�è¨−ã. ˆáå®¤ï ¨§ ¨¬¥îé¨åáï
à¥áãàá®¢, ¢ á¢®©áâ¢�å ¢¨àâã�«ì−®© ¬�è¨−ë −¥®¡å®¤¨¬® −�áâà®¨âì:

{ ª®«¨ç¥áâ¢® ¨á¯®«ì§ã¥¬ëå ¯à®æ¥áá®à®¢ | 2;

{ ®¡ê¥¬ ¢ë¤¥«¥−−®© ®¯¥à�â¨¢−®© ¯�¬ïâ¨ | 4 ƒ�;

{ á¥â¥¢®© �¤�¯â¥à | 1 ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû.

�� íâã ¢¨àâã�«ì−ãî ¬�è¨−ã −¥®¡å®¤¨¬® ãáâ�−®¢¨âì �‘ Windows Server
2012 ¨ §�¯ãáâ¨âì ¥¥. ‡�¯ãé¥−−�ï ¢¨àâã�«ì−�ï ¬�è¨−� | ¢¨àâã�«ì−�ï ¬�è¨−�
Š«¨¥−â 2.

‚ ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨¥−â 2 −¥®¡å®¤¨¬® ¯à®¨§¢¥áâ¨ −�áâà®©ªã á¥â¥-
¢®£® �¤�¯â¥à�, §�¤�¢ ¥¬ã ä¨ªá¨à®¢�−−ë© �¤à¥á IPv4: 10.10.10.3, ¬�áªã á¥â¨
255.255.255.0. ˜«î§ −¥ ãª�§ë¢�¥âáï. �®á«¥ íâ®£® −¥®¡å®¤¨¬® §�¯ãáâ¨âì
¯à®£à�¬¬ã LAN BENCH.

‚ ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨¥−â 2 −¥®¡å®¤¨¬® ãáâ�−®¢¨âì �� VirtualBox.
�®á«¥ ãáâ�−®¢ª¨ −¥®¡å®¤¨¬® á®§¤�âì ¢¨àâã�«ì−ãî ¬�è¨−ã. ˆáå®¤ï ¨§ §�¤¥©-
áâ¢®¢�−−ëå à¥áãàá®¢, ¢ á¢®©áâ¢�å ¢¨àâã�«ì−®© ¬�è¨−ë −¥®¡å®¤¨¬® −�áâà®¨âì:

{ ª®«¨ç¥áâ¢® ¨á¯®«ì§ã¥¬ëå ¯à®æ¥áá®à®¢ | 1;

{ ®¡ê¥¬ ¢ë¤¥«¥−−®© ®¯¥à�â¨¢−®© ¯�¬ïâ¨ | 2 ƒ�;

{ á¥â¥¢®© �¤�¯â¥à | 1 ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû.

�� íâã ¢¨àâã�«ì−ãî ¬�è¨−ã −¥®¡å®¤¨¬® ãáâ�−®¢¨âì �‘ Windows 7 Pro ¨ §�-
¯ãáâ¨âì ¥¥. ‡�¯ãé¥−−�ï ¢¨àâã�«ì−�ï ¬�è¨−� | ¢¨àâã�«ì−�ï ¬�è¨−� Š«¨¥−â 3.

‚ ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨¥−â 3 −¥®¡å®¤¨¬® ¯à®¨§¢¥áâ¨ −�áâà®©ªã á¥â¥-
¢®£® �¤�¯â¥à�, §�¤�¢ ¥¬ã ä¨ªá¨à®¢�−−ë© �¤à¥á IPv4: 10.10.10.4, ¬�áªã á¥â¨
255.255.255.0. ˜«î§ −¥ ãª�§ë¢�¥âáï. �®á«¥ íâ®£® −¥®¡å®¤¨¬® §�¯ãáâ¨âì
¯à®£à�¬¬ã LAN BENCH.
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4.2 Макет 2

‚â®à®© ¬�ª¥â à¥�«¨§ã¥â �àå¨â¥ªâãàã á ¯�à�««¥«ì−® §�¯ãé¥−−ë¬¨ ¢¨àâã�«ì-
−ë¬¨ ¬�è¨−�¬¨, ®¤−� ¨§ ª®â®àëå −�ç¨−�¥â ¢ë¯®«−ïâì à®«ì ¬�àèàãâ¨§�â®à�
(Š«¨¥−â 2). �®¤ª«îç¥−¨¥ ®áâ�«ì−ëå í«¥¬¥−â®¢ ˆ‘ (Š«¨¥−â 3) ª ‹‚‘ ¢®§¬®¦−®
â®«ìª® ç¥à¥§ ¬�àèàãâ¨§�â®à | ¢¨àâã�«ì−ãî ¬�è¨−ã Š«¨¥−â 2. •®áâ-¬�è¨−�
Š«¨¥−â 1 ä¨§¨ç¥áª¨ ¯®¤ª«îç¥−� ª ‹‚‘ ¨ ¨¬¥¥â ¤®áâã¯ ª ‘¥à¢¥àã.

„«ï ¬®¤¥«¨à®¢�−¨ï â�ª®© �àå¨â¥ªâãàë ¡ë« á®¡à�− ¬�ª¥â, á®®â¢¥âáâ¢ãîé¨©
áâàãªâãà¥, ¯®ª�§�−−®© −� à¨á. 3.

’à¥¡®¢�−¨ï ª �� ¨ ®¡®àã¤®¢�−¨î á®®â¢¥âáâ¢ãîâ ¬�ª¥âã 1. ��áâà®©ª�
‘¥à¢¥à� á®®â¢¥âáâ¢ã¥â −�áâà®©ª¥ −� ¬�ª¥â¥ 1. ‚ë¡à�−� á«¥¤ãîé�ï −�áâà®©ª�
¢¨àâã�«ì−ëå á¨áâ¥¬ Š«¨¥−â 2 ¨ Š«¨¥−â 3.

�� å®áâ-¬�è¨−¥ Š«¨¥−â 1 −¥®¡å®¤¨¬® ãáâ�−®¢¨âì �� VirtualBox. �®á«¥
ãáâ�−®¢ª¨ �� −¥®¡å®¤¨¬® á®§¤�âì ¢¨àâã�«ì−ãî ¬�è¨−ã. ‚ á¢®©áâ¢�å ¢¨àâã�«ì-
−®© ¬�è¨−ë ¢ë¡à�−ë −�áâà®©ª¨:

{ ª®«¨ç¥áâ¢® ¨á¯®«ì§ã¥¬ëå ¯à®æ¥áá®à®¢ | 2;

{ ®¡ê¥¬ ¢ë¤¥«¥−−®© ®¯¥à�â¨¢−®© ¯�¬ïâ¨ | 4 ƒ�;

÷¨á. 3 Œ�ª¥â ¤«ï â¥áâ¨à®¢�−¨ï á¥â¨ á ¯�à�««¥«ì−ë¬¨ ¢¨àâã�«ì−ë¬¨ á¨áâ¥¬�¬¨
¨ ¬�àèàãâ¨§�æ¨¥©
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Œ®¤¥«¨à®¢�−¨¥ ¡¥§®¯�á−ëå �àå¨â¥ªâãà à�á¯à¥¤¥«¥−−ëå á¨áâ¥¬

{ á¥â¥¢®© �¤�¯â¥à 1 | ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû;

{ á¥â¥¢®© �¤�¯â¥à 2 | ¢ à¥¦¨¬¥ ú¢−ãâà¥−−ïï á¥âìû.

�� íâã ¢¨àâã�«ì−ãî ¬�è¨−ã −¥®¡å®¤¨¬® ãáâ�−®¢¨âì �‘ Windows Server
2012 ¨ §�¯ãáâ¨âì ¥¥. ‡�¯ãé¥−−�ï ¢¨àâã�«ì−�ï ¬�è¨−� | ¢¨àâã�«ì−�ï ¬�è¨−�
Š«¨¥−â 2.

‚ ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨¥−â 2 −¥®¡å®¤¨¬® ¯à®¨§¢¥áâ¨ −�áâà®©ªã á¥â¥¢®-
£® �¤�¯â¥à� 1, §�¤�¢ ¥¬ã ä¨ªá¨à®¢�−−ë© �¤à¥á IPv4: 10.10.10.3, ¬�áªã á¥â¨
255.255.255.0. ˜«î§ −¥ ãª�§ë¢�¥âáï. ‚ á¢®©áâ¢�å á¥â¥¢®£® �¤�¯â¥à� 2 −¥®¡-
å®¤¨¬® ãª�§�âì IPv4 �¤à¥á 10.1.1.1 á ¬�áª®© 255.255.255.0. ‡�â¥¬ −¥®¡å®¤¨¬®
ãáâ�−®¢¨âì ª®¬¯®−¥−â ú¬�àèàãâ¨§�æ¨ïû ¢ Windows Server ¨ −�áâà®¨âì NAT
¬¥¦¤ã á¥â¥¢ë¬ �¤�¯â¥à®¬ 1 ¨ á¥â¥¢ë¬ �¤�¯â¥à®¬ 2. ’�ª¦¥ −¥®¡å®¤¨¬® ¤®¡�¢¨âì
áâ�â¨ç¥áª¨© ¬�àèàãâ ¤«ï á¥â¥¢®£® �¤�¯â¥à� 2: á¥âì −�§−�ç¥−¨ï 10.1.1.0, ¬�áª�
255.255.255.0, è«î§ 10.1.1.1. �®á«¥ íâ®£® −¥®¡å®¤¨¬® §�¯ãáâ¨âì ¯à®£à�¬¬ã
LAN BENCH.

‚ å®áâ-¬�è¨−¥ Š«¨¥−â 1 −¥®¡å®¤¨¬® á®§¤�âì −®¢ãî ¢¨àâã�«ì−ãî ¬�è¨−ã.
‚ á¢®©áâ¢�å ¢¨àâã�«ì−®© ¬�è¨−ë −¥®¡å®¤¨¬® −�áâà®¨âì:

{ ª®«¨ç¥áâ¢® ¨á¯®«ì§ã¥¬ëå ¯à®æ¥áá®à®¢ | 2;

{ ®¡ê¥¬ ¢ë¤¥«¥−−®© ®¯¥à�â¨¢−®© ¯�¬ïâ¨ | 2 ƒ�;

{ á¥â¥¢®© �¤�¯â¥à | 1 ¢ à¥¦¨¬¥ ú¢−ãâà¥−−ïï á¥âìû.

�� íâã ¢¨àâã�«ì−ãî ¬�è¨−ã −¥®¡å®¤¨¬® ãáâ�−®¢¨âì �‘ Windows 7 Pro ¨ §�-
¯ãáâ¨âì ¥¥. ‡�¯ãé¥−−�ï ¢¨àâã�«ì−�ï ¬�è¨−� | ¢¨àâã�«ì−�ï ¬�è¨−� Š«¨¥−â 3.

‚ ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨¥−â 3 −¥®¡å®¤¨¬® ¯à®¨§¢¥áâ¨ −�áâà®©ªã á¥â¥-
¢®£® �¤�¯â¥à�, §�¤�¢ ¥¬ã ä¨ªá¨à®¢�−−ë© �¤à¥á IPv4: 10.1.1.2, ¬�áªã á¥â¨
255.255.255.0. ˜«î§ 10.1.1.1.

�®á«¥ íâ®£® −¥®¡å®¤¨¬® §�¯ãáâ¨âì ¯à®£à�¬¬ã LAN BENCH.

5 Моделирование информационных потоков
в информационной системе

5.1 Эксперименты для макета 1

„«ï ¯à®¢¥¤¥−¨ï íªá¯¥à¨¬¥−â� −� å®áâ-¬�è¨−¥ Š«¨¥−â 1 ¨ ¢¨àâã�«ì−ëå ¬�-
è¨−�å Š«¨¥−â 2 ¨ Š«¨¥−â 3 ¯® ®ç¥à¥¤¨ §�¯ãáª�¥âáï ¯à®£à�¬¬� LAN BENCH
¨ ¯à®¢®¤¨âáï ¨§¬¥à¥−¨¥ áª®à®áâ¨ ®¡¬¥−� ¤�−−ë¬¨ ¬¥¦¤ã −¨¬¨ ¨ ‘¥à¢¥à®¬.
‘−�ç�«� ¯à®¢®¤¨âáï ¨§¬¥à¥−¨¥ áª®à®áâ¨ ¯¥à¥¤�ç¨, � §�â¥¬ | áª®à®áâ¨ ¯à¨¥¬�.
÷¥§ã«ìâ�âë ¨§¬¥à¥−¨© ¯®¬¥é�îâáï ¢ â�¡«¨æã. ‡�â¥¬ ¬�ª¥â −�áâà�¨¢�¥âáï ¢ á®-
®â¢¥âáâ¢¨¨ á à¨á. 2, ¨ íªá¯¥à¨¬¥−â ¯®¢â®àï¥âáï. „«ï á®¯®áâ�¢«¥−¨ï à¥§ã«ìâ�âë
§�¯¨áë¢�îâáï ¢ âã ¦¥ â�¡«¨æã. �®á«¥ ¯à®¢¥¤¥−¨ï ¢á¥å íªá¯¥à¨¬¥−â®¢ −¥®¡å®¤¨¬®
áà�¢−¨âì áª®à®áâ¨ à�¡®âë ¢«®¦¥−−ëå ¢¨àâã�«ì−ëå á¨áâ¥¬ ¢ «®ª�«ì−®© á¥â¨.
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5.2 Эксперименты для макета 2

„«ï ¯à®¢¥¤¥−¨ï íªá¯¥à¨¬¥−â� −� å®áâ-¬�è¨−¥ Š«¨¥−â 1 ¨ ¢¨àâã�«ì−®© ¬�-
è¨−¥ Š«¨¥−â 2 ¯® ®ç¥à¥¤¨ §�¯ãáª�¥âáï ¯à®£à�¬¬� LAN BENCH ¨ ¯à®¢®¤¨âáï
¨§¬¥à¥−¨¥ áª®à®áâ¨ ¯à¨¥¬� ¨ ¯¥à¥¤�ç¨ ¤�−−ëå ¬¥¦¤ã −¨¬¨ ¨ ‘¥à¢¥à®¬. �à¨
íâ®¬ á«ã¦¡� ¬�àèàãâ¨§�æ¨¨ −� ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨¥−â 2 ¤®«¦−� ¡ëâì ®â-
ª«îç¥−�. ÷¥§ã«ìâ�âë ¨§¬¥à¥−¨© §�¯¨áë¢�îâáï ¢ â�¡«¨æã. ‡�â¥¬ −� ¢¨àâã�«ì−®©
¬�è¨−¥ Š«¨¥−â 2 ¢ª«îç�¥âáï á«ã¦¡� ¬�àèàãâ¨§�æ¨¨, ¨ ¨§¬¥à¥−¨ï ¯à®¢®¤ïâáï
¤«ï ¢¨àâã�«ì−ëå ¬�è¨− Š«¨¥−â 2 ¨ Š«¨¥−â 3. ÷¥§ã«ìâ�âë â�ª¦¥ §�¯¨áë¢�îâ-
áï ¢ â�¡«¨æã. �®á«¥ ¯à®¢¥¤¥−¨ï ¢á¥å íªá¯¥à¨¬¥−â®¢ ¯®ï¢«ï¥âáï ¢®§¬®¦−®áâì
áà�¢−¨âì áª®à®áâ¨ ®¡¬¥−� ¤�−−ë¬¨ ¢ «®ª�«ì−®© á¥â¨.

6 Результаты эксперимента

÷¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢ à�§¡¨âë −� £àã¯¯ë ú�¥à¥¤�ç�û ¨ ú�à¨¥¬û, � â�ª-
¦¥ ®â®¡à�¦¥−ë ¢ ¢¨¤¥ £¨áâ®£à�¬¬ −� à¨á. 4. ‡−�ç¥−¨ï −� £¨áâ®£à�¬¬¥ ¢ëà�¦¥−ë
¢ Œ¡¨â/á.

�−�«¨§ ¯®«ãç¥−−ëå à¥§ã«ìâ�â®¢ ¯®§¢®«ï¥â ®¡êïá−¨âì ¤�−−ë¥ ® áª®à®áâ¨
¯¥à¥¤�ç¨ ¤�−−ëå:

÷¨á. 4 ÷¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢
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Œ®¤¥«¨à®¢�−¨¥ ¡¥§®¯�á−ëå �àå¨â¥ªâãà à�á¯à¥¤¥«¥−−ëå á¨áâ¥¬

1. „«ï å®áâ-¬�è¨−ë Š«¨¥−â 1: ¢ à¥¦¨¬¥ NAT áª®à®áâì ¯¥à¥¤�ç¨ ¤�−−ëå
¢ëè¥, ç¥¬ ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû ¤«ï ¬�ª¥â� 1 ¨«¨ ú¬�àèàãâ¨§�æ¨ïû
¤«ï ¬�ª¥â� 2. ‚ à¥¦¨¬¥ NAT á¥â¥¢®© âà�ä¨ª å®áâ-¬�è¨−ë Š«¨¥−â 1, −¥
¯à¥¤−�§−�ç¥−−ë© ¤«ï ¢¨àâã�«ì−ëå ¬�è¨−, ®âá¥ª�¥âáï, â. ¥. ¢¨àâã�«ì−ë¥
¬�è¨−ë ¥£® −¥ ®¡à�¡�âë¢�îâ, � á«¥¤®¢�â¥«ì−®, −�£àã§ª� −� å®áâ-¬�è¨−ã
Š«¨¥−â 1 −¨¦¥.

2. „«ï ¢¨àâã�«ì−®© ¬�è¨−ë Š«¨¥−â 2: ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû áª®à®áâì
¯¥à¥¤�ç¨ ¢ëè¥, ç¥¬ ¢ à¥¦¨¬¥ NAT. �¡à�¡®âç¨ª á¥â¥¢®£® âà�ä¨ª� VirtualBox
¯à¨−¨¬�¥â ¯�ª¥âë, ¯à®¢®¤¨â úâà�−á«ïæ¨îû �¤à¥á®¢ ¨ ¯¥à¥áë«�¥â ¨å −�
á¥â¥¢®© �¤�¯â¥à, ¯®¤ª«îç¥−−ë© ª «®ª�«ì−®© á¥â¨. ’à�−á«ïæ¨ï �¤à¥á®¢
¢ë§ë¢�¥â §�¬¥¤«¥−¨¥ ¯¥à¥¤�ç¨ ¤�−−ëå.

3. „«ï ¢¨àâã�«ì−®© ¬�è¨−ë Š«¨¥−â 2: −� ¬�ª¥â¥ 1 ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû
¨ ¬�ª¥â¥ 2 (¬�àèàãâ¨§�æ¨ï) áª®à®áâì ¯¥à¥¤�ç¨ ®¤¨−�ª®¢�, â�ª ª�ª á¥â¥¢®©
âà�ä¨ª ¯®áâã¯�¥â −�¯àï¬ãî −� á¥â¥¢®© �¤�¯â¥à å®áâ-¬�è¨−ë Š«¨¥−â� 1,
−¥ âà¥¡ãï ¤®¯®«−¨â¥«ì−ëå á¨áâ¥¬−ëå à¥áãàá®¢ ¤«ï ®¡à�¡®âª¨, ¢ ®â«¨ç¨¥ ®â
à¥¦¨¬� NAT.

4. „«ï ¢¨àâã�«ì−®© ¬�è¨−ë Š«¨¥−â 3: �−�«®£¨ç−® ¢¨àâã�«ì−®© ¬�è¨−¥ Š«¨-
¥−â 2 áª®à®áâì ¯¥à¥¤�ç¨ ¤�−−ëå ¢ à¥¦¨¬¥ NAT áãé¥áâ¢¥−−® −¨¦¥, ç¥¬ ¯à¨
à�¡®â¥ ¢ à¥¦¨¬¥ úá¥â¥¢®© ¬®áâû ¨«¨ ¦¥ ¢ à¥¦¨¬¥ ¬�àèàãâ¨§�æ¨¨ −� ¬�ª¥â¥ 2.

�−�«¨§ ¯®«ãç¥−−ëå à¥§ã«ìâ�â®¢ ¯®§¢®«ï¥â ®¡êïá−¨âì ¨−ä®à¬�æ¨î ® áª®-
à®áâ¨ ¯à¨¥¬� ¤�−−ëå:

1. ‘ª®à®áâì ¯à¨¥¬� ¤�−−ëå å®áâ-¬�è¨−®© Š«¨¥−â 1 ¨ ¢¨àâã�«ì−ë¬¨ ¬�è¨−�¬¨
Š«¨¥−â 2 ¨ Š«¨¥−â 3 −¥ §�¢¨á¨â ®â ¢ë¡à�−−®£® à¥¦¨¬� à�¡®âë á¥â¥¢®£®
�¤�¯â¥à� ¤«ï ¬�ª¥â®¢ 1 ¨ 2.

2. ‘ª®à®áâì ¯à¨¥¬� ¤�−−ëå ¢¨àâã�«ì−®© ¬�è¨−®© Š«¨¥−â 3 (−� ¬�ª¥â�å 1 ¨ 2)
§−�ç¨â¥«ì−® −¨¦¥, ç¥¬ áª®à®áâì ¯à¨¥¬� å®áâ-¬�è¨−®© Š«¨¥−â 1 ¨ ¢¨àâã�«ì-
−®© ¬�è¨−®© Š«¨¥−â 2, â�ª ª�ª ¯®¤ª«îç¥−¨¥ ª ‹‚‘ ¢¨àâã�«ì−®© ¬�è¨−ë
Š«¨¥−â 3 | íâ® ú¢¨àâã�«ì−®¥û ¯®¤ª«îç¥−¨¥, ¨−�ç¥ | ¯®¤ª«îç¥−¨¥ ç¥à¥§
¢¨àâã�«ì−ë¥ �¤�¯â¥àë. —¥¬ ¬¥−ìè¥ ¢ë¤¥«¥−® (®áâ�«®áì) á¨áâ¥¬−ëå à¥áãàá®¢
−� ¢¨àâã�«¨§�æ¨î á¥â¥¢®£® �¤�¯â¥à�, â¥¬ −¨¦¥ áª®à®áâì ¯à¨¥¬�.

3. ‘ª®à®áâì ¯à¨¥¬� ú¢«®¦¥−−®©û ¢¨àâã�«ì−®© ¬�è¨−ë Š«¨¥−â 3 (¬�ª¥â 1)
¢á¥£® −� 100 Œ¡¨â/á −¨¦¥ áª®à®áâ¨ ¯à¨¥¬� ú¯�à�««¥«ì−®û §�¯ãé¥−−®©
¢¨àâã�«ì−®© ¬�è¨−ë Š«¨¥−â 3 (¬�ª¥â 2). Š�ª ¨ ¢ ¯à¥¤ë¤ãé¥¬ ¢ë¢®¤¥,
áª®à®áâì ¯à¨¥¬� ¤�−−ëå §�¢¨á¨â ®â ¢ë¤¥«¥−−ëå á¨áâ¥¬−ëå à¥áãàá®¢ ¢¨àâã-
�«ì−®£® á¥â¥¢®£® �¤�¯â¥à�. …á«¨ −� ¬�ª¥â¥ 1 ¢¨àâã�«ì−�ï ¬�è¨−� Š«¨¥−â 3
à�¡®â�¥â ¢ à¥¦¨¬¥ ¯�à�¢¨àâã�«¨§�æ¨¨, â® −� ¬�ª¥â¥ 2 ¢¨àâã�«ì−�ï ¬�è¨-
−� Š«¨¥−â 3 à�¡®â�¥â ¢ à¥¦¨¬¥ ®¡ëç−®© ¢¨àâã�«¨§�æ¨¨ ¨ ¨¬¥¥â ¡®«ìè¥
¢ë¤¥«¥−−ëå á¨áâ¥¬−ëå à¥áãàá®¢, çâ® ®¡êïá−ï¥â ¡‚®«ìèãî áª®à®áâì ¯à¨¥¬�.

’�ª¨¬ ®¡à�§®¬, ¨§ ¯®«ãç¥−−ëå à¥§ã«ìâ�â®¢ ¬®¦−® á¤¥«�âì á«¥¤ãîé¨¥ ¢ë-
¢®¤ë.
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Š®−ä¨£ãà�æ¨ï á¥â¥¢ëå �¤�¯â¥à®¢, â®¯®«®£¨ï ‹‚‘ ¢ ¬®¤¥«¨àã¥¬®© ˆ‘
á ¨á¯®«ì§®¢�−¨¥¬ ¢¨àâã�«ì−ëå ¬�è¨− ¢«¨ï¥â −� áª®à®áâì ®¡¬¥−� ¤�−−ë¬¨ ¬¥¦¤ã
í«¥¬¥−â�¬¨ ˆ‘.

��¨¡®«ìè¥¥ á−¨¦¥−¨¥ áª®à®áâ¨ ¯¥à¥¤�ç¨ ¤�−−ëå ¯à®¨áå®¤¨â ¯à¨ ¨á¯®«ì§®-
¢�−¨¨ á«®¦−ëå á¥â¥¢ëå ¬¥å�−¨§¬®¢ (NAT) ¢¬¥áâ¥ á ¯�à�¢¨àâã�«¨§�æ¨¥©. �â®
¯à®¨áå®¤¨â ¯®â®¬ã, çâ® ¢ëç¨á«¥−¨ï ¯à®¨§¢®¤ïâáï ¢−ãâà¨ ¢¨àâã�«ì−®© ¬�è¨−ë.
Š�ª á«¥¤áâ¢¨¥, ¢ëà�áâ�¥â −�£àã§ª� −� å®áâ-¬�è¨−ã.

’�ª¦¥ áâ®¨â ®¡à�â¨âì ¢−¨¬�−¨¥ −� ¯à®¨§¢®¤¨â¥«ì−®áâì à�§«¨ç−ëå �‘. ��-
¯à¨¬¥à, ¤«ï ®¯â¨¬�«ì−®© à�¡®âë ¯à®¬¥¦ãâ®ç−ëå á¥â¥¢ëå ã§«®¢ ¯à¥¤¯®çâ¨â¥«ì-
−¥¥ ¨á¯®«ì§®¢�âì á¥à¢¥à−ë¥ �‘.

7 Заключение

÷�áá¬®âà¥−−�ï ã¯à®é¥−−�ï ¬®¤¥«ì ¨ á®§¤�−−ë¥ ¬�ª¥âë ¤¥¬®−áâà¨àãîâ ¢®§-
¬®¦−®áâì á®§¤�−¨ï ¡¥§®¯�á−®© �àå¨â¥ªâãàë ˆ‘ á ¨á¯®«ì§®¢�−¨¥¬ ¢¨àâã�«ì−ëå
¬�è¨−. �®«ãç¥−−ë¥ à¥§ã«ìâ�âë ¯®ª�§ë¢�îâ, çâ® ¨§®«ïæ¨ï í«¥¬¥−â®¢ ˆ‘ ¯à¨-
¢®¤¨â ª ¯®¢ëè¥−¨î −�£àã§ª¨ −� å®áâ-¬�è¨−ã ¨, ª�ª á«¥¤áâ¢¨¥, ª á−¨¦¥−¨î
áª®à®áâ¨ ®¡¬¥−� ¤�−−ë¬¨ ¬¥¦¤ã í«¥¬¥−â�¬¨ ¢ 2{3 à�§� −� ¯à®áâëå �Š. �¤−�-
ª® ¨§®«ïæ¨ï ¤®¬¥−®¢ á ¯®¬®éìî ¢ë¤¥«¥−¨ï á¯¥æ¨�«ì−ëå ¢¨àâã�«ì−ëå ¬�è¨−,
¡¥àãé¨å −� á¥¡ï ¢á¥ äã−ªæ¨¨ ¡¥§®¯�á−®áâ¨ ®¡¬¥−� ¨−ä®à¬�æ¨¨, à¥è�¥â §�-
¤�ç¨ ª®−âà®«ï ¨−ä®à¬�æ¨®−−ëå ¯®â®ª®¢ ¢ ˆ‘. �âáî¤� á«¥¤ã¥â ¢®§¬®¦−®áâì
íää¥ªâ¨¢−®£® á¨−â¥§� [4] ¨ �−�«¨§� ˆ� ¢ ˆ‘ [5].

’à¥¡ãîâáï ¤�«ì−¥©è¨¥ ¨áá«¥¤®¢�−¨ï ¢ ®¡«�áâ¨ ¯à¨¬¥−¥−¨ï áà¥¤áâ¢ ¢¨àâã�-
«¨§�æ¨¨ ¤«ï ¯®áâà®¥−¨ï ¡¥§®¯�á−ëå ˆ‘. �¥®¡å®¤¨¬® ¯à®¢¥áâ¨ ¬®¤¥«¨à®¢�−¨¥
−� £¨¯¥à¢¨§®à�å Microsoft Hyper-V, VMware, QEMU ¨ ¤à. á ¨á¯®«ì§®¢�−¨¥¬
á¨áâ¥¬ ®¡¥á¯¥ç¥−¨ï ˆ�, ¢áâà®¥−−ëå ¢ ¢¨àâã�«ì−ë¥ ¬�è¨−ë §�é¨âë ¨−ä®à¬�-
æ¨¨, −�¯à¨¬¥à ¡à�−¤¬�ãíà�¬¨ á DPI (Deep Packet Inspection) ¨ á¨áâ¥¬�¬¨ ˆ�„
¤«ï �−�«¨§� ¤�−−ëå ¬®−¨â®à¨−£� [6{8].
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Abstract: Secure architecture of distributed information systems can be built on
the basis of virtual machines. Each virtual machine carries out strictly particular
functional. It allows defining virtual machines which are solving problems of
information security only. In the paper, the influence of the architecture using
virtual machines for ensuring information security on collecting speed and data
transmission between elements of the information system is considered. Research
of loss of speed by transfer and reception confirmed possibilities of creation of
secure architecture by means of isolation of virtual domains with virtual servers
of security.
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БАЛАНСИРОВКА НАГРУЗКИ В ЗАЩИЩЕННЫХ СЕТЯХ
С ИСПОЛЬЗОВАНИЕМ ТЕХНОЛОГИИ SDN

О. Ю. Гузев1, И. В. Чижов2

�−−®â�æ¨ï: ’¥å−®«®£¨ï SDN (Software-Defined Networking, ¯à®£à�¬¬−®-
ª®−ä¨£ãà¨àã¥¬ë¥ á¥â¨) ¯® áà�¢−¥−¨î á âà�¤¨æ¨®−−ë¬¨ IP-á¥âï¬¨ ¯®§¢®«ï¥â
¯à®£à�¬¬¨à®¢�âì ¯®¢¥¤¥−¨¥ á¥â¨ ¯à¨ ¯®¬®é¨ æ¥−âà�«¨§®¢�−−®£® ª®−âà®««¥à�.
�¥à¥¤�îé¨¥ âà�ä¨ª ãáâà®©áâ¢� ¢ íâ®¬ á«ãç�¥ §�−¨¬�îâáï â®«ìª® ¯¥à¥áë«ª®©
äà¥©¬®¢ −� ®á−®¢�−¨¨ â�¡«¨æ ¯®â®ª®¢, §�£àã¦�¥¬ëå ¢ −¨å ª®−âà®««¥à®¬.
’�¡«¨æ� ¯®â®ª®¢ áâà®¨âáï −� ª®−âà®««¥à¥ ¢ å®¤¥ ®¡à�¡®âª¨ ¨−ä®à¬�æ¨¨
® ¯à¨å®¤ïé¨å −� ¯¥à¥¤�îé¨¥ ãáâà®©áâ¢� ¯®â®ª�å âà�ä¨ª�. �¥à¥ç¨á«¥−−ë¥
á¢®©áâ¢� â¥å−®«®£¨¨ ¡ë«¨ ¨á¯®«ì§®¢�−ë ¯à¨ á®§¤�−¨¨ SDN-¡�«�−á¨à®¢é¨ª�
−�£àã§ª¨ ¤«ï ãáâà®©áâ¢ §�é¨é¥−−ëå á¥â¥©. ‚ áâ�âì¥ à�áá¬�âà¨¢�¥âáï �àå¨â¥ª-
âãà� ¨ ¯à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ ¡�«�−á¨à®¢é¨ª�. �à¨¢®¤ïâáï ®¯¨á�−¨ï áå¥¬
¨ à¥§ã«ìâ�âë íªá¯¥à¨¬¥−â®¢ ¯® ¡�«�−á¨à®¢ª¥ −�£àã§ª¨ −� â�ª¨¥ ãáâà®©áâ¢�,
ª�ª L3-ªà¨¯â®è«î§, TLS (Transport Layer Security, §�é¨â� âà�−á¯®àâ−®-
£® ãà®¢−ï) è«î§, IDS (Intrusion Detection System, á¨áâ¥¬� ®¡−�àã¦¥−¨ï
¢â®à¦¥−¨©).

Š«îç¥¢ë¥ á«®¢�: SDN; �Š‘; ¯à®£à�¬¬−®-ª®−ä¨£ãà¨àã¥¬ë¥ á¥â¨; ª®−-
âà®««¥à; OpenFlow; ªà¨¯â®è«î§; TLS; á¨áâ¥¬� ®¡−�àã¦¥−¨ï ¢â®à¦¥−¨©;
IDS; ¡�«�−á¨à®¢ª� −�£àã§ª¨; DPDK; Open vSwitch; Beacon
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1 Введение

’à�¤¨æ¨®−−ë¥ IP-á¥â¨ ¢ ¡®«ìè¨−áâ¢¥ á¢®¥¬ ª®¬¯«¥ªá−ë, áâ�â¨ç−ë ¨ á«®¦−ë
¢ ®¡á«ã¦¨¢�−¨¨ [1{4]. �à¨ íâ®¬ á ª�¦¤ë¬ £®¤®¬ ¡¨§−¥á ¯à¥¤êï¢«ï¥â ¢á¥ ¡®«ìè¨¥
âà¥¡®¢�−¨ï ª ¨å äã−ªæ¨®−�«ã ¨ ¯à®¨§¢®¤¨â¥«ì−®áâ¨ [5]. ’�ª®¥ ¯à®â¨¢®à¥ç¨¢®¥
á®áâ®ï−¨¥ à�§¢¨â¨ï IP-á¥â¥© âà¥¡ã¥â ¯à¨¬¥−¥−¨ï −®¢ëå ¯®¤å®¤®¢, ¯®§¢®«ï-
îé¨å ã¯à®áâ¨âì, áâ�−¤�àâ¨§¨à®¢�âì, ¢¨àâã�«¨§¨à®¢�âì, æ¥−âà�«¨§®¢�âì á¥â¥¢ë¥
ãáâà®©áâ¢� (‘“), ¯à®æ¥ááë ¨ ã¯à�¢«¥−¨¥ ¨¬¨. �¤−¨¬ ¨§ â�ª¨å ¯®¤å®¤®¢ ï¢«ï¥âáï
â¥å−®«®£¨ï SDN [4,6].

‚ ¤�−−®© áâ�âì¥ à�áá¬�âà¨¢�¥âáï ¨á¯®«ì§®¢�−¨¥ â¥å−®«®£¨¨ SDN ¤«ï á®-
§¤�−¨ï ¢ëá®ª®¯à®¨§¢®¤¨â¥«ì−®£®, ª®−ä¨£ãà¨àã¥¬®£® ¡�«�−á¨à®¢é¨ª� −�£àã§ª¨

1–¥−âà −�ãç−ëå ¨áá«¥¤®¢�−¨© ¨ ¯¥àá¯¥ªâ¨¢−ëå à�§à�¡®â®ª, ��� úˆ−ä®’¥Š‘û,
oleg.guzev@infotecs.ru

2Œ®áª®¢áª¨© £®áã¤�àáâ¢¥−−ë© ã−¨¢¥àá¨â¥â ¨¬. Œ. ‚. ‹®¬®−®á®¢�, ä�ªã«ìâ¥â ¢ëç¨á«¨â¥«ì−®©
¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨; ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£®
æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, ichizhov@cs.msu.ru
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¨ ¯à¨¬¥−¥−¨¥ ¤�−−®£® ¡�«�−á¨à®¢é¨ª� ¤«ï ¬�áèâ�¡¨à®¢�−¨ï â�ª¨å ãáâà®©áâ¢
§�é¨é¥−−ëå á¥â¥©, ª�ª L3-ªà¨¯â®è«î§, TLS-è«î§, IDS.

„�−−�ï §�¤�ç� ï¢«ï¥âáï �ªâã�«ì−®©, ¯®áª®«ìªã ª ¡�«�−á¨à®¢é¨ªã −�£àã§-
ª¨, ¨á¯®«ì§ã¥¬®¬ã ¢ ãª�§�−−®© áä¥à¥, ¯®¬¨¬® ¯®¤¤¥à¦ª¨ ¡�§®¢ëå �«£®à¨â¬®¢
¡�«�−á¨à®¢ª¨ ¨ ¯à®¨§¢®¤¨â¥«ì−®áâ¨ ¯à¥¤êï¢«ïîâáï ¤®¯®«−¨â¥«ì−ë¥ á¯¥æ¨ä¨-
ç¥áª¨¥ âà¥¡®¢�−¨ï á â®çª¨ §à¥−¨ï äã−ªæ¨®−�«ì−®áâ¨. Š â�ª¨¬ âà¥¡®¢�−¨ï¬
¬®¦−® ®â−¥áâ¨:

{ ¢®§¬®¦−®áâì ¨§¬¥−¥−¨ï á®¤¥à¦¨¬®£® ¯®«¥© á«ã¦¥¡−ëå §�£®«®¢ª®¢ Ethernet-
äà¥©¬�, IP-¯�ª¥â�, TCP/UDP (Transmission Control Protocol/User Data-
gram Protocol) á¥£¬¥−â�;

{ ¯®¤¤¥à¦ªã ¯à®â®ª®«®¢ âã−−¥«¨à®¢�−¨ï GRE (Generic Routing Encapsula-
tion), VXLAN (Virtual eXtensible Local Area Network);

{ á®£«�á®¢�−−ãî à�¡®âã á ¡�«�−á¨à®¢é¨ª®¬ −�£àã§ª¨ −� ¤àã£®¬ ª®−æ¥ ¬�á-
èâ�¡¨àã¥¬®£® §�é¨é¥−−®£® ª�−�«� á¢ï§¨ ¤«ï ®¡á«ã¦¨¢�−¨ï á«ãç�¥¢ ®âª�§�
®â¤¥«ì−ëå «¨−ª®¢;

{ ¨á¯®«ì§®¢�−¨¥ «î¡®£® −�¡®à� ¯®«¥© á«ã¦¥¡−ëå §�£®«®¢ª®¢ äà¥©¬�/̄ �ª¥-
â�/á¥£¬¥−â� ¤«ï ¨¤¥−â¨ä¨ª�æ¨¨ ¡�«�−á¨àã¥¬®£® ¯®â®ª� âà�ä¨ª�.

Šà®¬¥ â®£®, á â®çª¨ §à¥−¨ï ¯ãâ¨ ¯à®å®¦¤¥−¨ï ¯®«¥§−®£® âà�ä¨ª� ¬®¦−®
¢ë¤¥«¨âì −¥áª®«ìª® â¨¯®¢ ‘“, ¤«ï ª®â®àëå ¬®¦¥â âà¥¡®¢�âìáï ¡�«�−á¨à®¢ª�
−�£àã§ª¨ (à¨á. 1).

�®«ìè¨−áâ¢® ¡�«�−á¨à®¢é¨ª®¢ −�£àã§ª¨ âà�¤¨æ¨®−−ëå IP-á¥â¥© −¥ ®â¢¥ç�îâ
¢á¥¬ ãª�§�−−ë¬ âà¥¡®¢�−¨ï¬. Šà®¬¥ â®£®, ¢ −¨å ®âáãâáâ¢ã¥â ¢®§¬®¦−®áâì
¯à®£à�¬¬¨àã¥¬®áâ¨, çâ® §�âàã¤−ï¥â ¨á¯®«ì§®¢�−¨¥ ®¤−®£® ãáâà®©áâ¢� ¢ à�§−ëå
áæ¥−�à¨ïå ¡�«�−á¨à®¢ª¨. ‚ â® ¦¥ ¢à¥¬ï â¥å−®«®£¨ï SDN ¨ ¯à®â®ª®« OpenFlow
«¥£ª® ¯®§¢®«ïîâ à¥�«¨§®¢�âì ¢á¥ ¯¥à¥ç¨á«¥−−ë¥ âà¥¡®¢�−¨ï.

÷¨á. 1 ’¨¯ë ‘“, ¤«ï ª®â®àëå ¢ë¯®«−ï¥âáï ¡�«�−á¨à®¢ª� −�£àã§ª¨: (�) ‘“ ãáâ�-
−�¢«¨¢�îâáï ú¢ à�§àë¢û ¯ãâ¨ ¯à®å®¦¤¥−¨ï ¯®«¥§−®£® âà�ä¨ª�; (¡) ¡�«�−á¨à®¢é¨ª
−�£àã§ª¨ ú§�¢®à�ç¨¢�¥âû ¯®«¥§−ë© âà�ä¨ª −� ‘“, ¯®á«¥ ®¡à�¡®âª¨ −� ª®â®àëå âà�ä¨ª
¢®§¢à�é�¥âáï −� ¡�«�−á¨à®¢é¨ª ¤«ï ¤�«ì−¥©è¥© ª®¬¬ãâ�æ¨¨; (¢) ¯®«¥§−ë© âà�ä¨ª
ú§¥àª�«¨àã¥âáïû ¡�«�−á¨à®¢é¨ª®¬ −� ‘“ ¤«ï �−�«¨§�

124 ‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ â®¬ 28 −®¬¥à 1 2018



��«�−á¨à®¢ª� −�£àã§ª¨ ¢ §�é¨é¥−−ëå á¥âïå á ¨á¯®«ì§®¢�−¨¥¬ â¥å−®«®£¨¨ SDN

2 Программно-аппаратное обеспечение SDN-балансировщика

SDN-¡�«�−á¨à®¢é¨ª −�£àã§ª¨ (¤�«¥¥ ¡�«�−á¨à®¢é¨ª) ¢ª«îç�¥â ¤¢� ®á−®¢-
−ëå ª®¬¯®−¥−â�: ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢® (OpenFlow-ª®¬¬ãâ�â®à) ¨ SDN-ª®−â-
à®««¥à. „�«¥¥ ®â¤¥«ì−® à�áá¬®âà¨¬ ª�¦¤ë© ¨§ −¨å.

2.1 Передающее устройство

‡�¤�ç¥© ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ï¢«ï¥âáï ª®¬¬ãâ�æ¨ï ¯à¨å®¤ïé¨å Ethernet-
äà¥©¬®¢ −� ®á−®¢�−¨¨ â�¡«¨æë ¯®â®ª®¢, ¯®«ãç¥−−®© ®â ª®−âà®««¥à�. ‘�¬®áâ®ï-
â¥«ì−ë¬¨ ¨−â¥««¥ªâã�«ì−ë¬¨ äã−ªæ¨ï¬¨ ®¡à�¡®âª¨ âà�ä¨ª� ¤�−−®¥ ãáâà®©áâ¢®
−¥ ®¡«�¤�¥â. ‚§�¨¬®¤¥©áâ¢¨¥ á ª®−âà®««¥à®¬ ®áãé¥áâ¢«ï¥âáï ¯® ¯à®â®ª®«ã Open-
Flow ¨«¨ áå®¦¨¬. �à®£à�¬¬−®-�¯¯�à�â−�ï à¥�«¨§�æ¨ï ¯¥à¥¤�îé¥£® ãáâà®©áâ¢�
¬®¦¥â à�§«¨ç�âìáï ¢ §�¢¨á¨¬®áâ¨ ®â âà¥¡ã¥¬®© ¯à®¯ãáª−®© á¯®á®¡−®áâ¨.

…á«¨ ®¡ê¥¬ ¡�«�−á¨àã¥¬®£® âà�ä¨ª� −¥ ¯à¥¢ëè�¥â 10 ƒ�/á Full-Duplex,
â® ¢ ª�ç¥áâ¢¥ ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ¬®¦−® ¨á¯®«ì§®¢�âì á¥à¢¥à ®¡é¥£® −�-
§−�ç¥−¨ï á ¤¢ã¬ï ¯®àâ�¬¨ 10G. ‚ íªá¯¥à¨¬¥−â�å, ®¯¨á�−−ëå ¢ ¤�−−®© áâ�âì¥,
¨á¯®«ì§®¢�«®áì ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢® á® á«¥¤ãîé¨¬¨ ®á−®¢−ë¬¨ å�à�ªâ¥à¨-
áâ¨ª�¬¨:

{ ¯à®æ¥áá®à: 1 ¯à®æ¥áá®à Intel Xeon E5-2620 v3 (2,40 ƒƒæ, 6 ï¤¥à);

{ ®¯¥à�â¨¢−�ï ¯�¬ïâì: 8 ƒ�;

{ á¥â¥¢ë¥ �¤�¯â¥àë 10G (¯®«¥§−ë© âà�ä¨ª): 2 �¤�¯â¥à� Intel 82599ES;

{ á¥â¥¢ë¥ �¤�¯â¥àë 1G (OpenFlow, ã¯à�¢«¥−¨¥): 2 �¤�¯â¥à� Intel I350-AM2.

�¡ï§�â¥«ì−®¥ âà¥¡®¢�−¨¥ ª á¥â¥¢ë¬ �¤�¯â¥à�¬ 10G | ¯®¤¤¥à¦ª� â¥å−®«®£¨¨
Intel DPDK (Data Plane Development Kit, ¤�«¥¥ DPDK). ’¨¯ ¨ ®¡ê¥¬ ¦¥áâª®£®
¤¨áª� ªà¨â¨ç¥áª®£® §−�ç¥−¨ï −¥ ¨¬¥îâ, â�ª ª�ª ¢ å®¤¥ à�¡®âë OpenFlow-ª®¬¬ã-
â�â®à� à¥£ã«ïà−ëå ®¯¥à�æ¨© çâ¥−¨ï-§�¯¨á¨ −¥ ¯à®¨áå®¤¨â. ‘«¥¤ã¥â ¤®¡�¢¨âì,
çâ® ¯à¨¢¥¤¥−−�ï ¢ëè¥ �¯¯�à�â−�ï ª®−ä¨£ãà�æ¨ï −¥ ï¢«ï¥âáï ¬¨−¨¬�«ì−®© ¤«ï
SDN-¡�«�−á¨à®¢ª¨ âà�ä¨ª� 10 ƒ�/á Full-Duplex. ‚ §�¤�ç¨ ¤�−−®© à�¡®âë −¥
¢å®¤¨«� ®¯â¨¬¨§�æ¨ï �¯¯�à�â−ëå à¥áãàá®¢ á æ¥«ìî ¬�ªá¨¬�«ì−®£® á−¨¦¥−¨ï
áâ®¨¬®áâ¨ ¯¥à¥¤�îé¥£® ãáâà®©áâ¢�.

�á−®¢−®¥ ¯à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ íªá¯¥à¨¬¥−â�«ì−®£® ¯¥à¥¤�îé¥£®
ãáâà®©áâ¢� ¢ª«îç�«® Debian Server 8.7.1, Open vSwitch 2.7.0 ¨ Intel
DPDK 16.11.

‚® ¢á¥å íªá¯¥à¨¬¥−â�å, ®¯¨á�−−ëå ¢ ¤�−−®© áâ�âì¥, −� ¯¥à¥¤�îé¥¬ ãáâà®©-
áâ¢¥ ¨á¯®«ì§®¢�«�áì â¥å−®«®£¨ï DPDK ¤«ï ¯à¥¤®áâ�¢«¥−¨ï ¯à®£à�¬¬−®¬ã ª®¬-
¬ãâ�â®àã Open vSwitch (¤�«¥¥ OVS), äã−ªæ¨®−¨àãîé¥¬ã ¢ ¯®«ì§®¢�â¥«ìáª®¬
®ªàã¦¥−¨¨ Linux, íªáª«î§¨¢−®£® ¤®áâã¯� ª à¥áãàá�¬. �«�£®¤�àï íâ®¬ã ¡ë«� ¯®-
«ãç¥−� ¯à®¨§¢®¤¨â¥«ì−®áâì ª®¬¬ãâ�â®à� OVS 10 ƒ�/á Full-Duplex ¤«ï IP-¯�ª¥-
â®¢ á MTU (maximum transmission unit) ¢ ¤¨�¯�§®−¥ 256{1500 �. „«ï IP-¯�ª¥â®¢
à�§¬¥à®¬ 64 � ¬�ªá¨¬�«ì−�ï ¯à®¨§¢®¤¨â¥«ì−®áâì OVS á®áâ�¢¨«� 6990 Œ�/á
Half-Duplex. ��£àã§®ç−®¥ â¥áâ¨à®¢�−¨¥ ¯à®¢®¤¨«®áì ¯à¨ ¯®¬®é¨ ¨−áâàã¬¥−â�
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Pktgen 3.1.2. ‚ å®¤¥ −�áâà®©ª¨ OVS/DPDK ¤«ï ª�¦¤®£® ¯®àâ� 10G á®§¤�¢�«¨áì
ç¥âëà¥ RX-®ç¥à¥¤¨. Š�¦¤�ï ®ç¥à¥¤ì �áá®æ¨¨à®¢�«�áì á ®¤−¨¬ «®£¨ç¥áª¨¬ ï¤à®¬
¯à®æ¥áá®à�. „«ï ¯®àâ®¢ 10G ¨á¯®«ì§®¢�«áï ¤à�©¢¥à vfio-pci. ’�ª¦¥ ¤«ï à�¡®-
âë OVS/DPDK −� íâ�¯¥ §�£àã§ç¨ª� Linux à¥§¥à¢¨à®¢�«¨áì 2048 2M-áâà�−¨æ
®¯¥à�â¨¢−®© ¯�¬ïâ¨.

…á«¨ ®¡ê¥¬ ¡�«�−á¨àã¥¬®£® âà�ä¨ª� ¯à¥¢ëè�¥â 10 ƒ�/á Full-Duplex, â®
¢ ª�ç¥áâ¢¥ ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ¬®¦−® ¨á¯®«ì§®¢�âì �¯¯�à�â−ë© ª®¬¬ãâ�â®à
á âà¥¡ã¥¬ë¬ ç¨á«®¬ ¯®àâ®¢ 10/40/100G ¨ ¯®¤¤¥à¦ª®© ¯à®â®ª®«� OpenFlow
−ã¦−®© ¢¥àá¨¨.

2.2 SDN-контроллер

�¯¯�à�â−®¥ ®¡¥á¯¥ç¥−¨¥ SDN-ª®−âà®««¥à� ¬®¦¥â §−�ç¨â¥«ì−® à�§«¨ç�âìáï
¢ §�¢¨á¨¬®áâ¨ ®â ¬�ªá¨¬�«ì−® ¢®§¬®¦−®© −�£àã§ª¨ −� ª®−âà®««¥à. ��£àã§ª�
−� ª®−âà®««¥à §�¢¨á¨â ®â ª®«¨ç¥áâ¢� −®¢ëå ¯®â®ª®¢ ¢ á¥ªã−¤ã (OpenFlow-á®-
®¡é¥−¨ï PACKET IN ®â ¯¥à¥¤�îé¨å ãáâà®©áâ¢), ª®â®àë¥ ª®−âà®««¥à ¤®«¦¥−
®¡à�¡®â�âì, ¨ ®â á«®¦−®áâ¨ «®£¨ª¨ ®¡à�¡®âª¨ ª�¦¤®£® ¯®â®ª�. Š«îç¥¢®© �¯¯�-
à�â−®© å�à�ªâ¥à¨áâ¨ª®© ¤«ï à�¡®âë ª®−âà®««¥à� ï¢«ï¥âáï ¯à®¨§¢®¤¨â¥«ì−®áâì
¯à®æ¥áá®à�. ‚ íªá¯¥à¨¬¥−â�å −� á¥à¢¥à¥ ª®−âà®««¥à� ¨á¯®«ì§®¢�«¨áì 2 ¯à®-
æ¥áá®à� Intel Xeon E5-2609 v3 (1,90 ƒƒæ, 6 ï¤¥à), çâ® ¡ë«® ¨§¡ëâ®ç−ë¬ ¤«ï
−�£àã§ª¨, á®§¤�¢�¥¬®© −� ª®−âà®««¥à¥ ¢ å®¤¥ â¥áâ¨à®¢�−¨ï. „«ï ã¯à�¢«ï-
îé¥© á¢ï§¨ á ¯¥à¥¤�îé¨¬¨ ãáâà®©áâ¢�¬¨ ¨á¯®«ì§®¢�«áï ¯®àâ 1G. �à®£à�¬¬−®¥
®¡¥á¯¥ç¥−¨¥ ª®−âà®««¥à� ¢ª«îç�«®: Debian Server 8.7.1 ¨ ¬®¤¨ä¨æ¨à®¢�−−ë©
ª®−âà®««¥à Beacon.

�âªàëâë© ª®−âà®««¥à Beacon −�¯¨á�− −� ï§ëª¥ Java ¨ ®¡«�¤�¥â á«¥¤ãîé¨¬¨
¯à¥¨¬ãé¥áâ¢�¬¨ ¯® áà�¢−¥−¨î á® ¬−®£¨¬¨ ¤àã£¨¬¨ SDN-ª®−âà®««¥à�¬¨ [7, 8]:
¬−®£®¯®â®ç−®áâì, ¢ëá®ª�ï ¯à®¨§¢®¤¨â¥«ì−®áâì, «¥£ª®áâì à�§à�¡®âª¨ á®¡áâ¢¥−−ëå
¯à¨«®¦¥−¨©. �á−®¢−ë¥ −¥¤®áâ�âª¨ ª®−âà®««¥à� Beacon: áâ�àè�ï ¯®¤¤¥à¦¨¢�¥-
¬�ï ¢¥àá¨ï ¯à®â®ª®«� OpenFlow-1.0, −¥áâ�¡¨«ì−®áâì à�¡®âë, ¢ −�áâ®ïé¥¥ ¢à¥¬ï
−¥ à�§¢¨¢�¥âáï ¨ −¥ ¯®¤¤¥à¦¨¢�¥âáï. Œ®¤¨ä¨ª�æ¨ï ¨áå®¤−®£® ª®−âà®««¥à� Bea-
con §�ª«îç�«�áì ¢ ¬¨−¨¬¨§�æ¨¨ ¥£® äã−ªæ¨®−�«� ¤® á�¬®£® −¥®¡å®¤¨¬®£® ¤«ï
¯®¢ëè¥−¨ï áâ�¡¨«ì−®áâ¨ à�¡®âë, � â�ª¦¥ ¢ à�§à�¡®âª¥ á®¡áâ¢¥−−ëå ¯à¨«®¦¥−¨©
¤«ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨.

3 Отказоустойчивость SDN-балансировщика нагрузки

�âª�§®ãáâ®©ç¨¢®áâì SDN-¡�«�−á¨à®¢é¨ª� −�£àã§ª¨ §�¢¨á¨â ®â á«¥¤ãîé¨å
ä�ªâ®à®¢:

{ ®âª�§®ãáâ®©ç¨¢®áâì ¯à¨ ®¡àë¢¥ ª�−�«� á¢ï§¨, ¯® ª®â®à®¬ã ¯à®¨áå®¤¨â ¡�-
«�−á¨à®¢ª� âà�ä¨ª�;

{ ®âª�§®ãáâ®©ç¨¢®áâì ª®−âà®««¥à�;
{ ®âª�§®ãáâ®©ç¨¢®áâì ¯¥à¥¤�îé¨å ãáâà®©áâ¢.

„�«¥¥ à�áá¬®âà¨¬ ¢�à¨�−âë à¥�«¨§�æ¨¨ ¯¥à¢ëå ¤¢ãå ¯®§¨æ¨©.
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3.1 Отказоустойчивость при обрыве канала связи

�«£®à¨â¬ ®¡¥á¯¥ç¥−¨ï ®âª�§®ãáâ®©ç¨¢®áâ¨ ¯à¨ ®¡àë¢¥ ª�−�«� á¢ï§¨, ¯®
ª®â®à®¬ã ¯à®¨áå®¤¨â ¡�«�−á¨à®¢ª� âà�ä¨ª�, à�áá¬®âà¥− −� ¯à¨¬¥à¥ áå¥¬ë ¬�á-
èâ�¡¨àã¥¬®© §�é¨é¥−−®© á¢ï§¨ ¤¢ãå £¥®£à�ä¨ç¥áª¨ à�á¯à¥¤¥«¥−−ëå ª®à¯®à�-
â¨¢−ëå á¥â¥©/–�„. �� à¨á. 2 ¯à¥¤áâ�¢«¥−ë ä¨§¨ç¥áª�ï ¨ «®£¨ç¥áª�ï â®¯®«®£¨¨
à�á¯à¥¤¥«¥−−®© á¥â¨. „�«¥¥ ¯à¨¢®¤¨âáï ®¯¨á�−¨¥ �«£®à¨â¬� ®âª�§®ãáâ®©ç¨¢®áâ¨.

�� à¨á. 2 ¯®ª�§�−� áå¥¬� á®¥¤¨−¥−¨ï ¤¢ãå á¥£¬¥−â®¢ ª®à¯®à�â¨¢−®© á¥â¨
ç¥à¥§ ¯ã¡«¨ç−ãî á¥âì ¯à¨ ¯®¬®é¨ ¬�áèâ�¡¨àã¥¬®£® §�é¨é¥−−®£® ª�−�«� á¢ï-
§¨. ˜¨äà®¢�−¨¥ ¨ à�áè¨äà®¢�−¨¥ ª®à¯®à�â¨¢−®£® âà�ä¨ª� ¢ë¯®«−ïîâáï ¯à¨
¯®¬®é¨ è¥áâ¨ L3-ªà¨¯â®è«î§®¢, ãáâ�−®¢«¥−−ëå ¯® âà¨ −� £à�−¨æ¥ ª�¦¤®£®
á¥£¬¥−â� ª®à¯®à�â¨¢−®© á¥â¨. ��«�−á¨à®¢ª� ®âªàëâ®£® ª®à¯®à�â¨¢−®£® âà�ä¨-
ª� −� ªà¨¯â®è«î§ë ®áãé¥áâ¢«ï¥âáï −� ¯¥à¥¤�îé¨å ãáâà®©áâ¢�å (�“ 1 ¨ 2),
ã¯à�¢«ï¥¬ëå ª®−âà®««¥à®¬ ¯® ¯à®â®ª®«ã OpenFlow. Š®−âà®««¥à à�á¯®«�£�¥âáï
¢ ¯¥à¢®¬ á¥£¬¥−â¥ ª®à¯®à�â¨¢−®© á¥â¨ ¨ á¢ï§ë¢�¥âáï á ¯¥à¥¤�îé¨¬ ãáâà®©áâ¢®¬
¢â®à®£® á¥£¬¥−â� ¯à¨ ¯®¬®é¨ ®â¤¥«ì−®£® §�é¨é¥−−®£® ª�−�«� á¢ï§¨. Œ¥¦¤ã
¯¥à¥¤�îé¨¬¨ ãáâà®©áâ¢�¬¨ á®§¤�−ë GRE-âã−−¥«¨ ¢ ª®«¨ç¥áâ¢¥, à�¢−®¬ ç¨á«ã
ª�−�«®¢, ¯® ª®â®àë¬ ¯à®¨áå®¤¨â ¡�«�−á¨à®¢ª�. ‚ ¯à¨¬¥à¥ ¨á¯®«ì§ãîâáï âà¨
ª�−�«�. Š�¦¤ë© âã−−¥«ì ¯à®å®¤¨â ç¥à¥§ úá¢®îû ¯�àã ªà¨¯â®è«î§®¢. GRE-âã−-
−¥«¨ −¥®¡å®¤¨¬ë ¤«ï á®§¤�−¨ï L2-á¥£¬¥−â®¢ ¬¥¦¤ã ¯¥à¥¤�îé¨¬¨ ãáâà®©áâ¢�¬¨
¤«ï ¯¥à¥¤�ç¨ á®®¡é¥−¨© LLDP (Link Layer Discovery Protocol). Š�¦¤®¥ ¯¥à¥-
¤�îé¥¥ ãáâà®©áâ¢® ¯¥à¨®¤¨ç¥áª¨ (¢ íªá¯¥à¨¬¥−â¥ | ª�¦¤ë¥ 5 á) ¯®áë«�¥â ¢®

÷¨á. 2 ”¨§¨ç¥áª�ï ¨ «®£¨ç¥áª�ï â®¯®«®£¨¨ ¤«ï �«£®à¨â¬� ®âª�§®ãáâ®©ç¨¢®áâ¨ ¯à¨
®¡àë¢¥ ª�−�«� á¢ï§¨: 1 | ¡�«�−á¨àã¥¬ë© ª®à¯®à�â¨¢−ë© âà�ä¨ª; 2 | ã¯à�¢«ïîé¨©
OpenFlow-âà�ä¨ª ¬¥¦¤ã ª®−âà®««¥à®¬ ¨ ¯¥à¥¤�îé¨¬ ãáâà®©áâ¢�¬¨; 3 | GRE-â®−−¥«¨
¬¥¦¤ã ¯¥à¥¤�îé¨¬¨ ãáâà®©áâ¢�¬¨ ¤«ï ¯¥à¥¤�ç¨ LLDP-á®®¡é¥−¨©
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¢á¥ á¢®¨ GRE-âã−−¥«¨ LLDP-á®®¡é¥-

÷¨á. 3 �¡àë¢ ª�−�«� á¢ï§¨

−¨ï, ¢ ª®â®àëå ¯®¬¨¬® ¯à®ç¥© á«ã¦¥¡−®©
¨−ä®à¬�æ¨¨ á®¤¥à¦�âáï ¨¤¥−â¨ä¨ª�â®à
ãáâà®©áâ¢� ¨ ¨¤¥−â¨ä¨ª�â®à ¯®àâ�, á ª®-
â®à®£® ¡ë«® ®â¯à�¢«¥−® á®®¡é¥−¨¥. ‚á¥
¯®«ãç¥−−ë¥ ®â úá®á¥¤�û LLDP-á®®¡é¥-
−¨ï ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢® ¯¥à¥áë«�¥â
−� ª®−âà®««¥à. ’�ª¨¬ ®¡à�§®¬, ª®−âà®«-
«¥à ¢ à¥¦¨¬¥ à¥�«ì−®£® ¢à¥¬¥−¨ ú§−�¥âû
á®áâ®ï−¨¥ ¢á¥å ª�−�«®¢ á¢ï§¨ ¬¥¦¤ã ¯¥-
à¥¤�îé¨¬¨ ãáâà®©áâ¢�¬¨.

�à¥¤¯®«®¦¨¬, −� ®¤−®¬ ¨§ ª�−�«®¢ ¯à®¨§®è«� �¢�à¨ï (à¨á. 3). ‚ íâ®¬
á«ãç�¥ ¯® ®¤−®¬ã ¨§ GRE-âã−−¥«¥© ¯à¥ªà�é�¥âáï ¯¥à¥¤�ç� LLDP-á®®¡é¥−¨©.
‚ à¥§ã«ìâ�â¥ ª®−âà®««¥à −¥ ¯®«ãç�¥â −¨ª�ª®© −®¢®© ¨−ä®à¬�æ¨¨ ®¡ LLDP-âà�-
ä¨ª¥, �áá®æ¨¨à®¢�−−®¬ á ¤�−−ë¬ âã−−¥«¥¬. �®á«¥ −¥¯®«ãç¥−¨ï −¥áª®«ìª¨å
¯®á«¥¤®¢�â¥«ì−ëå LLDP-á®®¡é¥−¨© (¢ íªá¯¥à¨¬¥−â¥ | ¤¢ãå) ª®−âà®««¥à −� ¢á¥å
¯¥à¥¤�îé¨å ãáâà®©áâ¢�å ã¤�«ï¥â ¨§ â�¡«¨æë ¯®â®ª®¢ ¢á¥ ¯à�¢¨«�, ®â¯à�¢«ïîé¨¥
âà�ä¨ª ç¥à¥§ ¯®àâë, â¥à¬¨−¨àãîé¨¥ ®âª�§�¢è¨© ª�−�« á¢ï§¨. „�«¥¥ ¯®â®ª¨
âà�ä¨ª�, ª®â®àë¥ à�−¥¥ ª®¬¬ãâ¨à®¢�«¨áì ç¥à¥§ ®âª�§�¢è¨© ª�−�«, áâ�−®¢ïâáï
ú−®¢ë¬¨û ¤«ï ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ¨ á®£«�á−® áâ�−¤�àâ−®© «®£¨ª¥ SDN
®â¯à�¢«ïîâáï −� ª®−âà®««¥à ¤«ï �−�«¨§�. ‚ ¨â®£¥ ª®−âà®««¥à ¯¥à¥−�¯à�¢«ï¥â
¨å ç¥à¥§ ¤àã£¨¥ à�¡®â®á¯®á®¡−ë¥ ª�−�«ë.

�¯¨á�−−®¥ GRE-âã−−¥«¨à®¢�−¨¥ ¢ë¯®«−ï¥âáï â®«ìª® ¤«ï LLDP-âà�ä¨-
ª�. �®«¥§−ë© âà�ä¨ª ª®à¯®à�â¨¢−®© á¥â¨ ¯¥à¥¤�¥âáï ¡�«�−á¨à®¢é¨ª®¬ −�
ªà¨¯â®è«î§ë ¡¥§ ª�ª®©-«¨¡® ¤®¯®«−¨â¥«ì−®© ¨−ª�¯áã«ïæ¨¨.

3.2 Отказоустойчивость контроллера

Š®−âà®««¥à ï¢«ï¥âáï ¢�¦−¥©è¨¬ ¨ ªà¨â¨ç−ë¬ §¢¥−®¬ SDN-¨−äà�áâàãªâã-
àë, â�ª ª�ª ¯®«−®áâìî ®¯à¥¤¥«ï¥â ¯®¢¥¤¥−¨¥ ¯¥à¥¤�îé¨å ãáâà®©áâ¢. Š®−âà®«-
«¥à ¨á¯®«ì§ã¥â L3-ª�−�« ¤«ï ã¯à�¢«ïîé¥© á¢ï§¨ á ¯¥à¥¤�îé¨¬¨ ãáâà®©áâ¢�¬¨.
‘«¥¤®¢�â¥«ì−®, ¤«ï à¥§¥à¢¨à®¢�−¨ï ª®−âà®««¥à� ¢ à¥¦¨¬¥ Active-Passive ¨¬¥¥â
á¬ëá« ¨á¯®«ì§®¢�âì â¥å−®«®£¨î á ®¡é¨¬ ¤«ï ¢á¥å á¥à¢¥à®¢ ª®−âà®««¥à� ¢¨à-
âã�«ì−ë¬ IP-�¤à¥á®¬, ª®â®àë© ¡ã¤ãâ ú§−�âìû ¢á¥ ¯¥à¥¤�îé¨¥ ãáâà®©áâ¢�. ��
à¨á. 4 ¯®ª�§�−� áå¥¬� à¥§¥à¢¨à®¢�−¨ï ª®−âà®««¥à� ¢ à¥¦¨¬¥ Active-Passive.
„�«¥¥ ¯à¨¢¥¤¥−® ®¯¨á�−¨¥ ¢�à¨�−â� �«£®à¨â¬� ®âª�§®ãáâ®©ç¨¢®áâ¨.

‚ áå¥¬¥, ¯®ª�§�−−®© −� à¨á. 4, ¤«ï à¥§¥à¢¨à®¢�−¨ï ª®−âà®««¥à� ¢ à¥¦¨¬¥
Active-Passive ¨á¯®«ì§ã¥âáï VRRP (Virtual Router Redundancy Protocol, Lin-
ux Keepalived). �ªâ¨¢−ë© ¨ ¯�áá¨¢−ë© ª®−âà®««¥àë, ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢®
¨ L3-ªà¨¯â®è«î§, ¯à¥¤−�§−�ç¥−−ë© ¤«ï §�é¨âë ã¯à�¢«ïîé¥£® OpenFlow-
ª�−�«� ª ¤àã£¨¬ £¥®£à�ä¨ç¥áª¨¬ «®ª�æ¨ï¬, ¯®¤ª«îç¥−ë ª ®¤−®© «®ª�«ì−®© á¥â¨
172.16.1.0/24. �� ¨−â¥àä¥©á�å �ªâ¨¢−®£® ¨ ¯�áá¨¢−®£® ª®−âà®««¥à� −�áâà�-
¨¢�¥âáï VRRP-£àã¯¯�, ¢ ª®â®à®© ¯®¬¨¬® ¯à®ç¥£® ®¯à¥¤¥«ïîâáï: ¯à¨®à¨â¥âë
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÷¨á. 4 ‘å¥¬� à¥§¥à¢¨à®¢�−¨ï ª®−âà®««¥à� ¢ à¥¦¨¬¥ Active-Passive: 1 | ª®à¯®à�â¨¢-
−ë© âà�ä¨ª; 2 | OpenFlow; 3 | VRRP Keepalived

ª®−âà®««¥à®¢, ®¡é¨© ¢¨àâã�«ì−ë© IP-�¤à¥á, â�©¬¥àë. �ªâ¨¢−ë¬ (MASTER)
áâ�−®¢¨âáï ª®−âà®««¥à á −�¨¡®«ìè¨¬ ¯à¨®à¨â¥â®¬ (−� à¨á. 4 P = 255). ‚á¥ ¯¥à¥-
¤�îé¨¥ ãáâà®©áâ¢� ¤«ï á¢ï§¨ á ª®−âà®««¥à®¬ ¨á¯®«ì§ãîâ ¢¨àâã�«ì−ë© IP-�¤à¥á
172.16.1.254, � ®â¢¥ç�¥â −� ARP (Address Resolution Protocol) ¨ OpenFlow §�-
¯à®áë ®â ¯¥à¥¤�îé¨å ãáâà®©áâ¢ ¨¬¥−−® �ªâ¨¢−ë© ª®−âà®««¥à. ’�ª¦¥ �ªâ¨¢−ë©
ª®−âà®««¥à à¥£ã«ïà−® (¯® ã¬®«ç�−¨î ª�¦¤ãî á¥ªã−¤ã) ¯®áë«�¥â ¯�áá¨¢−®¬ã
á®®¡é¥−¨¥ Keepalive. ‚ áå¥¬¥ −� à¨á. 4 ¤�−−®¥ á®®¡é¥−¨¥ ¯¥à¥¤�¥âáï ç¥à¥§ â¥ ¦¥
¨−â¥àä¥©áë, çâ® ¨ á®®¡é¥−¨ï ¯à®â®ª®«� OpenFlow. �â® ¨áª«îç�¥â á¨âã�æ¨î,
ª®£¤� ã¯à�¢«ïîé¨© OpenFlow-ª�−�« ¢ à¥§ã«ìâ�â¥ �¢�à¨¨ −¥¤®áâã¯¥−, � ¢ë¤¥-
«¥−−ë© ª�−�« ¤«ï á®®¡é¥−¨© Keepalive äã−ªæ¨®−¨àã¥â −®à¬�«ì−®, ¢ à¥§ã«ìâ�â¥
ç¥£® �¢�à¨©−®£® ¯¥à¥ª«îç¥−¨ï −� ¯�áá¨¢−ë© ª®−âà®««¥à −¥ ¯à®¨áå®¤¨â. �à¨
−¥¯®«ãç¥−¨¨ ¯�áá¨¢−ë¬ ª®−âà®««¥à®¬ −¥áª®«ìª¨å ¯®á«¥¤®¢�â¥«ì−ëå á®®¡é¥-
−¨© Keepalive (¯® ã¬®«ç�−¨î ¢ â¥ç¥−¨¥ 3{4 á) ¯®á«¥¤−¨© áâ�−®¢¨âáï �ªâ¨¢−ë¬,
®¡−®¢«ï¥â ARP-ªíè ¯¥à¥¤�îé¨å ãáâà®©áâ¢ ¨ −�ç¨−�¥â ®â¢¥ç�âì −� OpenFlow-
á®®¡é¥−¨ï ®â −¨å. „«ï à¥�«¨§�æ¨¨ ®âª�§®ãáâ®©ç¨¢®áâ¨ ¯®¬¨¬® ¯à®â®ª®«�
VRRP −� ª�¦¤®¬ á¥à¢¥à¥-ª®−âà®««¥à¥ ¨á¯®«ì§ã¥âáï á¯¥æ¨�«ì−ë© ¯à®æ¥áá (−�
áå¥¬¥ Watchdog), ª®â®àë© à¥£ã«ïà−® ®âá«¥¦¨¢�¥â −�«¨ç¨¥ ¢ ¯�¬ïâ¨ ¨ á®áâ®ï−¨¥
¯à®æ¥áá� SDN-ª®−âà®««¥à� ¨ ¯à¨ −¥®¡å®¤¨¬®áâ¨ ¯¥à¥§�¯ãáª�¥â ¥£®.

4 Алгоритм балансировки и результаты экспериментов

‚ ¤�−−®¬ à�§¤¥«¥ ªà�âª® à�áá¬®âà¥− �«£®à¨â¬ ¡�«�−á¨à®¢ª¨ −�£àã§ª¨, ¨á-
¯®«ì§®¢�−−ë© ¢® ¢á¥å íªá¯¥à¨¬¥−â�å, � â�ª¦¥ ¯à¥¤áâ�¢«¥−ë à¥§ã«ìâ�âë ¡�«�−-
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á¨à®¢ª¨ −� â�ª¨¥ ã§«ë §�é¨é¥−−ëå á¥â¥©, ª�ª L3-ªà¨¯â®è«î§, TLS-è«î§,
IDS, ¢ ª�ç¥áâ¢¥ ª®â®àëå ¨á¯®«ì§®¢�«¨áì ¯à®¤ãªâë ¨ −®¢ë¥ à�§à�¡®âª¨ ª®¬¯�−¨¨
ˆ−ä®’¥Š‘ (ViPNet Coordinator HW, ViPNet TLS-Gateway ¨ ViPNet IDS).
�¤−�ª® ¯à¥¤«®¦¥−−ë¥ �«£®à¨â¬ë ¬®£ãâ ¡ëâì á â¥¬ ¦¥ ãá¯¥å®¬ ¯à¨¬¥−¥−ë ¨ ¤«ï
®¡®àã¤®¢�−¨ï ¤àã£¨å ¯à®¨§¢®¤¨â¥«¥©.

4.1 Алгоритм балансировки нагрузки

�«£®à¨â¬ ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ ¡ë« à¥�«¨§®¢�− −� ï§ëª¥ ¯à®£à�¬¬¨à®-
¢�−¨ï Java ¢ ¢¨¤¥ ¬®¤ã«ï ª®−âà®««¥à� Beacon. ÷�¡®â� �«£®à¨â¬� −�ç¨−�¥âáï
á çâ¥−¨ï ª®−ä¨£ãà�æ¨®−−®£® ä�©«�, ¢ ª®â®à®¬ á®¤¥à¦�âáï: IP-�¤à¥á� ãáâà®©áâ¢,
−� ª®â®àë¥ ¯à®¨áå®¤¨â ¡�«�−á¨à®¢ª�; IP-�¤à¥á ¤®áâã¯� á�¬®£® ¡�«�−á¨à®¢é¨ª�;
¬¥âà¨ª¨ −�¯à�¢«¥−¨© ¡�«�−á¨à®¢ª¨. „�−−�ï ®¯¥à�æ¨ï ¢ë¯®«−ï¥âáï ®¤¨− à�§
¯à¨ ¨−¨æ¨�«¨§�æ¨¨ ¬®¤ã«ï. ��¯à�¢«¥−¨¥¬ ¡�«�−á¨à®¢ª¨ ¬®¦¥â ¡ëâì ¨áå®-
¤ïé¨© ¯®àâ ¡�«�−á¨à®¢é¨ª� ¨«¨ IP-�¤à¥á ¯®¤ª«îç¥−−®£® ª −¥¬ã ãáâà®©áâ¢�,
âà¥¡ãîé¥£® ¡�«�−á¨à®¢ª¨. „�«¥¥ ä®à¬¨àã¥âáï ®¤−®áâà®ç−ë© ¬�áá¨¢, ¢ ª®â®à®¬
ª�¦¤®¥ −�¯à�¢«¥−¨¥ ¡�«�−á¨à®¢ª¨ ¢áâà¥ç�¥âáï áâ®«ìª® à�§, áª®«ìª® ãª�§ë¢�¥â
¥£® ¬¥âà¨ª� (¯® ã¬®«ç�−¨î 100). —â®¡ë à�á¯à¥¤¥«¥−¨¥ ¯®â®ª®¢ âà�ä¨ª� ¯®
−�¯à�¢«¥−¨ï¬ ¡�«�−á¨à®¢ª¨ ¡ë«® à�¢−®¬¥à−ë¬, áà¥¤−¥¥ ç¨á«® −®¢ëå ¯®â®ª®¢
¢ á¥ªã−¤ã ¤®«¦−® ¯à¥¢ëè�âì áã¬¬ã ¬¥âà¨ª ¢á¥å −�¯à�¢«¥−¨© ¡�«�−á¨à®¢ª¨.
‚ ª�ç¥áâ¢¥ ¨¤¥−â¨ä¨ª�â®à� ¯®â®ª� ¨á¯®«ì§®¢�«¨áì ç¥âëà¥ ¯�à�¬¥âà�: IP-�¤à¥á
®â¯à�¢¨â¥«ï, IP-�¤à¥á ¯®«ãç�â¥«ï, âà�−á¯®àâ−ë© ¯®àâ ®â¯à�¢¨â¥«ï, âà�−á¯®àâ-
−ë© ¯®àâ ¯®«ãç�â¥«ï.

�à¨ ¨−¨æ¨�«¨§�æ¨¨ ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ª®−âà®««¥à §�£àã¦�¥â ¢ ¥£®
â�¡«¨æã ¯®â®ª®¢ ¯à�¢¨«® ¯® ã¬®«ç�−¨î | ¢á¥ −®¢ë¥ ¯®â®ª¨ ®â¯à�¢«ïâì −�
ª®−âà®««¥à. „�«¥¥ ¤«ï ª�¦¤®£® −®¢®£® ¯®â®ª� (¯à¨ ¯®«ãç¥−¨¨ ª®−âà®««¥à®¬
á®®¡é¥−¨ï PACKET IN) ª®−âà®««¥à á«ãç�©−ë¬ ®¡à�§®¬ ¢ë¡¨à�¥â ¨§ ¬�áá¨¢�
−�¯à�¢«¥−¨¥ ¡�«�−á¨à®¢ª¨ ¨ ¨−áâ�««¨àã¥â −®¢®¥ ¯à�¢¨«® ¢ â�¡«¨æã ¯®â®ª®¢
¯¥à¥¤�îé¥£® ãáâà®©áâ¢�. Š�¦¤®¥ ¯à�¢¨«® ¨¬¥¥â â�©¬¥à −¥�ªâ¨¢−®áâ¨ (Idle
Timeout, ¢ íªá¯¥à¨¬¥−â�å | 60 á), ¡«�£®¤�àï ª®â®à®¬ã ¯à�¢¨«® �¢â®¬�â¨ç¥áª¨
ã¤�«ï¥âáï ¨§ â�¡«¨æë ¯®â®ª®¢ ¯à¨ ®âáãâáâ¢¨¨ âà�ä¨ª� ¤�−−®£® ¯®â®ª� ¢ â¥-
ç¥−¨¥ 60 á. „®¯®«−¨â¥«ì−® ¤«ï ª�¦¤®£® ¯®â®ª� ¬®£ãâ ¢ë¯®«−ïâìáï ®¯¥à�æ¨¨
¨§¬¥−¥−¨ï á®¤¥à¦¨¬®£® ¯®«¥© á«ã¦¥¡−ëå §�£®«®¢ª®¢ äà¥©¬�/̄ �ª¥â�/á¥£¬¥−â�,
®â¯à�¢ª� ¯®â®ª� ¢ âã−−¥«ì GRE/VXLAN ¨ ¤à. ‚ à�¬ª�å �«£®à¨â¬� â�ª¦¥
¡ë« à¥�«¨§®¢�− ¬¥å�−¨§¬ ARP-Responder, ¯®§¢®«ïîé¨© £¥−¥à¨à®¢�âì ®â¢¥âë
−� ARP-§�¯à®áë, ¯à¨å®¤ïé¨¥ −� ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢®.

4.2 Балансировка нагрузки на L3-криптошлюзы

÷�áá¬®âà¨¬ à¥§ã«ìâ�âë â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� L3-ªà¨¯â®-
è«î§ë. �� à¨á. 5 ¯à¥¤áâ�¢«¥−� áå¥¬� áâ¥−¤�.

�à¨ ¯à®¢¥¤¥−¨¨ −�£àã§®ç−®£® â¥áâ¨à®¢�−¨ï ¤«ï £¥−¥à�æ¨¨ â¥áâ®¢®£® âà�ä¨ª�
¨á¯®«ì§®¢�«áï ¨−áâàã¬¥−â Pktgen 3.1.2. �¥à¥¤�îé¨¥ ãáâà®©áâ¢� (�“ 1 ¨ 2)
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÷¨á. 5 ‘å¥¬� áâ¥−¤� ¤«ï â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� L3-ªà¨¯â®è«î§ë

¯®¤ª«îç¥−ë ª Pktgen-á¥à¢¥àã ¯à¨ ¯®¬®é¨ ®¯â¨ç¥áª¨å 10G á¥â¥¢ëå �¤�¯â¥à®¢
Intel 82599ES, −� ª®â®àëå �ªâ¨¢¨à®¢�−� â¥å−®«®£¨ï DPDK.

�¡®§−�ç¥−¨ï HW1000 ¨ HW5000 á®®â¢¥âáâ¢ãîâ L3-ªà¨¯â®è«î§�¬ ViPNet
Coordinator HW1000 ¨ ViPNet Coordinator HW5000 á®®â¢¥âáâ¢¥−−®. �à®¯ãáª-
−�ï á¯®á®¡−®áâì è¨äà®¢�−−®£® ª�−�«� HW1000, ¨á¯®«ì§®¢�−−®£® ¢ íªá¯¥à¨-
¬¥−â�å, á®áâ�¢«ï¥â 900{1000 Œ�/á, HW5000 | 6{6,5 ƒ�/á. ˆá¯®«ì§ã¥¬ë©
�«£®à¨â¬ è¨äà®¢�−¨ï | ƒ�‘’28147-89 ¢ à¥¦¨¬¥ CBC (Cipher Block Chain-
ing). �®áª®«ìªã ¨áá«¥¤®¢�−¨¥ ¯à®¨§¢®¤¨â¥«ì−®áâ¨ L3-ªà¨¯â®è«î§®¢ ¨ ¯à®ç¨å
¨á¯®«ì§®¢�−−ëå ¢ à�¡®â¥ ãáâà®©áâ¢ §�é¨é¥−−ëå á¥â¥© −¥ ¢å®¤¨«® ¢ §�¤�ç¨
¤�−−®© áâ�âì¨, ¯®¤à®¡−�ï ¨−ä®à¬�æ¨ï ®¡ ¨å ¯à®£à�¬¬−®-�¯¯�à�â−®¬ ®¡¥á¯¥ç¥-
−¨¨ ¨ äã−ªæ¨®−�«¥ §¤¥áì −¥ ¯à¨¢®¤¨âáï ¨ ç�áâ¨ç−® ¬®¦¥â ¡ëâì −�©¤¥−� ¢ [9].
’¥áâ®¢ë© UDP-âà�ä¨ª ¯¥à¥¤�¢�«áï ¢ à¥¦¨¬¥ Half-Duplex (¯®àâ-®â¯à�¢¨â¥«ì
Pktgen-á¥à¢¥à� | Port 0, ¯®àâ-¯®«ãç�â¥«ì | Port 1) ¨ ¢ª«îç�« 2000 ¯®â®-
ª®¢ ¢ á¥ªã−¤ã, ¯®«ãç¥−−ëå ¯ãâ¥¬ ¯¥à¥¡®à� âà�−á¯®àâ−®£® ¯®àâ� ®â¯à�¢¨â¥«ï
¢ ¤¨�¯�§®−¥ 10001{12000. „�−−®£® ª®«¨ç¥áâ¢� ¯®â®ª®¢ ¡ë«® ¤®áâ�â®ç−® ¤«ï
â¥áâ¨à®¢�−¨ï à�¢−®¬¥à−®áâ¨ ¡�«�−á¨à®¢ª¨ −�£àã§ª¨. ‡�¤�ç� ¨áá«¥¤®¢�−¨ï ¬�ª-
á¨¬�«ì−®© ¯à®¨§¢®¤¨â¥«ì−®áâ¨ ª®−âà®««¥à� ¢ ¤�−−®© à�¡®â¥ −¥ áâ®ï«� ¨ ã¦¥ ¡ë«�
à¥è¥−� ¢ [8,9]. „«ï �«£®à¨â¬� ¡�«�−á¨à®¢ª¨ ¡ë«¨ ¢ë¡à�−ë á«¥¤ãîé¨¥ ¬¥âà¨ª¨
−�¯à�¢«¥−¨© ¡�«�−á¨à®¢ª¨: HW1000 | ¬¥âà¨ª� 10, HW5000 | ¬¥âà¨ª� 60.

‚ â�¡«¨æ¥ ¯à¥¤áâ�¢«¥−ë à¥§ã«ìâ�âë â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −�
L3-ªà¨¯â®è«î§ë. �®¤ ¯à®¯ãáª−®© á¯®á®¡−®áâìî ¯®−¨¬�¥âáï ®¡ê¥¬ â¥áâ®¢®£®
âà�ä¨ª� ¢ á¥ªã−¤ã, ¯à¨å®¤ïé¥£® −� ¯®àâ 1 Pktgen-á¥à¢¥à� ¯®á«¥ ®â¯à�¢ª¨
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÷¥§ã«ìâ�âë â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� L3-ªà¨¯â®è«î§ë

L3-ªà¨¯â®è«î§ë, −� ª®â®àë¥ �à®¯ãáª−�ï á¯®á®¡−®áâì, Œ�/á
−�¯à�¢«¥−� ¡�«�−á¨à®¢ª� −�£àã§ª¨
(®¤−� áâ®à®−� §�é¨é¥−−®£® ª�−�«�)

UDP,
MTU = 1432 �

UDP,
MTU = 256 �

UDP,
MTU = 64 �

1 HW1000 933 461 180
1 HW5000 6241 1016 288
3 HW1000 (¡�«�−á¨à®¢ª�) 2806 1398 552
3 HW1000 + 1 HW5000 (¡�«�−á¨à®¢ª�) 9041 2419 858

á ¯®àâ� 0, ¡�«�−á¨à®¢ª¨ −� ¯¥à¥¤�îé¥¬ ãáâà®©áâ¢¥ �“ 1, è¨äà®¢�−¨ï ¨ à�áè¨ä-
à®¢�−¨ï −� ªà¨¯â®è«î§�å HW1000/5000 ¨ á¡®àª¨ −� ¯¥à¥¤�îé¥¬ ãáâà®©áâ¢¥
�“ 2. ‚ å®¤¥ ¢á¥å â¥áâ®¢ −�£àã§ª� −� L3-ªà¨¯â®è«î§ë ¡ë«� ¬�ªá¨¬�«ì−®
¢®§¬®¦−®©. ‡�£àã§ª� ¯à®æ¥áá®à®¢ ªà¨¯â®è«î§®¢ á®áâ�¢«ï«� 98%{100%.

‚ ¯¥à¢®© ª®«®−ª¥ â�¡«¨æë ¯¥à¥ç¨á«¥−ë L3-ªà¨¯â®è«î§ë, ¯®¤ª«îç¥−−ë¥
ª ®¤−®¬ã ¯¥à¥¤�îé¥¬ã ãáâà®©áâ¢ã. �¥à¥¤�îé¥¥ ãáâà®©áâ¢® −� ¯à®â¨¢®¯®«®¦−®¬
ª®−æ¥ §�é¨é¥−−®£® ª�−�«� ¡�«�−á¨àã¥â/̄ à¨−¨¬�¥â âà�ä¨ª −�/®â �−�«®£¨ç−®£®
−�¡®à� L3-ªà¨¯â®è«î§®¢ (á¬. à¨á. 5). Š�ª ¢¨¤−® ¨§ â�¡«¨æë, ¯à®¯ãáª−�ï á¯®-
á®¡−®áâì è¨äà®¢�−−®£® ª�−�«� ¯à¨ ¡�«�−á¨à®¢ª¥ âà�ä¨ª� −� âà¨ ªà¨¯â®è«î§�
HW1000 ¨ ®¤¨− ªà¨¯â®è«î§ HW5000 ¯à�ªâ¨ç¥áª¨ à�¢−� áã¬¬¥ ¯à®¯ãáª−ëå
á¯®á®¡−®áâ¥© ®â¤¥«ì−ëå ªà¨¯â®è«î§®¢. �¥¡®«ìè¨¥ ª®«¥¡�−¨ï §−�ç¥−¨© ¢ë§¢�-
−ë á¯¥æ¨ä¨ª®© à�¡®âë ¨−áâàã¬¥−â� Pktgen.

4.3 Балансировка нагрузки на TLS-шлюзы

�� à¨á. 6 ¯à¥¤áâ�¢«¥−� áå¥¬� áâ¥−¤� ¤«ï â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨
−� TLS-è«î§ë.

‘å¥¬� −� à¨á. 6 á®áâ®¨â ¨§ á«¥¤ãîé¨å ®á−®¢−ëå ª®¬¯®−¥−â®¢:

{ TLS-Meter | £¥−¥à�â®à â¥áâ®¢®£® âà�ä¨ª�, ¯à¥¤áâ�¢«ïîé¥£® á®¡®©
HTTPS-§�¯à®áë, ¨¤ãé¨¥ −� ¢¨àâã�«ì−ë© �¤à¥á ¯¥à¥¤�îé¥£® ãáâà®©áâ¢�

÷¨á. 6 ‘å¥¬� áâ¥−¤� ¤«ï â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� TLS-è«î§ë
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172.16.1.250. „�−−ë© ¨−áâàã¬¥−â à�§à�¡®â�− ¢ ª®¬¯�−¨¨ ˆ−ä®’¥Š‘,
¢ ®¯¨áë¢�¥¬ëå íªá¯¥à¨¬¥−â�å ¨á¯®«ì§ã¥â �«£®à¨â¬ ƒ�‘’ ÷ 34.10-2012;

{ SDN-¡�«�−á¨à®¢é¨ª, ¢ª«îç�îé¨© ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢® ¨ ª®−âà®««¥à;

{ TLS-è«î§ë (TLS-Gw 1{4), −� ª®â®àë¥ ¯à®¨áå®¤¨â ¡�«�−á¨à®¢ª� HTTPS-
§�¯à®á®¢. ‚á¥ ç¥âëà¥ è«î§� ¡ë«¨ ¯à¥¤áâ�¢«¥−ë ®¤−®© â¥áâ®¢®© ¬®¤¥«ìî,
à�¡®â�îé¥© ¢ à¥¦¨¬¥ HTTPS-Proxy á ¨á¯®«ì§®¢�−¨¥¬ �«£®à¨â¬� è¨äà®¢�-
−¨ï ƒ�‘’ ÷ 34.10-2012;

{ Web-á¥à¢¥à | ¢¥¡-á¥à¢¥à, ª®â®à®¬ã TLS-è«î§ë �¤à¥áãîâ à�áè¨äà®¢�−−ë¥
HTTP-§�¯à®áë.

ƒ¥−¥à�æ¨ï â¥áâ®¢®£® âà�ä¨ª� ¢ë¯®«−ï«�áì á 240 IP-�¤à¥á®¢. „«¨â¥«ì−®áâì
â¥áâ� | 3 ¬¨−, ¢¥àá¨ï TLS-1.2. ‚ å®¤¥ â¥áâ®¢ ¨§¬¥àï«®áì ª®«¨ç¥áâ¢® ãáâ�-
−®¢«¥−−ëå HTTPS-á®¥¤¨−¥−¨© ¢ á¥ªã−¤ã ¢ §�¢¨á¨¬®áâ¨ ®â ç¨á«� TLS-è«î§®¢.
�®«ãç¥−−ë¥ à¥§ã«ìâ�âë −¥ ï¢«ïîâáï ¯à¥¤¥«ì−ë¬¨ å�à�ªâ¥à¨áâ¨ª�¬¨, â�ª ª�ª
−�£àã§®ç−®¥ â¥áâ¨à®¢�−¨¥ TLS-è«î§� ¢ §�¤�ç¨ ¤�−−®© à�¡®âë −¥ ¢å®¤¨«®. ‡�-
¬¥àë −�£àã§ª¨ ¯à®¨§¢®¤¨«¨áì −� L2-ª®¬¬ãâ�â®à¥, á®¥¤¨−ïîé¥¬ ¯¥à¥¤�îé¥¥
ãáâà®©áâ¢® ¨ TLS-è«î§ë, ¯ãâ¥¬ SPAN (Switched Port ANalyzer) §¥àª�«¨à®¢�-
−¨ï ¢á¥£® ¯à®å®¤ïé¥£® ç¥à¥§ ª®¬¬ãâ�â®à âà�ä¨ª� −� ¢ë¤¥«¥−−ë© ¯¥àá®−�«ì−ë©
ª®¬¯ìîâ¥à, á¡®à� âà�ä¨ª� ¯à¨ ¯®¬®é¨ tcpdump ¨ �−�«¨§� ¯à¨ ¯®¬®é¨ Wire-
shark. �� à¨á. 7 ¯®ª�§�−ë £à�ä¨ª¨ §�¢¨á¨¬®áâ¨ ª®«¨ç¥áâ¢� ãáâ�−®¢«¥−−ëå
HTTPS-á®¥¤¨−¥−¨© ®â ¢à¥¬¥−¨ â¥áâ� ¤«ï ª�¦¤®£® TLS-è«î§�, � â�ª¦¥ áã¬¬�à-
−�ï −�£àã§ª�.

÷¨á. 7 ƒà�ä¨ª §�¢¨á¨¬®áâ¨ ª®«¨ç¥áâ¢� ãáâ�−®¢«¥−−ëå HTTPS-á®¥¤¨−¥−¨© ®â ¢à¥¬¥−¨
â¥áâ� ¤«ï ª�¦¤®£® TLS-è«î§� (1{4 | TLS-Gw 1{TLS-Gw 4) ¨ áã¬¬�à−�ï ¡�«�−á¨àã¥¬�ï
−�£àã§ª� (5)
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Š�ª ¢¨¤−® −� à¨á. 7, ¯à®¨§¢®¤¨-

÷¨á. 8 ƒà�ä¨ª §�¢¨á¨¬®áâ¨ ª®«¨ç¥áâ¢� ãáâ�-
−®¢«¥−−ëå HTTPS-á®¥¤¨−¥−¨© ¢ á¥ªã−¤ã ®â
ç¨á«� TLS-è«î§®¢

â¥«ì−®áâì ª�¦¤®£® ®â¤¥«ì−®£® TLS-
è«î§� ¢ å®¤¥ ¢á¥£® â¥áâ� á®áâ�¢-
«ï«� ¯à¨¡«¨§¨â¥«ì−® 235 á®¥¤¨−¥-
−¨© ¢ á¥ªã−¤ã. „«ï ¢á¥å ç¥âëà¥å
TLS-è«î§®¢ −�¡«î¤�«¨áì à�¢−®-
¬¥à−®áâì ¨ ®¤¨−�ª®¢®áâì §�£àã§ª¨,
çâ® £®¢®à¨â ® ª®àà¥ªâ−®© ¡�«�−á¨-
à®¢ª¥ HTTPS-âà�ä¨ª�. ‘ã¬¬�à−�ï
¯à®¨§¢®¤¨â¥«ì−®áâì á¨áâ¥¬ë á®áâ�-
¢¨«� ç¥âëà¥åªà�â−®¥ ã¢¥«¨ç¥−¨¥
¯à®¨§¢®¤¨â¥«ì−®áâ¨ ®¤−®£® TLS-
è«î§�.

�� à¨á. 8 ¯®ª�§�− £à�ä¨ª §�¢¨-
á¨¬®áâ¨ ª®«¨ç¥áâ¢� ãáâ�−®¢«¥−−ëå

HTTPS-á®¥¤¨−¥−¨© ¢ á¥ªã−¤ã ®â ç¨á«� TLS-è«î§®¢, −�£àã§ª� −� ª®â®àë¥ ¯à®-
å®¤¨«� ¡�«�−á¨à®¢ªã. ƒà�ä¨ª, ¯à¥¤áâ�¢«¥−−ë© −� à¨á. 8, ¨¬¥¥â ¯®çâ¨ «¨−¥©−ë©
å�à�ªâ¥à, çâ® £®¢®à¨â ® â®¬, çâ® ª®«¨ç¥áâ¢® −�¯à�¢«¥−¨© ¡�«�−á¨à®¢ª¨ ¯à�ª-
â¨ç¥áª¨ −¥ ¢«¨ï¥â −� ¯à®¨§¢®¤¨â¥«ì−®áâì ¡�«�−á¨à®¢é¨ª�. �®áª®«ìªã ¢ â¥áâ�å
¨á¯®«ì§®¢�«¨áì TLS-è«î§ë ®¤¨−�ª®¢®© ¯à®¨§¢®¤¨â¥«ì−®áâ¨, ¬¥âà¨ª¨ −�¯à�¢-
«¥−¨© ¡�«�−á¨à®¢ª¨ ¨¬¥«¨ ®¤¨−�ª®¢ë¥ §−�ç¥−¨ï | 100. ‚ ¤�−−®¬ íªá¯¥à¨¬¥−â¥
¤«ï à¥�«¨§�æ¨¨ ®âª�§®ãáâ®©ç¨¢®áâ¨ ª�−�«®¢ á¢ï§¨, ¯® ª®â®àë¬ ¯à®¨áå®¤¨«�
¡�«�−á¨à®¢ª�, ¨á¯®«ì§®¢�«áï á«¥¤ãîé¨© �«£®à¨â¬. Š�¦¤ë¥ 2 á ª®−âà®««¥à
£¥−¥à¨àã¥â á ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ARP-§�¯à®áë −� IP-�¤à¥á� ¢á¥å TLS-
è«î§®¢ (172.16.1.251{172.16.1.254). ‚ á«ãç�¥ −¥¯®«ãç¥−¨ï ¤¢ãå ¯®á«¥¤®¢�-
â¥«ì−ëå ARP-®â¢¥â®¢ ®â ®¤−®£® TLS-è«î§� ¤�−−®¥ −�¯à�¢«¥−¨¥ ¡�«�−á¨à®¢ª¨
áç¨â�¥âáï −¥äã−ªæ¨®−�«ì−ë¬ ¨ ¨áª«îç�¥âáï ¨§ �«£®à¨â¬� ¡�«�−á¨à®¢ª¨. �à¨
íâ®¬ ®â¯à�¢ª� ARP-§�¯à®á®¢ −� IP-�¤à¥á ú¢ë¡ë¢è¥£®û TLS-è«î§� ¯à®¤®«¦�-
¥âáï, ¨ ¢ á«ãç�¥ ¯®«ãç¥−¨ï ARP-®â¢¥â� ¤�−−®¥ −�¯à�¢«¥−¨¥ ¡�«�−á¨à®¢ª¨ á−®¢�
−�ç¨−�¥â ¨á¯®«ì§®¢�âìáï ¤«ï ¯¥à¥¤�ç¨ ¯®«¥§−®£® âà�ä¨ª�.

4.4 Балансировка нагрузки на системы обнаружения вторжений

�� à¨á. 9 ¯à¥¤áâ�¢«¥−� áå¥¬� áâ¥−¤� ¤«ï â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨
−� ¬�áèâ�¡¨àã¥¬ãî á¨áâ¥¬ã ®¡−�àã¦¥−¨ï ¢â®à¦¥−¨© (IDS).

‚ áå¥¬¥ −� à¨á. 9 ¯®«¥§−ë© âà�ä¨ª §¥àª�«¨àã¥âáï −� L2-ª®¬¬ãâ�â®à¥ ¨ ®â-
¯à�¢«ï¥âáï −� ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢® SDN-¡�«�−á¨à®¢é¨ª�, £¤¥ à�¢−®¬¥à−®
¡�«�−á¨àã¥âáï −� âà¨ á¨áâ¥¬ë ®¡−�àã¦¥−¨ï ¢â®à¦¥−¨©, ¬�ªá¨¬�«ì−�ï ¯à®¨§-
¢®¤¨â¥«ì−®áâì ª�¦¤®© ¨§ ª®â®àëå á®áâ�¢«ï¥â 6 ƒ�/á (¨á¯®«ì§®¢�«�áì ¬®¤¥«ì
ViPNet IDS2000). �á®¡¥−−®áâìî �«£®à¨â¬� ¡�«�−á¨à®¢ª¨ ¤«ï ¤�−−®£® á«ãç�ï
ï¢«ï¥âáï â®, çâ® ¯à¨ ®¡à�¡®âª¥ ª�¦¤®£® −®¢®£® ¯®â®ª� ª®−âà®««¥à ¨−áâ�««¨àã¥â
¢ â�¡«¨æã ¯®â®ª®¢ ¯¥à¥¤�îé¥£® ãáâà®©áâ¢� ¤¢� ¯à�¢¨«� ª®¬¬ãâ�æ¨¨: ¯àï¬®¥
¨ ®¡à�â−®¥. ‚ ¯àï¬®¬ ¯à�¢¨«¥ IP-�¤à¥á� ¨ âà�−á¯®àâ−ë¥ ¯®àâë ®â¯à�¢¨â¥-
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÷¨á. 9 ‘å¥¬� áâ¥−¤� ¤«ï â¥áâ¨à®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� ¬�áèâ�¡¨àã¥¬ãî
á¨áâ¥¬ã ®¡−�àã¦¥−¨ï ¢â®à¦¥−¨©

«ï ¨ ¯®«ãç�â¥«ï á®®â¢¥âáâ¢ãîâ ¯®«ãç¥−−ë¬ ¨§ ¯¥à¢®£® ¯�ª¥â� −®¢®£® ¯®â®ª�.
‚ ®¡à�â−®¬ ¯à�¢¨«¥ ¨¤¥−â¨ä¨ª�â®àë ®â¯à�¢¨â¥«ï ¨ ¯®«ãç�â¥«ï ¬¥−ïîâáï ¬¥áâ�-
¬¨. �¡� ¯à�¢¨«� ¨á¯®«ì§ãîâ ®¤−® ¨ â® ¦¥ −�¯à�¢«¥−¨¥ ¡�«�−á¨à®¢ª¨. ’�ª¨¬
®¡à�§®¬ £�à�−â¨àã¥âáï, çâ® ¢¥áì âà�ä¨ª ®¤−®© TCP/UDP-á¥áá¨¨ ¡ã¤¥â �−�«¨-
§¨à®¢�âìáï ®¤−®© IDS.

Šà�âª® à�áá¬®âà¨¬ à¥§ã«ìâ�âë íªá¯¥à¨¬¥−â�. ‚ å®¤¥ â¥áâ� §�£àã§ª� á¥â¥-
¢ëå ¨−â¥àä¥©á®¢ ¢á¥å IDS ¡ë«� ¯à�ªâ¨ç¥áª¨ ®¤¨−�ª®¢®© ¨ á¨−åà®−−® ¬¥−ï«�áì
¯à¨ ¨§¬¥−¥−¨¨ ®¡ê¥¬� ¯®¤�¢�¥¬®£® −� ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢® âà�ä¨ª�. �−�«¨§
âà�ä¨ª�, ¯à¨å®¤ïé¥£® −� ª�¦¤ãî IDS ¯®á«¥ ¡�«�−á¨à®¢ª¨, ¯®ª�§�« ®âáãâ-
áâ¢¨¥ úà�§®à¢�−−ëåû TCP-á¥áá¨©, çâ® £®¢®à¨â ® â®¬, çâ® ª®−âà®««¥à ª®àà¥ªâ−®
à�á¯à¥¤¥«ï¥â ¯®â®ª¨ âà�ä¨ª� ¯® −�¯à�¢«¥−¨ï¬ ¡�«�−á¨à®¢ª¨.

5 Заключение

’¥å−®«®£¨ï SDN ¡«�£®¤�àï æ¥−âà�«¨§®¢�−−®¬ã ã¯à�¢«¥−¨î á¥âìî ¨ ¯à®-
£à�¬¬¨àã¥¬®áâ¨ å®à®è® ¯®¤å®¤¨â ¤«ï à¥è¥−¨ï §�¤�ç ¡�«�−á¨à®¢ª¨ âà�ä¨ª�
¯à¨ −¥®¡å®¤¨¬®áâ¨ á®£«�á®¢�−−®© à�¡®âë ¡�«�−á¨à®¢é¨ª®¢, ®âª�§®ãáâ®©ç¨¢®áâ¨
¨ −¥áâ�−¤�àâ−ëå �«£®à¨â¬®¢ ¡�«�−á¨à®¢ª¨. Open vSwitch ¯à¨ ¨á¯®«ì§®¢�−¨¨
â¥å−®«®£¨¨ Intel DPDK ãá¯¥è−® ª®¬¬ãâ¨àã¥â −¥ ¬¥−¥¥ 10 ƒ�/á Full-Duplex-âà�-
ä¨ª�. �à¥¤«®¦¥−ë ¨ ç�áâ¨ç−® ¯à®â¥áâ¨à®¢�−ë ¬¥å�−¨§¬ë ®âª�§®ãáâ®©ç¨¢®áâ¨
ª�−�«®¢ á¢ï§¨, ¯® ª®â®àë¬ ¯à®¨áå®¤¨â ¡�«�−á¨à®¢ª� (à¥¦¨¬ Active-Active),
¨ SDN-ª®−âà®««¥à� (à¥¦¨¬ Active-Passive). “á¯¥è−® ¯à®¢¥¤¥−ë íªá¯¥à¨¬¥−-
â�«ì−ë¥ ¨áá«¥¤®¢�−¨ï ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� â�ª¨¥ ãáâà®©áâ¢� §�é¨é¥−−ëå
á¥â¥©, ª�ª L3-ªà¨¯â®è«î§, TLS-è«î§, IDS. ‚® ¢á¥å íªá¯¥à¨¬¥−â�å ¡ë« ¨á-
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¯®«ì§®¢�− ã−¨ä¨æ¨à®¢�−−ë© �«£®à¨â¬ ¡�«�−á¨à®¢ª¨, ¨á¯®«ì§ãîé¨© ¢¥á®¢ë¥
ª®íää¨æ¨¥−âë ª�−�«®¢.
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Abstract: The software-defined networking (SDN) technology in comparison
with traditional IP networks allows programming the network's behavior using a
centralized controller. In this case, forwarding devices deal only with forwarding
frames based on flow tables loaded into them by the controller. Flow tables are
built on the controller during the processing of information about traffic flows
arriving at forwarding devices. The above properties of the technology were
used to create the SDN load balancer for devices of secure networks. The article
discusses the architecture and software of the balancer. Descriptions of schemes
and results of experiments on load balancing for such devices as L3-VPN (Level 3
Virtual Private Network) gateway, TLS (Transport Layer Security) gateway, and
IDS (Intrusion Detection System) are given.

Keywords: software-defined networking (SDN); controller; OpenFlow; VPN
gateway; TLS; intrusion detection system; IDS; load balancing; DPDK; Open
vSwitch; Beacon

DOI: 10.14357/086965271801010

References

1. Feamster, N., and H. Balakrishnan. 2005. Detecting BGP configuration faults with
static analysis. 2nd Conference on Symposium on Networked Systems Design and
Implementation Proceedings. 2:43{56.

2. Sherry, J., and S. Ratnasamy. 2012. A survey of enterprise middlebox deployments:
Berkeley, CA: Univ. California, Electr. Eng. Comput. Sci. Dept. Technical Report
UCB/EECS-2012-24.

3. Kim, H., and N. Feamster. 2013. Improving network management with software
defined networking. IEEE Commun. Mag. 51(2):114{119.

4. Kreutz, D., F. M. V. Ramos, P. Verissimo, C. E. Rothenberg, S. Azodolmolky, and
S. Uhlig. 2015. Software-defined networking: A comprehensive survey. P. IEEE
103(1):14{76.

5. Nazarov, M. A. 2015. Opredelenie, osnovnye ponyatiya i arkhitektury programmno-
konfiguriruemykh setey | SDN (Software Defined Networking) [Determination, the

Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2018 vol 28 no 1 137



O. Yu. Guzev and I. V. Chizhov

basic concepts, and architecture of the program defined networks]. Informatizatsiya
i svyaz' [Informatization and Communication] 4:82{87.

6. Greene, K. 2009. TR10: Software-defined networking. 10 Breakthrough Technolo-
gies: MIT Technology Review. Available at: http://www2.technologyreview.com/
article/412194/tr10-software-de¦ned-networking (accessed February 24, 2018).

7. Erickson, D. 2013. The Beacon OpenFlow controller. 2nd ACM SIGCOMM Work-
shop on Hot Topics in Software Defined Networking Proceedings. 13{18.

8. Shalimov, A., D. Zuikov, D. Zimarina, V. Pashkov, and R. Smeliansky.
2013. Advanced study of SDN/OpenFlow controllers. 9th Central & East-
ern European Software Engineering Conference in Russia Proceedings. Article
No. 1. Available at: https://www.researchgate.net/publication/262155093 Advanced
study of SDNOpenFlow controllers/overview (accessed February 24, 2018).

9. Infotecs. Produkty [Products]. Available at: http://infotecs.ru/product/all/?line=
vipnet-network-security (accessed February 24, 2018).

Received November 26, 2017

Contributors

Guzev Oleg Yu. (b. 1980) | Candidate of Science (PhD) in technology, researcher,
Research and Development Center, JSC \InfoTeCS," 1/23, b. 1, Staryy Petrovsko-
Razumovskiy Pr., Moscow 127287, Russian Federation; oleg.guzev@infotecs.ru

Chizhov Ivan V. (b. 1984) | Candidate of Science (PhD) in physics and mathemat-
ics, associate professor, Faculty of Computational Mathematics and Cybernetics,
M. V. Lomonosov Moscow State University, 2nd Education Building, Faculty
CMC, GSP-1, Leninskie Gory, Moscow 119991, Russian Federation; senior scien-
tist, Institute of Informatics Problems, Federal Research Center \Computer Science
and Control" of the Russian Academy of Sciences, 44-2 Vavilov Str., Moscow
119333, Russian Federation; ichizhov@cs.msu.ru

138 Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2018 vol 28 no 1



‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ, 2018. ’. 28. ü 1. ‘. 139{155

SDN-БАЛАНСИРОВКА НАГРУЗКИ
НА КРИПТОГРАФИЧЕСКИЕ МАРШРУТИЗАТОРЫ

ПРИ ОБЪЕДИНЕНИИ ЦЕНТРОВ ОБРАБОТКИ ДАННЫХ

О. Ю. Гузев1, И. В. Чижов2

�−−®â�æ¨ï: ÷�¡®â� ¯®á¢ïé¥−� à¥è¥−¨î §�¤�ç¨ ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −�
ªà¨¯â®£à�ä¨ç¥áª¨¥ ¬�àèàãâ¨§�â®àë, ¯à¥¤−�§−�ç¥−−ë¥ ¤«ï §�é¨âë ª�−�-
«®¢ á¢ï§¨ ¬¥¦¤ã æ¥−âà�¬¨ ®¡à�¡®âª¨ ¤�−−ëå (–�„). �à¥¤«�£�¥âáï ¬¥â®¤
¡�«�−á¨à®¢ª¨, ®á−®¢�−−ë© −� ¨á¯®«ì§®¢�−¨¨ â¥å−®«®£¨¨ ¯à®£à�¬¬−®-ª®−ä¨-
£ãà¨àã¥¬ëå á¥â¥© (SDN, software-defined networking). ÷�áá¬®âà¥−ë ®á−®¢−ë¥
á®áâ�¢−ë¥ ª®¬¯®−¥−âë ¬¥â®¤�, −�ç¨−�ï ®â ¡�§®¢®© ®¡®¡é¥−−®© ¬®¤¥«¨ ªà¨¯-
â®£à�ä¨ç¥áª®£® ¬�àèàãâ¨§�â®à� ¨ §�ª�−ç¨¢�ï ¯®«−ë¬ ¤¥â�«ì−ë¬ ®¯¨á�−¨¥¬
�«£®à¨â¬� ¡�«�−á¨à®¢ª¨. ’�ª¦¥ ¢ §�¢¥àè¥−¨¥ à�¡®âë ¯à¥¤áâ�¢«¥− �«£®à¨â¬
®¡¥á¯¥ç¥−¨ï ®âª�§®ãáâ®©ç¨¢®áâ¨ ¢ à¥¦¨¬¥ Active-Active ¬�áèâ�¡¨àã¥¬®£®
ª�−�«� á¢ï§¨ ¬¥¦¤ã –�„.

Š«îç¥¢ë¥ á«®¢�: ªà¨¯â®£à�ä¨ç¥áª¨© ¬�àèàãâ¨§�â®à; ªà¨¯â®¬�àèàãâ¨§�-
â®à; ¡�«�−á¨à®¢ª� −�£àã§ª¨; í«�áâ¨ç−ë© æ¥−âà ®¡à�¡®âª¨ ¤�−−ëå; ¯à®£à�¬-
¬−®-ª®−ä¨£ãà¨àã¥¬�ï á¥âì; �Š‘; SDN; OpenFlow

DOI: 10.14357/08696527180111

1 Введение

‚ àï¤¥ á«ãç�¥¢ ¤«ï §�é¨âë ª�−�«®¢ á¢ï§¨ ¬¥¦¤ã –�„ ¨á¯®«ì§ãîâáï áà¥¤áâ¢�
è¨äà®¢�−¨ï á¥â¥¢®£® âà�ä¨ª�. �à¨ íâ®¬ ¤«ï ®¡¥á¯¥ç¥−¨ï ¯à®å®¦¤¥−¨ï ¤�−−ëå
¬¥¦¤ã á¥£¬¥−â�¬¨ £«®¡�«ì−®© ®âªàëâ®© á¥â¨ ¯à¨¬¥−ïîâáï è¨äà�â®àë, à�¡®â�-
îé¨¥ −� á¥â¥¢®¬ (L3) ãà®¢−¥ íâ�«®−−®© ¬®¤¥«¨ ISO/OSI (International Standard
Organization/Open Systems Interconnection) ¨ ¨¬¥îé¨¥ ¢®§¬®¦−®áâì ¢ë¯®«-
−ïâì ¬�àèàãâ¨§�æ¨î è¨äà®¢�−−®£® âà�ä¨ª�. ‚ ¤�−−®© à�¡®â¥ â�ª¨¥ ãáâà®©áâ¢�
¡ã¤¥¬ −�§ë¢�âì ªà¨¯â®£à�ä¨ç¥áª¨¬¨ ¬�àèàãâ¨§�â®à�¬¨, ªà¨¯â®¬�àèàãâ¨§�â®-
à�¬¨ ¨«¨ ¯à®áâ® ªà¨¯â®£à�ä¨ç¥áª¨¬¨ ãáâà®©áâ¢�¬¨. ‚ á¨«ã â®£® çâ® â�ª¨¥
ãáâà®©áâ¢� â¥àïîâ ç�áâì ¯à®¯ãáª−®© á¯®á®¡−®áâ¨ §� áç¥â −�ª«�¤−ëå à�áå®¤®¢
−� è¨äà®¢�−¨¥ ¨ à�áè¨äà®¢�−¨¥ âà�ä¨ª�, ¯à¨¬¥−ïîâáï â¥å−®«®£¨¨ ¬�áèâ�-
¡¨à®¢�−¨ï §�é¨é¥−−ëå ª�−�«®¢ á¢ï§¨, ¢®-¯¥à¢ëå, ¤«ï ã¢¥«¨ç¥−¨ï ¯à®¯ãáª−®©

1–¥−âà −�ãç−ëå ¨áá«¥¤®¢�−¨© ¨ ¯¥àá¯¥ªâ¨¢−ëå à�§à�¡®â®ª, ��� úˆ−ä®’¥Š‘û,
oleg.guzev@infotecs.ru

2Œ®áª®¢áª¨© £®áã¤�àáâ¢¥−−ë© ã−¨¢¥àá¨â¥â ¨¬. Œ. ‚. ‹®¬®−®á®¢�, ä�ªã«ìâ¥â ¢ëç¨á«¨â¥«ì−®©
¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨; ˆ−áâ¨âãâ ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£®
æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª, ichizhov@cs.msu.ru
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á¯®á®¡−®áâ¨ ª�−�«� á¢ï§¨ ¨, ¢®-¢â®àëå, ¤«ï ¯®¢ëè¥−¨ï ¥£® ®âª�§®ãáâ®©ç¨¢®-
áâ¨. ’�ª¦¥ ¤«ï ®¡ê¥¤¨−¥−¨ï –�„ ç�áâ® ¯à¨¬¥−ïîâ à�§«¨ç−ë¥ â¥å−®«®£¨¨
L2-âã−−¥«¨à®¢�−¨ï âà�ä¨ª� ª�−�«ì−®£® ãà®¢−ï (ARP (Address Resolution Pro-
tocol), LLDP (Link Layer Discovery Protocol) ¨ ¤à.), −�¯à¨¬¥à â�ª¨¥, ª�ª GRE
(Generic Routing Encapsulation) [1{5] ¨ VXLAN (Virtual eXtensible Local Area
Network) [6].

‚ ®âªàëâ®© «¨â¥à�âãà¥ ¯à�ªâ¨ç¥áª¨ ®âáãâáâ¢ãîâ à�¡®âë, ¯®á¢ïé¥−−ë¥ ¢®-
¯à®á�¬ ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� ¯à®¨§¢®«ì−ë¥ ªà¨¯â®£à�ä¨ç¥áª¨¥ ¬�àèàã-
â¨§�â®àë. �à¨ íâ®¬ −¥ª®â®àë¥ ¯à®¨§¢®¤¨â¥«¨ è¨äà®¢�«ì−®£® ®¡®àã¤®¢�−¨ï
¯à¥¤«�£�îâ ¯à®¯à¨¥â�à−ë¥ ¡�«�−á¨à®¢é¨ª¨ −�£àã§ª¨, à¥è�îé¨¥ §�¤�çã ¤«ï
ª®−ªà¥â−®£® â¨¯� ªà¨¯â®£à�ä¨ç¥áª¨å ãáâà®©áâ¢. ’�ª¦¥ ¢áâà¥ç�îâáï à�¡®âë, −�-
¯à¨¬¥à [7], ¯®á¢ïé¥−−ë¥ ¢®¯à®á�¬ á®§¤�−¨ï ª«�áâ¥à®¢ ªà¨¯â®¬�àèàãâ¨§�â®à®¢,
à�¡®â�îé¨å −� ®á−®¢¥ ¯à®â®ª®«� IPsec. �¤−�ª® áãé¥áâ¢ãîâ ªà¨¯â®£à�ä¨ç¥áª¨¥
ãáâà®©áâ¢�, ¨á¯®«ì§ãîé¨¥ ¤àã£¨¥ §�é¨é¥−−ë¥ ¯à®â®ª®«ë, ¢ â®¬ ç¨á«¥ ¨ −¥ ¨¬¥-
îé¨¥ ®âªàëâ®£® ®¯¨á�−¨ï. ‚ à�¡®â¥ áâ�¢¨âáï §�¤�ç� ®à£�−¨§�æ¨¨ ¡�«�−á¨à®¢ª¨
−�£àã§ª¨ −� ¯à®¨§¢®«ì−ë¥ ªà¨¯â®£à�ä¨ç¥áª¨¥ ¬�àèàãâ¨§�â®àë −¥§�¢¨á¨¬® ®â
¨á¯®«ì§ã¥¬ëå â¥å−®«®£¨© §�é¨âë ¨−ä®à¬�æ¨¨.

2 Базовая модель обобщенного криптографического маршрутизатора

�¯¨è¥¬ ¡�§®¢ãî ¬®¤¥«ì ªà¨¯â®£à�ä¨ç¥áª®£® ¬�àèàãâ¨§�â®à� ª�ª á¥â¥¢®£®
ãáâà®©áâ¢�, ª®â®à®© ã¤®¢«¥â¢®àï¥â ¯®¤�¢«ïîé¥¥ ¡®«ìè¨−áâ¢® ¯®¤®¡−®£® à®¤�
ãáâà®©áâ¢, ¢ â®¬ ç¨á«¥ ¨ ¨á¯®«ì§ãîé¨å ¯à®â®ª®« IPsec.

1. Šà¨¯â®£à�ä¨ç¥áª¨© ¬�àèàãâ¨§�â®à ®¡à�¡�âë¢�¥â (è¨äà®¢�−¨¥, ¬�àèàãâ¨-
§�æ¨ï) â®«ìª® âà�ä¨ª á¥â¥¢®£® ãà®¢−ï. �¨ª�ª®© âà�ä¨ª ª�−�«ì−®£® ãà®¢−ï
−¥ ¬®¦¥â ¯à¥®¤®«¥âì ªà¨¯â®£à�ä¨ç¥áª¨© ¬�àèàãâ¨§�â®à.

2. Šà¨¯â®¬�àèàãâ¨§�â®àë á® áâ®à®−ë «®ª�«ì−®© á¥â¨ ú¢−ãâà¥−−¨¬¨û ¨−â¥à-
ä¥©á�¬¨ ä¨§¨ç¥áª¨ ¯®¤ª«îç�îâáï ª ¯®àâ�¬ ª®¬¬ãâ�â®à� ãà®¢−ï à�á¯à¥¤¥-
«¥−¨ï (¡�«�−á¨à®¢é¨ª� −�£àã§ª¨).

3. Œ¥¦¤ã ªà¨¯â®¬�àèàãâ¨§�â®à�¬¨ ¬®¦−® á®§¤�¢�âì ¢¨àâã�«ì−ë¥ §�é¨é¥−-
−ë¥ á¥â¨. Œ¥¦¤ã ¤¢ã¬ï ¢¨àâã�«ì−ë¬¨ á¥âï¬¨ ¯à®å®¦¤¥−¨¥ âà�ä¨ª� ¯®«-
−®áâìî ¨áª«îç�¥âáï. ‚−ãâà¨ ®¤−®© ¢¨àâã�«ì−®© á¥â¨ âà�ä¨ª ¢ §�è¨äà®-
¢�−−®¬ ¢¨¤¥ ¬®¦¥â á¢®¡®¤−® ¯¥à¥¤�¢�âìáï ®â ®¤−®£® ªà¨¯â®£à�ä¨ç¥áª®£®
ãáâà®©áâ¢� ª ¤àã£®¬ã.

4. �ãáâì −� ¢å®¤−®¬ ¨−â¥àä¥©á¥ ªà¨¯â®¬�àèàãâ¨§�â®à� á® áâ®à®−ë «®ª�«ì−®©
á¥â¨ ¯®«ãç¥− á¥â¥¢®© ¯�ª¥â c IP-�¤à¥á®¬ −�§−�ç¥−¨ï IP dst. Šà¨¯â®¬�àèàã-
â¨§�â®à ¯® â�¡«¨æ¥ ¬�àèàãâ¨§�æ¨¨ ¯à®¢¥àï¥â, §� ª�ª¨¬ ¤àã£¨¬ ªà¨¯â®¬�àè-
àãâ¨§�â®à®¬ ¥£® ¢¨àâã�«ì−®© á¥â¨ −�å®¤¨âáï å®áâ á �¤à¥á®¬ IP dst. …á«¨
â�ª®£® ªà¨¯â®¬�àèàãâ¨§�â®à� −¥â, â® ¯�ª¥â ®â¡à�áë¢�¥âáï. ‚ ¯à®â¨¢−®¬
á«ãç�¥ ¯�ª¥â è¨äàã¥âáï −� á®®â¢¥âáâ¢ãîé¥¬ ª«îç¥ ¨ ®â¯à�¢«ï¥âáï −ã¦−®¬ã
ªà¨¯â®¬�àèàãâ¨§�â®àã.

140 ‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ â®¬ 28 −®¬¥à 1 2018



SDN-¡�«�−á¨à®¢ª� −�£àã§ª¨ −� ªà¨¯â®£à�ä¨ç¥áª¨¥ ¬�àèàãâ¨§�â®àë

5. �à¨ ¯®«ãç¥−¨¨ §�è¨äà®¢�−−®£® ¯�ª¥â� ªà¨¯â®¬�àèàãâ¨§�â®à ¤¥«�¥â ¯®¯ëâ-
ªã ¥£® à�áè¨äà®¢�âì. …á«¨ íâ® á¤¥«�âì −¥ ã¤�¥âáï, â® ¯�ª¥â ®â¡à�áë¢�¥âáï.
�®á«¥ à�áè¨äà®¢�−¨ï ®¯à¥¤¥«ï¥âáï IP-�¤à¥á −�§−�ç¥−¨ï ¯�ª¥â�. …á«¨ íâ®â
�¤à¥á ¤®áâã¯¥− á® áâ®à®−ë «®ª�«ì−®© á¥â¨, â® ¯�ª¥â ®â¯à�¢«ï¥âáï ¯®«ãç�â¥-
«î, ¥á«¨ −¥â | ®â¡à�áë¢�¥âáï.

6. �� ªà¨¯â®¬�àèàãâ¨§�â®à¥ ¬®¦−® ï¢−® −�áâà®¨âì á¯¨á®ª á¥â¥¢ëå �¤à¥á®¢,
ª®â®àë¥ −�å®¤ïâáï ¢ «®ª�«ì−®© á¥â¨ ú§� íâ¨¬ ãáâà®©áâ¢®¬û ¨ ª ª®â®àë¬ ªà¨¯-
â®¬�àèàãâ¨§�â®à ®¡¥á¯¥ç¨¢�¥â ¤®áâã¯ ¤«ï ¤àã£¨å ªà¨¯â®¬�àèàãâ¨§�â®à®¢.
‚ à�¬ª�å ®¤−®© ¢¨àâã�«ì−®© á¥â¨ −� ¢á¥å ªà¨¯â®¬�àèàãâ¨§�â®à�å íâ¨ �¤à¥á�
−¥ ¤®«¦−ë ¯¥à¥á¥ª�âìáï ¤«ï ®¡¥á¯¥ç¥−¨ï ®¤−®§−�ç−®áâ¨ ¬�àèàãâ¨§�æ¨¨
è¨äà®¢�−−®£® âà�ä¨ª�.

„«ï ®¯â¨¬¨§�æ¨¨ à�¡®âë �«£®à¨â¬� ¡�«�−á¨à®¢ª¨ ¨ ¨á¯®«ì§®¢�−¨ï á¥â¥¢ëå �¤à¥-
á®¢ −¥®¡å®¤¨¬® ã−¨ä¨æ¨à®¢�âì ¯�à�¬¥âàë −�áâà®©ª¨ ¢á¥å ªà¨¯â®¬�àèàãâ¨§�â®-
à®¢ ®¤−®£® –�„, ®¤−®© ¢¨àâã�«ì−®© á¥â¨, ¢ª«îç�ï �¤à¥á� á¥â¥¢ëå ¨−â¥àä¥©á®¢.
…¤¨−áâ¢¥−−®¥ à�§«¨ç¨¥, ª®â®à®¥ ¤®¯ãáª�¥âáï (−® −¥ âà¥¡ã¥âáï) ¬¥¦¤ã −¨¬¨,
§�ª«îç�¥âáï ¢ −�¡®à¥ ªà¨¯â®£à�ä¨ç¥áª¨å ª«îç¥© á¢ï§¨ (ª«îç¥© è¨äà®¢�−¨ï)
á ãáâà®©áâ¢�¬¨ ¤àã£¨å –�„. �¤−�ª® áâà®£® ¯®âà¥¡ã¥¬, çâ®¡ë ª«îç¨ á¢ï§¨
«î¡ëå ¢§�¨¬®¤¥©áâ¢ãîé¨å ¤àã£ á ¤àã£®¬ ªà¨¯â®£à�ä¨ç¥áª¨å ãáâà®©áâ¢ ¡ë«¨
à�§«¨ç−ë.

‘ ãç¥â®¬ ®¯¨á�−−®© ¬®¤¥«¨ ªà¨¯â®£à�ä¨ç¥áª®£® ¬�àèàãâ¨§�â®à� ¬®¦−®
áä®à¬ã«¨à®¢�âì á«¥¤ãîé¨¥ âà¥¡®¢�−¨ï ª ¬¥â®¤ã ¡�«�−á¨à®¢ª¨ −�£àã§ª¨.

1. �¥®¡å®¤¨¬® ®¡¥á¯¥ç¨âì ¯à®å®¦¤¥−¨¥ âà�ä¨ª� ¨§ ®¤−®£® –�„ ¢ ¤àã£®©
á ãç¥â®¬ â®£®, çâ® ¢§�¨¬®¤¥©áâ¢ãîé¨¥ å®áâë ¬®£ãâ ¬¨£à¨à®¢�âì ¬¥¦¤ã
–�„. „àã£¨¬¨ á«®¢�¬¨, âà¥¡ã¥âáï ¯®¤¤¥à¦ª� â�ª −�§ë¢�¥¬ëå í«�áâ¨ç−ëå
–�„.

2. �¥®¡å®¤¨¬® à¥�«¨§®¢�âì ¬¥å�−¨§¬ ®âª�§®ãáâ®©ç¨¢®áâ¨ ª�−�«®¢ á¢ï§¨ ¬¥¦¤ã
–�„.

3. �¥®¡å®¤¨¬® ¢ë¯®«−ïâì ¡�«�−á¨à®¢ªã ®âªàëâ®£® âà�ä¨ª� –�„ ¤® âã−−¥-
«¨à®¢�−¨ï GRE/VXLAN ¨ è¨äà®¢�−¨ï. �â® £�à�−â¨àã¥â ¬�ªá¨¬�«ì−ãî
à�¢−®¬¥à−®áâì ¡�«�−á¨à®¢ª¨ ¨ æ¥«®áâ−®áâì ¯®«ì§®¢�â¥«ìáª¨å á¥áá¨©.

3 Подход к решению задачи балансировки нагрузки

�¯¨è¥¬ ®á−®¢−ãî ¨¤¥î ¯à¥¤«�£�¥¬®£® ¯®¤å®¤�. “¦¥ ®â¬¥ç�«®áì, çâ® à�á-
¯à¥¤¥«ïâì ¨−ª�¯áã«¨à®¢�−−ë© âà�ä¨ª −¥ ¨¬¥¥â ¡®«ìè®£® á¬ëá«�, ¯®íâ®¬ã −¥®¡-
å®¤¨¬®:

(1) ¯à¨¢ï§�âì ª�¦¤ë© GRE/VXLAN-âã−−¥«ì ª ¯�à¥ ¯®á«¥¤®¢�â¥«ì−® á¢ï§�−-
−ëå ªà¨¯â®£à�ä¨ç¥áª¨å ¬�àèàãâ¨§�â®à®¢;

(2) à�á¯à¥¤¥«ïâì âà�ä¨ª, ¨¤ãé¨© ¨§ «®ª�«ì−®© á¥â¨, ¯® á®®â¢¥âáâ¢ãîé¨¬
âã−−¥«ï¬, ¯®¤¬¥−ïï IP-�¤à¥á� ¯®«ãç�â¥«ï ¨ ®â¯à�¢¨â¥«ï.
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PRIORITY IN PORT ETH TYPE IP PROTO IP DST IP SRC actions

0 any any any any any controller

÷¨á. 1 �à¨¬¥à OF-â�¡«¨æë

ˆáå®¤ï ¨§ íâ¨å ¯®«®¦¥−¨©, −¥®¡å®¤¨¬® ®¡¥á¯¥ç¨âì ¢ë¯®«−¥−¨¥ ¢á¥å âà¥¡®-
¢�−¨© ª ¡�«�−á¨à®¢é¨ªã −�£àã§ª¨. �à¥¤«�£�¥âáï ¤«ï ¯à®à�¡®âª¨ â¥å−¨ç¥áª¨å
¤¥â�«¥© ¨á¯®«ì§®¢�âì â¥å−®«®£¨î SDN. “á«®¢−® SDN á®áâ®¨â ¨§ ¤¢ãå æ¥−âà�«ì-
−ëå ª®¬¯®−¥−â®¢ [8]: SDN-ª®−âà®««¥à� ¨ ¯à®áâ¥©è¥£® ¯¥à¥¤�îé¥£® SDN-ª®¬-
¬ãâ�â®à�. �à¨ íâ®¬ SDN-ª®−âà®««¥à ¨£à�¥â à®«ì ®á−®¢−®£® ú¬®§£�û á¥â¨. �−
ã¯à�¢«ï¥â SDN-ª®¬¬ãâ�â®à�¬¨ (¤�«¥¥ | ª®¬¬ãâ�â®à, ¯¥à¥¤�îé¥¥ ãáâà®©áâ¢®).
‚§�¨¬®¤¥©áâ¢¨¥ ¬¥¦¤ã ª®−âà®««¥à®¬ ¨ ª®¬¬ãâ�â®à®¬ ¬®¦¥â ¯à®¨áå®¤¨âì ¯®
¤®áâ�â®ç−® è¨à®ª®¬ã −�¡®àã ¯à®â®ª®«®¢. �áâ�−®¢¨¬áï −� ®¤−®¬ ¨§ á�¬ëå ¯®¯ã-
«ïà−ëå | ¯à®â®ª®«¥ OpenFlow (OF) [9]. Š®¬¬ãâ�â®àë, ¯®−¨¬�îé¨¥ ï§ëª OF,
¢ ¤�«ì−¥©è¥¬ ¡ã¤¥¬ −�§ë¢�âì OF-ª®¬¬ãâ�â®à�¬¨ ¨«¨ ¯à®áâ® ª®¬¬ãâ�â®à�¬¨,
¥á«¨ ¨§ ª®−â¥ªáâ� ïá−®, çâ® à¥çì ¨¤¥â ¨¬¥−−® ®¡ OF-ª®¬¬ãâ�â®à¥. ‚ ª�¦¤®¬
OF-ª®¬¬ãâ�â®à¥ ¨¬¥îâáï OF-â�¡«¨æë ¢¨¤�, ¯à¥¤áâ�¢«¥−−®£® −� à¨á. 1.

’�¡«¨æ�, ¯®ª�§�−−�ï −� à¨á. 1, ¢ª«îç�¥â OF-§�¯¨á¨ (OF-¯à�¢¨«�). Š�¦¤�ï
§�¯¨áì ¨¬¥¥â ¯à¨®à¨â¥â (¢ ¤�«ì−¥©è¥¬ áâ®«¡¥æ ú¯à¨®à¨â¥âû ¡ã¤¥â ®¯ãé¥− ¨ ¯à¨-
®à¨â¥â §�¯¨á¥© ¡ã¤¥â ®¯à¥¤¥«ïâìáï ¯® ¯à�¢¨«ã: ç¥¬ −¨¦¥ §�¯¨áì ¢ â�¡«¨æ¥, â¥¬
¥¥ ¯à¨®à¨â¥â ¢ëè¥). ‚á¥ áâ®«¡æë, ªà®¬¥ ¯®á«¥¤−¥£® úactionsû, ï¢«ïîâáï ¨¤¥−-
â¨ä¨ª�â®à�¬¨ ¯�ª¥â®¢ ¢ ®¤−®¬ ¯®â®ª¥. �®á«¥¤−¨© áâ®«¡¥æ ®¯à¥¤¥«ï¥â ¤¥©áâ¢¨¥,
ª®â®à®¥ ¤®«¦¥− ¢ë¯®«−¨âì OF-ª®¬¬ãâ�â®à −�¤ ¯�ª¥â�¬¨ ¤�−−®£® ¯®â®ª�. ˆ§
¤¥©áâ¢¨© ®á®¡® ®â¬¥â¨¬ ¤¢�: controller | ®¡à�â¨âìáï §� ãª�§�−¨ï¬¨ −� ª®−âà®«-
«¥à, � â�ª¦¥ ç¨á«® N | ®â¯à�¢¨âì ¢ ¯®àâ á −®¬¥à®¬ N. �áâ�«ì−ë¥ ¤¥©áâ¢¨ï
¡ã¤ãâ à�áá¬®âà¥−ë ¢ å®¤¥ ¨§«®¦¥−¨ï ¤¥â�«¥© �«£®à¨â¬�. �ã¤¥¬ ¯à¥¤¯®«�£�âì,
çâ® â�¡«¨æë −ã¬¥àãîâáï ®â 0, ¢ â�¡«¨æ¥ á −®¬¥à®¬ 0 ¨¬¥¥âáï §�¯¨áì á −ã«¥¢ë¬
¯à¨®à¨â¥â®¬, ª®â®à�ï ®â¯à�¢«ï¥â ¢¥áì âà�ä¨ª −� ª®−âà®««¥à (á¬. à¨á. 1).

�¥à¥¤ ®¯¨á�−¨¥¬ �«£®à¨â¬®¢ à�¡®âë ¡�«�−á¨à®¢é¨ª� −�£àã§ª¨ à�áá¬®âà¨¬
ç�áâ−ë© ¯à¨¬¥à ®¡ê¥¤¨−¥−¨ï −¥áª®«ìª¨å –�„ ¢ ¥¤¨−ë© á¥â¥¢®© á¥£¬¥−â.

4 Объединение центров обработки данных в единый сетевой сегмент

÷�áá¬®âà¨¬ ª«�áá¨ç¥áªãî §�¤�çã ®¡ê¥¤¨−¥−¨ï −¥áª®«ìª¨å –�„. �ãáâì ¨¬¥-
îâáï âà¨ –�„. �¥®¡å®¤¨¬® ®¡ê¥¤¨−¨âì ¨å â�ª¨¬ ®¡à�§®¬, çâ®¡ë ®−¨ −�å®¤¨«¨áì
¢ ¥¤¨−®¬ á¥£¬¥−â¥ «®ª�«ì−®© á¥â¨. „«ï à¥è¥−¨ï íâ®© §�¤�ç¨ ¨á¯®«ì§ãîâáï â¥å-
−®«®£¨¨ ¨−ª�¯áã«ïæ¨¨ á¥â¥¢®£® âà�ä¨ª� ãà®¢−ï L2. �à¨ â�ª®© ¨−ª�¯áã«ïæ¨¨
Ethernet-äà¥©¬ë ¯à®§à�ç−® ¤«ï á¥â¥¢ëå ãáâà®©áâ¢ ¯à¥®¤®«¥¢�îâ ¬�àèàãâ¨§�-
â®àë á¥â¨ ˆ−â¥à−¥â ¨ ¯®¯�¤�îâ ¢ ¤àã£®© –�„ ¢ −¥¨§¬¥−−®¬ ¢¨¤¥. ’�ª¨¬ ®¡à�§®¬
á®§¤�¥âáï ¢¯¥ç�â«¥−¨¥, çâ® á¥â¥¢ë¥ ãáâà®©áâ¢�, à�á¯®«®¦¥−−ë¥ ¢ à�§−ëå –�„,
−�å®¤ïâáï ¢ ®¤−®¬ á¥£¬¥−â¥ «®ª�«ì−®© á¥â¨.

‚ ª�ç¥áâ¢¥ ¯à®â®ª®«®¢ ¨−ª�¯áã«ïæ¨¨ ®¡ëç−® ¨á¯®«ì§ãîâáï «¨¡® ¯à®â®ª®«
GRE, «¨¡® ¯à®â®ª®« VXLAN. ‚ íâ®¬ á«ãç�¥ ¨−®£¤� £®¢®àïâ, çâ® ¬¥¦¤ã £à�-
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−¨æ�¬¨ –�„ á®§¤�îâáï GRE- ¨«¨ VXLAN-âã−−¥«¨. ÷�áá¬®âà¨¬ ¢®§¬®¦−ãî
à¥�«¨§�æ¨î â�ª®£® ®¡ê¥¤¨−¥−¨ï áà¥¤áâ¢�¬¨ â¥å−®«®£¨¨ SDN ¨ ¯à®£à�¬¬−ëå
OF-ª®¬¬ãâ�â®à®¢. „«ï ¯®áâà®¥−¨ï áå¥¬ë ¨á¯®«ì§ãîâáï:

(1) OF-ª®¬¬ãâ�â®àë á ¯®¤¤¥à¦ª®© â¥å−®«®£¨¨ âã−−¥«¨à®¢�−¨ï ¯® ¯à®â®ª®«ã
GRE ¨«¨ VXLAN, � â�ª¦¥ á ¯®¤¤¥à¦ª®© ¯à®â®ª®«� OF ¢¥àá¨¨ 1.3;

(2) SDN-ª®−âà®««¥à á ¯®¤¤¥à¦ª®© ¯à®â®ª®«� OF ¢¥àá¨¨ 1.3.

’®çª®© á®§¤�−¨ï âã−−¥«ï á® áâ®à®−ë –�„ ï¢«ï¥âáï ¢ëå®¤−®© ¨−â¥àä¥©á OF-
ª®¬¬ãâ�â®à�, ¯®íâ®¬ã ç¥à¥§ £à�−¨ç−ë¥ ¬�àèàãâ¨§�â®àë ª�¦¤®£® –�„ ¯à®å®¤¨â
â®«ìª® GRE/VXLAN-âà�ä¨ª. �� £à�−¨ç−®¬ OF-ª®¬¬ãâ�â®à¥ ¢ë¤¥«ï¥âáï ®¤¨−
¯®àâ, ª ª®â®à®¬ã ¯®¤ª«îç�¥âáï ¢−ãâà¥−−ïï «®ª�«ì−�ï á¥âì. „«ï ¯à®áâ®âë ¡ã¤¥¬
áç¨â�âì, çâ® íâ®â ¯®àâ ¨¬¥¥â −®¬¥à 01, ¨ ¢ ¤�«ì−¥©è¥¬ ¡ã¤¥¬ −�§ë¢�âì â�ª®©
¯®àâ ¯®àâ®¬ ¤®áâã¯� ¨ ®¡®§−�ç�âì ª�ª eth01. �à¥¤¯®«�£�¥âáï, çâ® ¢á¥ ª®−¥ç−ë¥
ãáâà®©áâ¢� «®ª�«ì−®© á¥â¨ á−�ç�«� ¯®¤ª«îç¥−ë ª −¥ª®â®à®¬ã ª®¬¬ãâ�â®àã ãà®¢-
−ï ¤®áâã¯�, ¨á¯®«ì§ãîé¥¬ã ¤«ï ª®¬¬ãâ�æ¨¨ Ethernet-äà¥©¬®¢ MAC-â�¡«¨æã,
� íâ®â ª®¬¬ãâ�â®à, ¢ á¢®î ®ç¥à¥¤ì, ã¦¥ ¯®¤ª«îç¥− ª ¯®àâã eth01 £à�−¨ç−®£®
OF-ª®¬¬ãâ�â®à�, ã¯®¬ï−ãâ®£® ¢ëè¥. „«ï ¯à®áâ®âë ª®¬¬ãâ�â®à ãà®¢−ï ¤®áâã¯�
−� ¢á¥å à¨áã−ª�å −¥ ¯®ª�§�−. ’�ª¦¥ ¢ £à�−¨ç−®¬ OF-ª®¬¬ãâ�â®à¥ ¢ë¤¥«ï¥âáï
á¯¥æ¨�«ì−ë© ¯®àâ, ª®â®àë© ¢ë¯®«−ï¥â ¨−ª�¯áã«ïæ¨î/¤¥ª�¯áã«ïæ¨î Ethernet-
äà¥©¬®¢, ¨¤ãé¨å ¨§/¢ «®ª�«ì−ãî á¥âì á®®â¢¥âáâ¢¥−−®. �â®â ¯®àâ ¡ã¤¥¬ −�§ë¢�âì
âã−−¥«ì−ë¬ ¨ áç¨â�âì, çâ® âã−−¥«ì−ë© ¯®àâ ¨¬¥¥â −®¬¥à 02. „«ï á®§¤�−¨ï âã−−¥-
«¥© ¯®âà¥¡ã¥âáï â�ª¦¥ IP-¨−â¥àä¥©á −� OF-ª®¬¬ãâ�â®à¥. „®£®¢®à¨¬áï, çâ® íâ®â
¨−â¥àä¥©á ¡ã¤¥â ¨¬¥âì −®¬¥à 03, −�§ë¢�âì â�ª®© ¨−â¥àä¥©á ¡ã¤¥¬ á¥â¥¢ë¬. �®àâ
OF-ª®¬¬ãâ�â®à�, ª ª®â®à®¬ã ¯®¤ª«îç�¥âáï £à�−¨ç−ë© ¬�àèàãâ¨§�â®à –�„,
¡ã¤¥¬ −�§ë¢�âì ¢−¥è−¨¬ (¯® ã¬®«ç�−¨î −®¬¥à 04).

’�ª¦¥ −� ª�¦¤®¬ OF-ª®¬¬ãâ�â®à¥ ¯à¥¤¯®«�£�¥âáï −�«¨ç¨¥ ¢¨àâã�«ì−ëå
¯®àâ®¢ veth04.1 ¨ veth04.2. „�−−ë¥ ¢¨àâã�«ì−ë¥ ¯®àâë à¥�«ì−® −¥ áãé¥áâ¢ãîâ
¢ ª®−ä¨£ãà�æ¨ïå OF-ª®¬¬ãâ�â®à®¢, ®¤−�ª® ®−¨ ¡ã¤ãâ ¨á¯®«ì§®¢�âìáï ¢ OF-â�¡-
«¨æ�å. Š�¦¤ë© ¢¨àâã�«ì−ë© ¯®àâ ®â¢¥ç�¥â §� á¢ï§ì ¬¥¦¤ã ¯�à®© –�„. ’�ª,
¡ã¤¥¬ áç¨â�âì, çâ® ¬¥¦¤ã á®¡®© á¢ï§�−ë á«¥¤ãîé¨¥ ¢¨àâã�«ì−ë¥ ¯®àâë:

{ veth04.1 OF-ª®¬¬ãâ�â®à� –�„ 1 ¨ veth04.1 OF-ª®¬¬ãâ�â®à� –�„ 2;

{ veth04.2 OF-ª®¬¬ãâ�â®à� –�„ 1 ¨ veth04.2 OF-ª®¬¬ãâ�â®à� –�„ 3;

{ veth04.2 OF-ª®¬¬ãâ�â®à� –�„ 2 ¨ veth04.1 OF-ª®¬¬ãâ�â®à� –�„ 3.

�á−®¢−ë¥ ¯¥à¥ç¨á«¥−−ë¥ ¯®àâë/̈ −â¥àä¥©áë OF-ª®¬¬ãâ�â®à� –�„ 1 ¯®ª�-
§�−ë −� à¨á. 2.

‚áï «®£¨ª� ®à£�−¨§�æ¨¨ á¢ï§¨ ¯®«−®áâìî «®¦¨âáï −� SDN-ª®−âà®««¥à, ª®-
â®àë©, ãáâ�−�¢«¨¢�ï OF-¯à�¢¨«� ¢ â�¡«¨æë OF-ª®¬¬ãâ�â®à®¢, ã¯à�¢«ï¥â ¯®-
â®ª�¬¨ ¤�−−ëå ¤«ï ®¡¥á¯¥ç¥−¨ï ª®àà¥ªâ−®© á¢ï§−®áâ¨ ¬¥¦¤ã –�„. ‚ ®¯¨á�−¨¨
áå¥¬ë ª®¬¬ãâ�æ¨¨ ¡ã¤¥¬ ¯à¥¤¯®«�£�âì, çâ® á¢ï§ì ¬¥¦¤ã ª�¦¤ë¬¨ ¤¢ã¬ï –�„
®áãé¥áâ¢«ï¥âáï −�¯àï¬ãî, â. ¥. ®¡àë¢ ª�−�«� ¬¥¦¤ã ¯�à®© –�„ −¥ ¯à¥¤¯®«�£�¥â
¨§¬¥−¥−¨ï ¯ãâ¨ ¯à®å®¦¤¥−¨ï âà�ä¨ª� ç¥à¥§ âà¥â¨© –�„. „àã£¨¬¨ á«®¢�¬¨, −¥
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÷¨á. 2 ”¨§¨ç¥áª¨¥ ¨ ¢¨àâã�«ì−ë¥ ¯®àâë/̈ −â¥àä¥©áë OF-ª®¬¬ãâ�â®à� –�„ 1

¡ã¤¥¬ áâ�¢¨âì æ¥«ìî ®¡¥á¯¥ç¥−¨¥ ®âª�§®ãáâ®©ç¨¢®áâ¨ á¢ï§¨ ¬¥¦¤ã ¤¢ã¬ï –�„
§� áç¥â á¢ï§¥© á âà¥âì¨¬ –�„. �â® ¤®¯ãé¥−¨¥ ¯®§¢®«¨â ã¯à®áâ¨âì ¤�«ì−¥©è¥¥
®¯¨á�−¨¥, � ¤«ï ¨§«®¦¥−¨ï â¥å−®«®£¨¨ ¡�«�−á¨à®¢ª¨ ®−® −¥ ï¢«ï¥âáï áãé¥áâ¢¥−-
−ë¬.

GRE-âã−−¥«ì ¡ã¤¥â á®§¤�¢�âìáï ¬¥¦¤ã á¥â¥¢ë¬¨ ¨−â¥àä¥©á�¬¨ OF-ª®¬¬ã-
â�â®à®¢ à�§−ëå –�„. �¤−� £à�−¨æ� GRE-âã−−¥«ï ¡ã¤¥â ¨¬¥âì á¥â¥¢®© �¤à¥á
172.16.101.2/24 (–�„ 1), � ¢â®à�ï | 172.16.102.2/24 (–�„ 2). �¤à¥-
á� ªà¨¯â®¬�àèàãâ¨§�â®à®¢ (è«î§®¢) ¢ íâ®¬ á«ãç�¥ ¡ã¤ãâ 172.16.101.1/24
¨ 172.16.102.1/24 á®®â¢¥âáâ¢¥−−®.

÷�áá¬®âà¨¬ ¡�§®¢ë© �«£®à¨â¬ à�¡®âë SDN-ª®−âà®««¥à� −� ¯à¨¬¥à¥ ¯à®å®-
¦¤¥−¨ï ICMP (Internet Control Message Protocol, ¯à®â®ª®« ¬¥¦á¥â¥¢ëå ã¯à�¢-
«ïîé¨å á®®¡é¥−¨©) âà�ä¨ª� ¬¥¦¤ã à�¡®ç¥© áâ�−æ¨¥© client ¢ –�„ 1 ¨ á¥à¢¥à®¬
server ¢ –�„ 2. ‚ ª�¦¤®¬ OF-ª®¬¬ãâ�â®à¥ ¡ã¤ãâ ¨á¯®«ì§®¢�âìáï âà¨ â�¡«¨æë
¯®â®ª®¢: 0, 1 ¨ 2. ’�¡«¨æ� 0 ¡ã¤¥â á«ã¦¨âì ¤«ï ª«�áá¨ä¨ª�æ¨¨ âà�ä¨ª� ¨ ¥£®
à�á¯à¥¤¥«¥−¨ï ¬¥¦¤ã ªà¨¯â®¬�àèàãâ¨§�â®à�¬¨, â�¡«¨æë 1 ¨ 2 | ¤«ï ®¡à�¡®âª¨
âà�ä¨ª�, á®®â¢¥âáâ¢¥−−® ¨áå®¤ïé¥£® ¨ ¢å®¤ïé¥£® ¢ «®ª�«ì−ãî á¥âì. �«£®à¨â¬
§�¯®«−¥−¨ï ARP-â�¡«¨æ L3-ãáâà®©áâ¢ §¤¥áì −¥ ¯à¨¢®¤¨âáï ¨ ¯®¤à�§ã¬¥¢�¥âáï,
çâ® ¢á¥ −¥®¡å®¤¨¬ë¥ ARP-§�¯¨á¨ áä®à¬¨à®¢�−ë.

1. ‚ −�ç�«ì−ë© ¬®¬¥−â ¢à¥¬¥−¨ −� à�¡®ç¥© áâ�−æ¨¨ client ¯®«ì§®¢�â¥«ì ¢¢®¤¨â
ª®¬�−¤ã ping server.
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2. �à¥¤¯®«�£�¥¬, çâ® à�−ìè¥ á¢ï§¨ ¬¥¦¤ã ¤¢ã¬ï ã§«�¬¨ −¥ ¡ë«® ¨ à�¡®ç�ï
áâ�−æ¨ï ®¡à�é�¥âáï ª á¥à¢¥àã ¢¯¥à¢ë¥. ‚ íâ®¬ á«ãç�¥ à�¡®ç�ï áâ�−æ¨ï ¤«ï
ä®à¬¨à®¢�−¨ï Ethernet-äà¥©¬� ¤®«¦−� ã§−�âì MAC-�¤à¥á á¥à¢¥à� ¯® ¥£®
IP-�¤à¥áã. ‘«¥¤®¢�â¥«ì−®, á à�¡®ç¥© áâ�−æ¨¨ ®â¯à�¢«ï¥âáï è¨à®ª®¢¥é�-
â¥«ì−ë© ARP-§�¯à®á, ª®â®àë© ¯®¯�¤�¥â −� OF-ª®¬¬ãâ�â®à –�„ 1.

3. ‚ −�ç�«ì−ë© ¬®¬¥−â ¢à¥¬¥−¨ ¢ â�¡«¨æ¥ 0 OF-ª®¬¬ãâ�â®à� áâ®¨â ¯à�¢¨«®,
®â¯à�¢«ïîé¥¥ ¯¥à¢ë© ¯�ª¥â ª�¦¤®£® −®¢®£® ¯®â®ª� −� ª®−âà®««¥à. Š®¬¬ãâ�-
â®à ¢®á¯à¨−¨¬�¥â ARP-§�¯à®á ®â à�¡®ç¥© áâ�−æ¨¨ ª�ª −®¢ë© ¯®â®ª ¨ ¯®íâ®¬ã
®¡à�é�¥âáï ª ª®−âà®««¥àã ¤«ï ¯®«ãç¥−¨ï ãª�§�−¨© ® â®¬, ª�ª ®¡à�¡®â�âì
¤�−−ë© −®¢ë© ¯®â®ª.

4. Š®−âà®««¥à, ¯®«ãç¨¢ ¨−ä®à¬�æ¨î ® −®¢®¬ ¯®â®ª¥, ®¯à¥¤¥«ï¥â, çâ® �¤à¥á ¯®-
«ãç�â¥«ï ¥¬ã −¥¨§¢¥áâ¥−, ¯®íâ®¬ã −� ª®¬¬ãâ�â®à ®− ¤®«¦¥− ¯¥à¥¤�âì ª®¬�−¤ã
®â¯à�¢¨âì íâ®â ¯®â®ª ¢® ¢á¥ ¯®àâë, ªà®¬¥ ¢å®¤ïé¥£®, â. ¥. §�¯ãáâ¨âì ¯à®æ¥áá
¨§ãç¥−¨ï â®¯®«®£¨¨. �¤−�ª® ¢ á«ãç�¥ ¨á¯®«ì§®¢�−¨ï âã−−¥«¥© −¥¤®áâ�â®ç−®
®â¯à�¢¨âì âà�ä¨ª ¢® ¢á¥ ¯®àâë ¯à¨ ¯®¬®é¨ â�¡«¨æë 0. Š®−âà®««¥à ãª�§ë¢�¥â
OF-ª®¬¬ãâ�â®àã –�„ 1 á ¯®¬®éìî ¯à�¢¨«� resubmit §�¯ãáâ¨âì ¯à®æ¥¤ãàã
®¡à�¡®âª¨ âà�ä¨ª� ¯® â�¡«¨æ¥ á −®¬¥à®¬ 1. ’�ª¨¬ ®¡à�§®¬, ª®−âà®««¥à
®âáë«�¥â ª®¬�−¤ã ®¡à�¡®â�âì ¯®â®ª ¯® â�¡«¨æ¥ 1, áç¨â�ï, çâ® ®− ¯à¨è¥«
¯®á«¥¤®¢�â¥«ì−® ¨§ ¢á¥å ¢¨àâã�«ì−ëå ¯®àâ®¢: eth04.1 ¨ eth04.2. ‚ à¥§ã«ì-
â�â¥ ¯�ª¥â ¡ã¤¥â ®â¯à�¢«¥− ¯® ¢á¥¬ ¢®§¬®¦−ë¬ −�¯à�¢«¥−¨ï¬: ¢ –�„ 2
¨ ¢ –�„ 3.

5. �®«ãç¨¢ ª®¬�−¤ã ®â ª®−âà®««¥à�, OF-ª®¬¬ãâ�â®à –�„ 1 ®â¯à�¢«ï¥â âà�-
ä¨ª ¢ â�¡«¨æã 1. „«ï ª�¦¤®£® ¯®àâ� á −®¬¥à®¬ N ¢ íâ®© â�¡«¨æ¥ áãé¥áâ¢ã¥â
§�¯¨áì, ª®â®à�ï ãª�§ë¢�¥â, çâ® ¥á«¨ ¯®â®ª ¯à¨è¥« ¢ ¯®àâ á −®¬¥à®¬ N (−�-
¯®¬−¨¬, çâ® ¢ â�¡«¨æ¥ 1 íâ® ¢¨àâã�«ì−ë¥ ¯®àâë), â® íâ®â ¯®â®ª ¤®«¦¥− ¡ëâì
®â¯à�¢«¥− ¢ GRE/VXLAN-¯®àâ eth02 á §�¤�−−ë¬¨ ¯�à�¬¥âà�¬¨ âã−−¥«ï.
��ª¥â ¯®á«¥ ¯®¯�¤�−¨ï ¢ âã−−¥«ì−ë© ¯®àâ ¡ã¤¥â ã¯�ª®¢�−, ¨ −®¢ë© âã−−¥«ì-
−ë© ¯�ª¥â ¤®«¦¥− ¡ëâì ®â¯à�¢«¥− ç¥à¥§ á¥â¥¢®© ¨−â¥àä¥©á eth03. �¤−�ª®
¤«ï ä®à¬¨à®¢�−¨ï Ethernet-äà¥©¬� −¥¤®áâ�â®ç−® ¨−ä®à¬�æ¨¨, � ¨¬¥−−®:
−¥â ãª�§�−¨ï, ª�ª®© ¨á¯®«ì§®¢�âì �¯¯�à�â−ë© �¤à¥á ¯®«ãç�â¥«ï. ‚ ¨â®£¥
®â ¨¬¥−¨ �¤à¥á� 172.16.101.2 ä®à¬¨àã¥âáï ARP-§�¯à®á ª 172.16.102.2 («¨-
¡® ª 172.16.103.2). �â®â §�¯à®á á ¯®¤¬¥−®© æ¥«¥¢®£® �¤à¥á� ¯®áâã¯�¥â −�
£à�−¨ç−ë© ¬�àèàãâ¨§�â®à, ª®â®àë©, ¢ á¢®î ®ç¥à¥¤ì, ¯®áë«�¥â ARP-®â¢¥â,
®¡à�¡�âë¢�¥¬ë© −� ª®¬¬ãâ�â®à¥ ¯à¨ ¯®¬®é¨ â�¡«¨æë 0. ‚ ¨â®£¥ −� ª®¬¬ã-
â�â®à¥ –�„ 1 ä®à¬¨àã¥âáï Ethernet-äà¥©¬ ¨ ®â¯à�¢«ï¥âáï ¢ ¢ëå®¤−®© ¯®àâ
eth04.

6. ’ã−−¥«ì−ë© âà�ä¨ª ç¥à¥§ £«®¡�«ì−ãî á¥âì ¯®¯�¤�¥â −� £à�−¨ç−ë¥ ¬�àèàã-
â¨§�â®àë –�„ 2 ¨ –�„ 3 ¨ §�â¥¬ −� âã−−¥«ì−ë© ¯®àâ eth02 £à�−¨ç−®£® OF-
ª®¬¬ãâ�â®à� ª�¦¤®£® –�„. „�«¥¥ ¡ã¤¥¬ à�áá¬�âà¨¢�âì â®«ìª® –�„ 2, â�ª
ª�ª ¢ –�„ 3 á®¡ëâ¨ï ¡ã¤ãâ ¯à®¨áå®¤¨âì �−�«®£¨ç−® §� â¥¬ «¨èì ¨áª«îç¥-
−¨¥¬, çâ® è¨à®ª®¢¥é�â¥«ì−ë© ARP-§�¯à®á ª server úã¬à¥âû ¢ «®ª�«ì−®©
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á¥â¨ –�„ 3 ¢ á¨«ã â®£®, çâ® −� −¥£® −¨ªâ® −¥ ®â¢¥â¨â. OpenFlow-ª®¬¬ã-
â�â®à –�„ 2 ¢ á®®â¢¥âáâ¢¨¨ á â�¡«¨æ¥© 0 ®â¯à�¢«ï¥â ¤¥ª�¯áã«¨à®¢�−−ë©
GRE-âà�ä¨ª −� ®¡à�¡®âªã ¢ â�¡«¨æã á −®¬¥à®¬ 2.

7. �¥à¢®−�ç�«ì−® ¢ â�¡«¨æ¥ 2 áâ®¨â ¥¤¨−áâ¢¥−−�ï §�¯¨áì, ãª�§ë¢�îé�ï áç¨â�âì
ª�¦¤ë© ¯à¨å®¤ïé¨© ¯�ª¥â −�ç�«®¬ −®¢®£® ¯®â®ª� ¨ ®â¯à�¢«ïâì ¥£® −� �−�«¨§
ª®−âà®««¥àã. ’�ª¨¬ ®¡à�§®¬, ¯®á«¥ ¯®¯�¤�−¨ï ¨§ âã−−¥«ï ¢ á®®â¢¥âáâ¢ãîé¨©
¯®àâ â�¡«¨æë 2 ¯�ª¥â ¡ã¤¥â ®â¯à�¢«¥− ¤«ï �−�«¨§� −� ª®−âà®««¥à.

8. Š®−âà®««¥à, ¯®«ãç¨¢ ¯�ª¥â, ®¯à¥¤¥«ï¥â MAC-�¤à¥á ®â¯à�¢¨â¥«ï ¨ ä¨ªá¨àã-
¥â ¢ á¢®¥© MAC-â�¡«¨æ¥, çâ® íâ®â �¤à¥á ¤®áâã¯¥− §� â�ª¨¬-â® ¢¨àâã�«ì−ë¬
¯®àâ®¬ (veth04.1 ¨«¨ veth04.2) OF-ª®¬¬ãâ�â®à� –�„ 2. �®àâ ®¯à¥¤¥«ï¥âáï
−� ®á−®¢�−¨¨ ¨−ä®à¬�æ¨¨, ¯®«ãç¥−−®© ®â OF-ª®¬¬ãâ�â®à�, ¢ ª®â®à®© ãª�-
§ë¢�¥âáï, ¢ ª�ª®© ª®−ªà¥â−® ¯®àâ â�¡«¨æë 2 ¯à¨è¥« ¯�ª¥â −®¢®£® ¯®â®ª�.
‚ ¯à¨¬¥à¥ ¯�ª¥â á MAC-�¤à¥á®¬ client ¯à¨¤¥â ¢ ¯®àâ 4.1 â�¡«¨æë 2, ¯®íâ®¬ã
ª®−âà®««¥à §�ä¨ªá¨àã¥â §�¯¨áì client:4.1.

9. Š®−âà®««¥à ¯¥à¥¤�¥â −� OF-ª®¬¬ãâ�â®à –�„ 2 á«¥¤ãîé¨¥ ª®¬�−¤ë: ®â¯à�-
¢¨âì ¯®«ãç¥−−ë© ¯�ª¥â ¢ ¢ëå®¤−®© ¯®àâ eth01, ¢ â�¡«¨æ¥ 0 ãáâ�−®¢¨âì §�¯¨áì,
¯à¥¤¯¨áë¢�îéãî ®â¯à�¢«ïâì ¢¥áì âà�ä¨ª á MAC-�¤à¥á®¬ ¯®«ãç�â¥«ï client
¢ ¯®àâ 4.1 â�¡«¨æë 1, ª®â®à�ï á¢ï§�−� á ¢−¥è−¨¬ ¯®àâ®¬ eth04, ®â¢¥ç�îé¨¬
§� á¢ï§ì á –�„ 1, � ¢ â�¡«¨æ¥ 2 ãáâ�−®¢¨âì §�¯¨áì, −� ®á−®¢�−¨¨ ª®â®à®©
OF-ª®¬¬ãâ�â®à ¤®«¦¥− ®â¯à�¢«ïâì ¢¥áì âà�ä¨ª, ¯à¨å®¤ïé¨© á �¯¯�à�â−®£®
�¤à¥á� client −� �¤à¥á server, ¢ ¯®àâ eth01 «®ª�«ì−®© á¥â¨. ’�ª¨¬ ®¡à�§®¬,
¯®á«¥¤−¥¥ ¯à�¢¨«® ¯à¥¤®â¢à�â¨â ®¡à�é¥−¨ï ª ª®−âà®««¥àã ¤«ï ¢á¥å ¯®á«¥¤ã-
îé¨å ¯�ª¥â®¢ ¤�−−®£® ¯®â®ª�. �â¬¥â¨¬, çâ® ¯à�¢¨«® ¤®«¦−® ¢ëáâ�¢«ïâìáï
á â�©¬¥à®¬ −¥�ªâ¨¢−®áâ¨ ¤«ï ®âá«¥¦¨¢�−¨ï ¨§¬¥−¥−¨ï â®¯®«®£¨¨ á¥â¨.

10. ‚ à¥§ã«ìâ�â¥ ARP-§�¯à®á ®â ª«¨¥−â� ¯®¯�¤¥â ¢ «®ª�«ì−ãî á¥âì –�„ 2
¨ ¯®â®¬ á¥à¢¥àã.

11. ‘¥à¢¥à ®â¯à�¢¨â ª«¨¥−âã ARP-®â¢¥â, ª®â®àë© ¢¥à−¥âáï −� OF-ª®¬¬ãâ�â®à
–�„ 2.

12. �®«ãç¥−−ë© ARP-®â¢¥â OF-ª®¬¬ãâ�â®à ¬®¦¥â ®¡à�¡®â�âì, â�ª ª�ª ¢ â�¡-
«¨æ¥ 0 ã¦¥ ¨¬¥¥âáï §�¯¨áì, á®®â¢¥âáâ¢ãîé�ï ARP-®â¢¥âã: MAC-�¤à¥á
¯®«ãç�â¥«ï ¢ ®â¢¥â¥ à�¢¥− client. �â� §�¯¨áì ¤¨ªâã¥â ®â¯à�¢¨âì ¯�ª¥â −�
®¡à�¡®âªã ¢ ¯®àâ 4.1 â�¡«¨æë 1. ˆ ¤�«¥¥, á®£«�á−® ¯à�¢¨«�¬ â�¡«¨æë 1,
¯�ª¥â ¡ã¤¥â ¨−ª�¯áã«¨à®¢�− ¨ ®â¯à�¢«¥− ¢ –�„ 1.

13. ‚ ª®−¥ç−®¬ áç¥â¥ ARP-®â¢¥â ¯®áâã¯¨â −� OF-ª®¬¬ãâ�â®à –�„ 1. „«ï íâ®£®
ARP-®â¢¥â� ¯®¢â®à¨âáï à®¢−® â� ¦¥ ¯®á«¥¤®¢�â¥«ì−®áâì á®¡ëâ¨©, çâ® ¨ ¤«ï
ARP-§�¯à®á� −� OF-ª®¬¬ãâ�â®à¥ –�„ 2.

14. ICMP-§�¯à®á ®â ª«¨¥−â� ¢ áâ®à®−ã á¥à¢¥à�, ª�ª ¨ ICMP-®â¢¥â ®â á¥à¢¥à�,
ã¦¥ −¥ ¢ë§®¢ãâ ®¡à�é¥−¨© ª ª®−âà®««¥àã, â�ª ª�ª −� ª�¦¤®¬ OF-ª®¬¬ãâ�â®à¥
ã¦¥ ¯®ï¢ïâáï ¯à�¢¨«� ®¡à�¡®âª¨ ¤�−−ëå ¯�ª¥â®¢.

„�«¥¥ ¯à¨áâã¯¨¬ ª ®¯¨á�−¨î â¥å−¨ç¥áª¨å ¤¥â�«¥© �«£®à¨â¬� ¡�«�−á¨à®¢ª¨
âà�ä¨ª� −� ªà¨¯â®£à�ä¨ç¥áª¨¥ ¬�àèàãâ¨§�â®àë.
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5 Алгоритм балансировки трафика,
направляемого на криптомаршрутизаторы

�¯¨á�−¨¥ â¥å−¨ç¥áª¨å ¤¥â�«¥© ¡ã¤¥¬ ¢¥áâ¨ −� ®á−®¢�−¨¨ ¯à¨¬¥à�, ¯à¨¢¥¤¥−-
−®£® −� à¨á. 2, � â�ª¦¥ à�áá¬®âà¥−−®© ¢ëè¥ áå¥¬ë IP-�¤à¥á�æ¨¨. Š®−ä¨£ãà�æ¨ï
OF-ª®¬¬ãâ�â®à®¢ ¡ã¤¥â ¬�«® ®â«¨ç�âìáï ®â ®¯¨á�−−®© à�−¥¥. „®¡�¢¨âáï ¤®¯®«-
−¨â¥«ì−ë© ¯®àâ ¤«ï ¯®¤ª«îç¥−¨ï ªà¨¯â®¬�àèàãâ¨§�â®à�. ‘¥â¥¢ë¥ −�áâà®©ª¨
¨ ¨¬¥−� ¨−â¥àä¥©á®¢ ¯®ª�§�−ë −� à¨á. 3.

’�¡«¨æ� á −®¬¥à®¬ 0 ¢ ç�áâ¨ ®¡à�¡®âª¨ GRE-âà�ä¨ª� ¯®á«¥ ¨−¨æ¨�«¨§�æ¨¨
OF-ª®¬¬ãâ�â®à� –�„ 1 ¨¬¥¥â ¢¨¤, ¯à¥¤áâ�¢«¥−−ë© −� à¨á. 4.

—�áâ¨ç−® ¯®ïá−¨¬ §�¯¨á¨ â�¡«¨æë. ‚ áâà®ª�å 2{5 ¢ �¤à¥á�å IP DST ¢¨¤�
172.16.M.P ¡ãª¢� M ®§−�ç�¥â 100+−®¬¥à –�„�, P | −®¬¥à ¯®àâ�, ¢ ª®â®àë©
¯®¤ª«îç¥− ªà¨¯â®¬�àèàãâ¨§�â®à. �à¨ ®â¯à�¢ª¥ GRE-âà�ä¨ª� ¢ £«®¡�«ì−ãî
á¥âì ¯®¤¬¥−ï¥âáï IP-�¤à¥á −�§−�ç¥−¨ï GRE-âã−−¥«ï. �â® á¤¥«�−® ¤«ï ã¯à®é¥-
−¨ï −�áâà®©ª¨ ªà¨¯â®¬�àèàãâ¨§�â®à®¢. �®á«¥¤−¨¥ ¤¢¥ áâà®ª¨ â�¡«¨æë ¯à¥¤-
−�§−�ç¥−ë ¤«ï ®¡à�¡®âª¨ ¯®áâã¯�îé¥£® −� ª®¬¬ãâ�â®à –�„� 1 âã−−¥«ì−®£®
âà�ä¨ª�.

÷¨á. 3 IP-�¤à¥á�æ¨ï ¢ áå¥¬¥ ¡�«�−á¨à®¢ª¨ âà�ä¨ª�, −�¯à�¢«ï¥¬®£® −� ªà¨¯â®£à�ä¨-
ç¥áª¨¥ ¬�àèàãâ¨§�â®àë
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IN PORT ETH TYPE IP PROTO IP DST IP SRC actions

any any any any any controller

eth03 IP GRE 172.16.102.4 any
set ¦eld: 172.16.102.2 → ip dst

eth04

eth03 IP GRE 172.16.102.5 any
set ¦eld: 172.16.102.2 → ip dst

eth05

eth03 IP GRE 172.16.103.4 any
set ¦eld: 172.16.103.2 → ip dst

eth04

eth03 IP GRE 172.16.103.5 any
set ¦eld: 172.16.103.2 → ip dst

eth05
eth04 IP GRE any any eth02
eth02 IP GRE any 172.16.102.2 resubmit(2, 4.1)
eth02 IP GRE any 172.16.103.2 resubmit(2, 4.2)

÷¨á. 4 —�áâì â�¡«¨æë ¯®â®ª®¢ 0, ®â¢¥ç�îé�ï §� ®¡à�¡®âªã GRE-âà�ä¨ª�

IN PORT ETH TYPE ARP OP ARP SPA ARP TPA actions

eth03 ARP REP 172.16.101.2 172.16.101.1 eth04
eth04 ARP REQ 172.16.101.1 172.16.101.2 eth03

÷¨á. 5 —�áâì â�¡«¨æë ¯®â®ª®¢ 0, ®â¢¥ç�îé�ï §� ®¡à�¡®âªã ARP-âà�ä¨ª�

—�áâì â�¡«¨æë 0, ®â¢¥ç�îé�ï §� ®¡à�¡®âªã ARP-âà�ä¨ª� (à¨á. 5), ®¡¥á¯¥ç¨-
¢�¥â ¯¥à¥¤�çã ARP-§�¯à®á®¢ ®â ªà¨¯â®¬�àèàãâ¨§�â®à®¢ ª á¥â¥¢®¬ã ¨−â¥àä¥©áã
eth03 OF-ª®¬¬ãâ�â®à�, � â�ª¦¥ ®¡à�â−ãî ¯¥à¥¤�çã ARP-®â¢¥â®¢.

’�¡«¨æ� á −®¬¥à®¬ 1 ¡ã¤¥â ¨¬¥âì ¢¨¤, ¯à¥¤áâ�¢«¥−−ë© −� à¨á. 6.
„�¤¨¬ −¥ª®â®àë¥ ¯®ïá−¥−¨ï. „«ï ã¯à�¢«¥−¨ï ¯à®å®¦¤¥−¨¥¬ âà�ä¨ª� ç¥-

à¥§ ªà¨¯â®¬�àèàãâ¨§�â®à ¡ã¤¥¬ ¨á¯®«ì§®¢�âì à�§«¨ç−ë¥ �¤à¥á� ã¤�«¥−−®£®
¨−â¥àä¥©á� GRE-âã−−¥«ï. ’�ª¨¬ ®¡à�§®¬, IP-�¤à¥á ®â¯à�¢¨â¥«ï ®¤−®§−�ç−®
®¯à¥¤¥«ï¥â –�„-®â¯à�¢¨â¥«ì, � IP-�¤à¥á ¯®«ãç�â¥«ï ®¯à¥¤¥«ï¥â –�„-¯®«ã-

IM PORT ETH TYPE IP PROTO actions

any any any conroller

2.4 any any
set ¦eld: 172.16.101.2 → tun src
set ¦eld: 172.16.102.4 → tun dst

out: 2

2.5 any any
set ¦eld: 172.16.101.2 → tun src
set ¦eld: 172.16.102.5 → tun dst

out: 2

3.4 any any
set ¦eld: 172.16.101.2 → tun src
set ¦eld: 172.16.103.4 → tun dst

out: 2

3.5 any any
set ¦eld: 172.16.101.2 → tun src
set ¦eld: 172.16.103.5 → tun dst

out: 2

÷¨á. 6 ’�¡«¨æ� ¯®â®ª®¢ 1
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ç�â¥«ì ¨ ç¥à¥§ ª�ª®© ªà¨¯â®¬�àèàãâ¨§�â®à ¯à®å®¤¨« âà�ä¨ª. ’�ª, −�¯à¨¬¥à,
GRE-âã−−¥«ì ¢¨¤� 172.16.102.2{172.16.103.4 ®§−�ç�¥â, çâ® âà�ä¨ª ¯®áâã¯�¥â
®â –�„ 2, ¨¤¥â ª –�„ 3 ¨ ¯à®å®¤¨â ç¥à¥§ ªà¨¯â®¬�àèàãâ¨§�â®à, ª®â®àë©
¯®¤ª«îç¥− ª ¯®àâã eth04 OF-ª®¬¬ãâ�â®à� –�„ 2. ‚ ¯à¨¢¥¤¥−−®© â�¡«¨æ¥ ¤«ï
ª�¦¤®£® ã¤�«¥−−®£® –�„ ¨ ª�¦¤®£® ªà¨¯â®¬�àèàãâ¨§�â®à�, ¢¥¤ãé¥£® ª −¥¬ã,
§�¤�−ë á¢®¨ �¤à¥á� ª®−¥ç−ëå â®ç¥ª GRE-âã−−¥«ï. ‚å®¤−ë¥ ¢¨àâã�«ì−ë¥ ¯®àâë
OF-ª®¬¬ãâ�â®à� (¯¥à¢�ï ª®«®−ª� â�¡«¨æë −� à¨á. 6) ä®à¬¨àãîâáï ¯® áå¥¬¥: ¯¥à-
¢�ï æ¨äà� | −®¬¥à –�„, ¢â®à�ï æ¨äà� | −®¬¥à ¯®àâ�, ¢ ª®â®àë© ¯®¤ª«îç¥−
ªà¨¯â®¬�àèàãâ¨§�â®à.

„�«¥¥ ®¯¨è¥¬ ¡�§®¢ë© �«£®à¨â¬ à�¡®âë ª®−âà®««¥à� ¯à¨ ¡�«�−á¨à®¢ª¥
ICMP-âà�ä¨ª�.

1. ‚ −�ç�«ì−ë© ¬®¬¥−â ¢à¥¬¥−¨ −� à�¡®ç¥© áâ�−æ¨¨ ¯®«ì§®¢�â¥«ì ¢¢®¤¨â ª®-
¬�−¤ã ping server.

2. „�«ìè¥ ¯®¢â®àïîâáï è�£¨ 2{4 ®¯¨á�−−®© à�−¥¥ áå¥¬ë ¯à®å®¦¤¥−¨ï âà�ä¨ª�
¡¥§ ¡�«�−á¨à®¢ª¨. Š�ª ¨ à�−¥¥, à�áá¬®âà¨¬ â®«ìª® âà�ä¨ª, ¨¤ãé¨© ¢ áâ®à®−ã
–�„ 2.

3. ‚ −�ç�«ì−ë© ¬®¬¥−â ¢à¥¬¥−¨ ¢ â�¡«¨æ¥ 1 (–�„ 1) ¯�ª¥â, ¯à¨å®¤ïé¨©
¢ ¯®àâë 4.1 ¨ 4.2, ï¢«ï¥âáï ¯¥à¢ë¬ ¯�ª¥â®¬ −®¢®£® ¯®â®ª� ¨ OF-ª®¬¬ãâ�â®à
®¡à�é�¥âáï ª ª®−âà®««¥àã §� ¨−áâàãªæ¨ï¬¨.

4. Š®−âà®««¥à, ¯®«ãç¨¢ ¯�ª¥â ¨§ ¯®àâ� 4.1 â�¡«¨æë 1 (¢ áâ®à®−ã –�„ 2),
¢ë¡¨à�¥â á«ãç�©−ë¬ ®¡à�§®¬ («¨¡® ¢ á®®â¢¥âáâ¢¨¨ á §�¤�−−ë¬ �«£®à¨â¬®¬
¡�«�−á¨à®¢ª¨) ªà¨¯â®¬�àèàãâ¨§�â®à, ç¥à¥§ ª®â®àë© ¤®«¦¥− ¯à®©â¨ âà�ä¨ª.
�ãáâì ¡ë« ¢ë¡à�− ªà¨¯â®¬�àèàãâ¨§�â®à á −®¬¥à®¬ 2. ‚ íâ®¬ á«ãç�¥ ª®−â-
à®««¥à ®âáë«�¥â OF-ª®¬¬ãâ�â®àã ª®¬�−¤ã ãáâ�−®¢¨âì ¯à�¢¨«®: ®â¯à�¢«ïâì
¢¥áì ¤�−−ë© ¯®â®ª á ¯®¬®éìî ª®¬�−¤ë resubmit ¨§ â�¡«¨æë 0 ¢ â�¡«¨æã 1,
−® ¢ ¯®àâ á −®¬¥à®¬ 5.1.

5. �®«ãç¨¢ ª®¬�−¤ã ®â ª®−âà®««¥à�, OF-ª®¬¬ãâ�â®à ®â¯à�¢«ï¥â âà�ä¨ª ¢ âã−-
−¥«ì−ë© ¯®àâ á ãª�§�−¨¥¬, ª�ª¨¥ ¯�à�¬¥âàë âã−−¥«ï ¤®«¦−ë ¡ëâì ãáâ�−®¢-
«¥−ë. �¤−�ª® ¤«ï á®§¤�−¨ï ¯�ª¥â−®£® âà�ä¨ª� −¥¤®áâ�â®ç−® ¨−ä®à¬�æ¨¨,
� ¨¬¥−−®: −¥â ãª�§�−¨ï, ª�ª®© ¨á¯®«ì§®¢�âì �¯¯�à�â−ë© �¤à¥á ¯®«ãç�-
â¥«ï. ‚ ¨â®£¥ ®â ¨¬¥−¨ �¤à¥á� 172.16.101.2 ä®à¬¨àã¥âáï ARP-§�¯à®á
ª 172.16.102.5 ¨ ¤�«¥¥ á ¯®¬®éìî ¯à�¢¨« â�¡«¨æë 0 ®− ¯®¯�¤¥â −� ª®−-
âà®««¥à, â�ª ª�ª ª −¥¬ã ¡ã¤¥â ¯à¨¬¥−¨¬� â®«ìª® §�¯¨áì á á�¬ë¬ −¨§ª¨¬
¯à¨®à¨â¥â®¬.

6. Š®−âà®««¥à, ¯®«ãç¨¢ ARP-§�¯à®á, ®â¯à�¢¨â −� ª®¬¬ãâ�â®à ¤¢� OF-¯à�¢¨-
«�: ¯¥à¢®¥ ãª�§ë¢�¥â, çâ® −¥®¡å®¤¨¬® ¯®¤¬¥−¨âì �¤à¥á ¨áâ®ç−¨ª� ¨ �¤à¥á
−�§−�ç¥−¨ï ¢ ARP-§�¯à®á¥ ¨ ®â¯à�¢¨âì ¥£® ¢ ¯®àâ eth05, §� ª®â®àë¬ −�-
å®¤¨âáï £à�−¨ç−ë© ¬�àèàãâ¨§�â®à, � ¢â®à®¥ ãª�§ë¢�¥â á¤¥«�âì ®¡à�â−ãî
¯®¤¬¥−ã ¨ ®â¯à�¢¨âì ¢ ¯®àâ eth03. �à�¢¨«� ¯à¨¢¥¤¥−ë −� à¨á. 7.

�¯¨è¥¬ ¯à�¢¨«® ä®à¬¨à®¢�−¨ï �¤à¥á®¢ ¤«ï §�¬¥−ë. �ãáâì ª ª®−âà®««¥àã
¯®áâã¯�¥â ARP-§�¯à®á á® á«¥¤ãîé¨¬¨ ¯�à�¬¥âà�¬¨:
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IN PORT ETH TYPE ARP OP ARP SPA ARP TPA actions

eth03 ARP REQ 172.16.101.2 172.16.102.5
set ¦eld: 172.16.101.1 → arp tpa
set ¦eld: 172.16.101.3 → arp spa

eth04

eth04 ARP REP 172.16.101.1 172.16.101.3
set ¦eld: 172.16.101.2 → arp tpa
set ¦eld: 172.16.102.5 → arp spa

eth03

÷¨á. 7 ’�¡«¨æ� ¯®â®ª®¢ 0 ¯®á«¥ ®¡à�¡®âª¨ ARP-§�¯à®á�

arp spa = 172.16.10N.2, arp tpa = 172.16.10M.P,

£¤¥ N | −®¬¥à –�„ ®â¯à�¢¨â¥«ï; M | −®¬¥à –�„ ¯®«ãç�â¥«ï; P |
−®¬¥à ¯®àâ� OF-ª®¬¬ãâ�â®à� –�„� ®â¯à�¢¨â¥«ï, ª ª®â®à®¬ã ¯®¤ª«îç¥−
¢ë¡à�−−ë© ¯à¨ ¡�«�−á¨à®¢ª¥ ªà¨¯â®¬�àèàãâ¨§�â®à. ’®£¤� §�¯à®á âà�−á-
ä®à¬¨àã¥âáï ¢ á«¥¤ãîé¨©:

arp spa = 172.16.10N.(M + 1), arp tpa = 172.16.10N.1

¨ ®â¯à�¢«ï¥âáï ¢ ¯®àâ −®¬¥à eth0P.

�¡à�â−�ï âà�−áä®à¬�æ¨ï ¢ë¯®«−ï¥âáï ¯® ¯à�¢¨«ã: ARP-®â¢¥â á ¯�à�¬¥â-
à�¬¨

arp spa = 172.16.10N.1, arp tpa = 172.16.10N.(M + 1),

¯à¨è¥¤è¨© ¢ ¯®àâ eth0P, ¯à¥®¡à�§ã¥âáï ¢ ARP-®â¢¥â

arp spa = 172.16.10M.P, arp tpa = 172.16.10N.2

¨ ®â¯à�¢«ï¥âáï ¢ ¯®àâ eth03.

7. �®á«¥ ãª�§�−−®© ¯®¤¬¥−ë ¢ á¥â¥¢®© ¯®àâ eth03 ¯à¨¤¥â ARP-®â¢¥â á �¯¯�-
à�â−ë¬ �¤à¥á®¬ ¢ë¡à�−−®£® £à�−¨ç−®£® ¬�àèàãâ¨§�â®à�. ’¥¯¥àì Ethernet-
äà¥©¬, á®¤¥à¦�é¨© âã−−¥«ì−ë© ¯�ª¥â, ¡ã¤¥â áä®à¬¨à®¢�− ¨ ®â¯à�¢«¥−
¢ ¢ëå®¤−®© ¨−â¥àä¥©á eth05.

8. ’ã−−¥«ì−ë© âà�ä¨ª ç¥à¥§ £«®¡�«ì−ãî á¥âì ¯®¯�¤�¥â −� £à�−¨ç−ë© ¬�àè-
àãâ¨§�â®à –�„ 2 ¨ –�„ 3 ¨ ¤�«¥¥ −� âã−−¥«ì−ë© ¯®àâ £à�−¨ç−®£® OF-
ª®¬¬ãâ�â®à� ª�¦¤®£® –�„. �â® ®¡¥á¯¥ç¨¢�¥âáï −�ç�«ì−ë¬¨ ¯à�¢¨«�¬¨
®¡à�¡®âª¨ ARP-§�¯à®á®¢ ¢ OF-â�¡«¨æ¥ á −®¬¥à®¬ 0. „�«¥¥ ¡ã¤¥¬ à�á-
á¬�âà¨¢�âì â®«ìª® –�„ 2, â�ª ª�ª ¢ –�„ 3 á®¡ëâ¨ï ¡ã¤ãâ ¯à®¨áå®¤¨âì
�−�«®£¨ç−® §� â¥¬ «¨èì ¨áª«îç¥−¨¥¬, çâ® è¨à®ª®¢¥é�â¥«ì−ë© ARP-§�¯à®á
ª server úã¬à¥âû ¢ «®ª�«ì−®© á¥â¨ –�„ 3 ¢ á¨«ã â®£®, çâ® −� −¥£® −¨ªâ®
−¥ ®â¢¥â¨â. OpenFlow-ª®¬¬ãâ�â®à ¢ á®®â¢¥âáâ¢¨¨ á â�¡«¨æ¥© 0 ®â¯à�¢«ï¥â
à�á¯�ª®¢�−−ë© GRE-âà�ä¨ª −� ®¡à�¡®âªã ¢ â�¡«¨æã á −®¬¥à®¬ 2.

9. „�«ì−¥©è¨¥ è�£¨ ¯®«−®áâìî á®¢¯�¤�îâ á è�£�¬¨ 7{11 áå¥¬ë ¡¥§ ¡�«�−á¨-
à®¢ª¨ −�£àã§ª¨.
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10. ‚ à¥§ã«ìâ�â¥ −� OF-ª®¬¬ãâ�â®à –�„ 1 ¯à¨¤¥â ARP-®â¢¥â ®â á¥à¢¥à� server.

11. „�«ì−¥©è¨¥ è�£¨ ¯®çâ¨ ¯®«−®áâìî ¯®¢â®àïîâ è�£¨ 12{14 áå¥¬ë ¡¥§ ¡�-
«�−á¨à®¢ª¨ −�£àã§ª¨. �â«¨ç¨¥ §�ª«îç�¥âáï â®«ìª® ¢ â®¬, çâ® ARP-®â¢¥â
¯®á«¥ ¯®¯�¤�−¨ï ¢ â�¡«¨æã 1 ª®¬¬ãâ�â®à� –�„ 2 â�ª¦¥ ¯à®å®¤¨â ®¯¨á�−−ãî
¯à®æ¥¤ãàã ¡�«�−á¨à®¢ª¨.

÷¥§î¬¨àã¥¬ ¯à®æ¥áá ¯à®å®¦¤¥−¨ï âà�ä¨ª� ç¥à¥§ â�¡«¨æë OF-ª®¬¬ãâ�â®-
à®¢. �� à¨á. 8 ¯®ª�§�− ¯à®æ¥áá ¯à®å®¦¤¥−¨ï ARP-§�¯à®á� ®â ª«¨¥−â� ª á¥à¢¥àã.
�� à¨á. 9 ¯®ª�§�− ¯à®æ¥áá ¯à®å®¦¤¥−¨ï ARP-®â¢¥â� ®â á¥à¢¥à� ª ª«¨¥−âã.

�áâ�«®áì ®¯¨á�âì −�áâà®©ª¨ ª�¦¤®£® ªà¨¯â®£à�ä¨ç¥áª®£® ¬�àèàãâ¨§�â®à�.
‚ ª�¦¤®¬ –�„ á¥â¥¢ë¥ −�áâà®©ª¨ ªà¨¯â®£à�ä¨ç¥áª¨å ¬�àèàãâ¨§�â®à®¢ á®
áâ®à®−ë «®ª�«ì−®© á¥â¨ �¡á®«îâ−® ¨¤¥−â¨ç−ë. ‘¯¨á®ª �¤à¥á®¢ ¤®áâã¯� −�
ªà¨¯â®£à�ä¨ç¥áª¨å ¬�àèàãâ¨§�â®à�å â�ª¦¥ �¡á®«îâ−® ¨¤¥−â¨ç¥−. ”�ªâ¨ç¥áª¨
¢ −�áâà®©ª�å ãª�§ë¢�¥âáï â®«ìª® ®¤¨− �¤à¥á ¤®áâã¯� | «®ª�«ì−�ï â®çª� á®§¤�−¨ï
GRE-âã−−¥«ï. ’�ª, ¤«ï ªà¨¯â®¬�àèàãâ¨§�â®à®¢ –�„ 1 íâ¨¬ �¤à¥á®¬ ¡ã¤¥â
172.16.101.2.

6 Поддержка эластичных центров обработки данных

�à¨ ®¡ê¥¤¨−¥−¨¨ −¥áª®«ìª¨å –�„, ª�ª ã¦¥ £®¢®à¨«®áì à�−¥¥, âà¥¡ã¥âáï
®¡¥á¯¥ç¨âì ¬¨£à�æ¨î å®áâ� ¨§ ®¤−®£® –�„ ¢ ¤àã£®© á á®åà�−¥−¨¥¬ ¢®§¬®¦−®áâ¨
ãáâ�−®¢«¥−¨ï á −¨¬ á®¥¤¨−¥−¨ï ¤àã£¨å å®áâ®¢. �¯¨á�−−�ï áå¥¬� ¡�«�−á¨à®¢ª¨
ãç¨âë¢�¥â â�ªãî ¬¨£à�æ¨î, çâ® ®¡¥á¯¥ç¨¢�¥âáï ¨á¯®«ì§®¢�−¨¥¬ â�©¬¥à� −¥�ª-
â¨¢−®áâ¨ ¢ OF-¯à�¢¨«�å.

’�ª, ¢ â�¡«¨æ�å 0 ¨ 2 ¯à�¢¨«� ¢ëáâ�¢«ïîâáï á ãª�§�−¨¥¬ â�©¬-�ãâ� −¥�ªâ¨¢-
−®áâ¨ (idle timeout). …á«¨ å®áâ ¬¨£à¨àã¥â ¢ ¤àã£®© –�„, â® âà�ä¨ª ¯¥à¥áâ�¥â
¯à¨å®¤¨âì −� «®ª�«ì−ë© OF-ª®¬¬ãâ�â®à –�„, ¨§ ª®â®à®£® ¬¨£à¨à®¢�« ã§¥«.
‚ ¨â®£¥ −� ª®¬¬ãâ�â®à¥ ¢ ¤àã£®¬ –�„ â�ª¦¥ −¥ ¡ã¤¥â ¢å®¤ïé¥£® âà�ä¨ª� ¢ áâ®-
à®−ã ¬¨£à¨à®¢�¢è¥£® ã§«�, ¯®íâ®¬ã −¥�ªâã�«ì−ë¥ ¯à�¢¨«� ¡ã¤ãâ ã¤�«¥−ë ª�ª −�
«®ª�«ì−®¬ OF-ª®¬¬ãâ�â®à¥, â�ª ¨ −� OF-ª®¬¬ãâ�â®à�å ¤àã£¨å –�„.

�®á«¥ ®¯¨á�−−®£® ¢ëè¥ ã¤�«¥−¨ï ¯à�¢¨« ¢ â�¡«¨æ�å ¯à¨ ¯®áâã¯«¥−¨¨ −�
ª�ª®©-«¨¡® OF-ª®¬¬ãâ�â®à −®¢®£® âà�ä¨ª�, ¨¤ãé¥£® ¢ áâ®à®−ã ¬¨£à¨à®¢�¢è¥£®
ã§«�, ª®¬¬ãâ�â®à ®¡à�â¨âáï ª ª®−âà®««¥àã, ª®â®àë© ¤�áâ ãª�§�−¨ï à�ááë«�âì
âà�ä¨ª è¨à®ª®¢¥é�â¥«ì−® ¢® ¢á¥ âã−−¥«¨. ‚ ª®−¥ç−®¬ áç¥â¥ âà�ä¨ª ¤®©¤¥â
¤® ¬¨£à¨à®¢�¢è¥£® ã§«�, ¨ −� ¢á¥å OF-ª®¬¬ãâ�â®à�å ¡ã¤ãâ ãáâ�−®¢«¥−ë −®¢ë¥
¯à�¢¨«� ®¡à�¡®âª¨ ¢å®¤ïé¨å ¯�ª¥â®¢ á®£«�á−® ®¯¨á�−−ë¬ ¢ëè¥ �«£®à¨â¬�¬.

7 Детектирование обрыва защищенной связи

„«ï ¤¥â¥ªâ¨à®¢�−¨ï ®¡àë¢� á®¥¤¨−¥−¨ï ¯à¥¤«�£�¥âáï ¨á¯®«ì§®¢�âì á¯¥æ¨-
�«ì−ë© ¯à®â®ª®« ª�−�«ì−®£® ãà®¢−ï LLDP [10]. �à¥¤«�£�¥âáï −�áâà®¨âì
SDN-ª®−âà®««¥à â�ª¨¬ ®¡à�§®¬, çâ®¡ë ç¥à¥§ −¥ª®â®àë¥ ¯à®¬¥¦ãâª¨ ¢à¥¬¥−¨
¢® ¢á¥ GRE/VXLAN-âã−−¥«¨ á ¯®¬®éìî ¯à�¢¨«� resubmit(1,) ®â¯à�¢«ï«áï
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÷¨á. 8 �à®æ¥áá ¯à®å®¦¤¥−¨ï ARP-§�¯à®á� ®â ª«¨¥−â� ª á¥à¢¥àã ç¥à¥§ â�¡«¨æë
OF-ª®¬¬ãâ�â®à®¢ –�„ 1 ¨ –�„ 2

÷¨á. 9 �à®æ¥áá ¯à®å®¦¤¥−¨ï ARP-®â¢¥â� ç¥à¥§ â�¡«¨æë –�„ 2 ¨ –�„ 1
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LLDP-âà�ä¨ª. Š®−âà®««¥à, ¯®«ãç¨¢ LLDP-¯�ª¥â, ãáâ�−�¢«¨¢�¥â −� ª®¬¬ã-
â�â®à¥ ¯à�¢¨«® ¡«®ª¨à®¢�âì LLDP-âà�ä¨ª ®â ¤�−−®£® ã§«�. �â® âà¥¡ã¥âáï,
çâ®¡ë ¯à¥¤®â¢à�â¨âì ®¡à�é¥−¨¥ ª®¬¬ãâ�â®à� ª ª®−âà®««¥àã ¢ á«ãç�¥ ¯®«ãç¥−¨ï
LLDP-âà�ä¨ª�, à�−¥¥ ã¦¥ ¯à¨å®¤¨¢è¥£® −� ª®¬¬ãâ�â®à. �à�¢¨«® áâ�¢¨âáï
á â�©¬¥à®¬ −¥�ªâ¨¢−®áâ¨, çâ® £�à�−â¨àã¥â ã¤�«¥−¨¥ ¯à�¢¨«� ¢ á«ãç�¥ ¯®â¥à¨
á®¥¤¨−¥−¨ï. Š®£¤� ¯à�¢¨«® ¡ã¤¥â ã¤�«¥−®, ª®¬¬ãâ�â®à á®®¡é¨â ®¡ íâ®¬ ª®−âà®«-
«¥àã, ¨ â®â ¨áª«îç¨â á¢ï§ì ¨§ �«£®à¨â¬� ¡�«�−á¨à®¢ª¨. ‚®ááâ�−®¢«¥−¨¥ á¢ï§¨
¯à¨¢¥¤¥â ª ¯®ï¢«¥−¨î −� ª®¬¬ãâ�â®à�å á¬¥¦−ëå –�„ LLDP-âà�ä¨ª�. �¡ íâ®¬
¡ã¤¥â á®®¡é¥−® ª®−âà®««¥àã, ¨ á¢ï§ì ¡ã¤¥â ¢−®¢ì ¤®¡�¢«¥−� ¢ á¯¨á®ª á¢ï§¥© ¤«ï
¡�«�−á¨à®¢ª¨ −�£àã§ª¨.

�¥¬�«®¢�¦−®, çâ® ¯à¥¤«®¦¥−−ë© �«£®à¨â¬ ¡�«�−á¨à®¢ª¨ ¯®§¢®«ï¥â ®âª�-
§�âìáï ®â ¥¤¨−®£® SDN-ª®−âà®««¥à�, ª®â®àë© ç�áâ® ï¢«ï¥âáï ã§ª¨¬ ¬¥áâ®¬
¢ á¥âïå â�ª®£® â¨¯�. �à¨ ¢ëå®¤¥ ª®−âà®««¥à� ¨§ áâà®ï ¡ã¤¥â −�àãè¥−� à�¡®â®-
á¯®á®¡−®áâì ¢á¥© à�á¯à¥¤¥«¥−−®© á¥â¨. �¯¨á�−−ë© ¯®¤å®¤ −¥ âà¥¡ã¥â −�«¨ç¨ï
¥¤¨−®£® ª®−âà®««¥à�, â�ª ª�ª ª�á�â¥«ì−® ¡�«�−á¨à®¢ª¨ ª�¦¤ë© –�„ ¬®¦¥â à�-
¡®â�âì −¥§�¢¨á¨¬® ®â ¤àã£¨å –�„. ‚ ¨â®£¥ ¢®§¬®¦−® à�§¬¥áâ¨âì ¢ ª�¦¤®¬ –�„
á¢®© −¥§�¢¨á¨¬ë© SDN-ª®−âà®««¥à á ¯à®£à�¬¬®©, à¥�«¨§ãîé¥© ¯à¥¤«®¦¥−−ë©
�«£®à¨â¬.

8 Заключение

‚ à�¡®â¥ ®¯¨á�− �«£®à¨â¬ ¡�«�−á¨à®¢ª¨ −�£àã§ª¨ −� ªà¨¯â®£à�ä¨ç¥áª¨¥
¬�àèàãâ¨§�â®àë ¯à¨ ®¡ê¥¤¨−¥−¨¨ –�„ ¢ ¥¤¨−ë© í«�áâ¨ç−ë© –�„. ƒ«�¢−ë¬¨
¤®áâ®¨−áâ¢�¬¨ ¯®¤å®¤� ï¢«ïîâáï: áãé¥áâ¢¥−−®¥ ã¯à®é¥−¨¥ −�áâà®©ª¨ ªà¨¯-
â®£à�ä¨ç¥áª®£® ®¡®àã¤®¢�−¨ï, ®âª�§®ãáâ®©ç¨¢®áâì á¢ï§¨ ¯à¨ ¯®â¥à¥ ªà¨¯â®-
£à�ä¨ç¥áª®£® ã§«� ¢ ®¤−®¬ –�„, −¥§�¢¨á¨¬®áâì ®â ¨á¯®«ì§ã¥¬®£® ¯à®â®ª®«�
ªà¨¯â®£à�ä¨ç¥áª®© §�é¨âë á¥â¥¢®£® ãà®¢−ï.
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ПРИМЕНЕНИЕ НЕЧЕТКОГО ЗАЩИЩЕННОГО ХРАНИЛИЩА
ДЛЯ ИСПРАВЛЕНИЯ НЕТОЧНОСТЕЙ

В АУТЕНТИФИКАЦИОННЫХ ДАННЫХ

Д. Е. Гордиенко1, Ю. В. Косолапов2, А. С. Мышко3

�−−®â�æ¨ï: ‚ àï¤¥ ¬¥â®¤®¢ �ãâ¥−â¨ä¨ª�æ¨¨ ¢®§−¨ª�îâ −¥â®ç−®áâ¨ ¢ á¨«ã −¥-
¢®§¬®¦−®áâ¨ ¨«¨ á«®¦−®áâ¨ ¢®á¯à®¨§¢¥¤¥−¨ï �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−−ëå,
�¡á®«îâ−® á®¢¯�¤�îé¨å á ¤�−−ë¬¨, ãª�§�−−ë¬¨ ¯®«ì§®¢�â¥«¥¬ ¯à¨ ¯¥à¢¨ç-
−®© à¥£¨áâà�æ¨¨ ¢ ¨−ä®à¬�æ¨®−−®© á¨áâ¥¬¥. Š â�ª¨¬ ¬¥â®¤�¬ ®â−®áïâáï,
¢ ç�áâ−®áâ¨, ¡¨®¬¥âà¨ç¥áª¨¥ ¬¥â®¤ë, � â�ª¦¥ −¥ª®â®àë¥ ¬¥â®¤ë −� ®á−®¢¥
£à�ä¨ç¥áª¨å ¯�à®«¥©. ˆáá«¥¤ã¥âáï ¢®§¬®¦−®áâì ¯à¨¬¥−¥−¨ï áå¥¬ë −¥ç¥âª®-
£® §�é¨é¥−−®£® åà�−¨«¨é� (fuzzy vault) ¤«ï ¨á¯à�¢«¥−¨ï â�ª¨å −¥â®ç−®áâ¥©
¨ ®¡¥á¯¥ç¥−¨ï ¢ëá®ª®© áâ®©ª®áâ¨ ª ¯®¤¡®àã �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−−ëå.

Š«îç¥¢ë¥ á«®¢�: −¥ç¥âª®¥ §�é¨é¥−−®¥ åà�−¨«¨é¥; �ãâ¥−â¨ä¨ª�æ¨ï; ª«�-
¢¨�âãà−ë© ¯®ç¥àª; £à�ä¨ç¥áª¨© ¯�à®«ì
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Введение

�ãâ¥−â¨ä¨ª�æ¨ï ¯®«ì§®¢�â¥«¥© ¯à¨ ¯à®¢¥àª¥ ¨å ¯à�¢ ¨ ¯®«−®¬®ç¨© ï¢«ï¥âáï
−¥®âê¥¬«¥¬ë¬ ¬¥å�−¨§¬®¬ §�é¨âë ®â −¥á�−ªæ¨®−¨à®¢�−−®£® ¤®áâã¯�. Š −�¨-
¡®«¥¥ ç�áâ® ¨á¯®«ì§ã¥¬ë¬ ¬¥â®¤�¬ �ãâ¥−â¨ä¨ª�æ¨¨ ®â−®áïâáï ¯�à®«ì−�ï �ãâ¥−-
â¨ä¨ª�æ¨ï, ¡¨®¬¥âà¨ç¥áª�ï �ãâ¥−â¨ä¨ª�æ¨ï, �ãâ¥−â¨ä¨ª�æ¨ï ¯® á¬�àâ-ª�àâ�¬
¨ �ãâ¥−â¨ä¨ª�æ¨ï −� ®á−®¢¥ æ¨äà®¢ëå á¥àâ¨ä¨ª�â®¢ [1]. �®á«¥¤−¨¥ ¤¢� ¬¥-
â®¤�, á ®¤−®© áâ®à®−ë, ®¡«�¤�îâ ¢ëá®ª®© áâ®©ª®áâìî, −®, á ¤àã£®© áâ®à®−ë,
ª −¥¤®áâ�âª�¬ íâ¨å á¯®á®¡®¢ áâ®¨â ®â−¥áâ¨ â®, çâ® ¯®«ì§®¢�â¥«î −¥®¡å®¤¨¬®
¨¬¥âì −¥ª®â®àë© −®á¨â¥«ì ¨−ä®à¬�æ¨¨: á¬�àâ-ª�àâã ¨«¨ â®ª¥− | ¤«ï ¯à®å®¦-
¤¥−¨ï ¯à®æ¥¤ãàë �ãâ¥−â¨ä¨ª�æ¨¨, � ¯à®¢¥àïîé¥© áâ®à®−¥ −¥®¡å®¤¨¬® ¨¬¥âì
á®®â¢¥âáâ¢ãîé¨¥ á¯¥æ¨�«ì−ë¥ �¯¯�à�â−ë¥ ¨−â¥àä¥©áë ¤«ï áç¨âë¢�−¨ï �ãâ¥−-
â¨ä¨ª�æ¨®−−®© ¨−ä®à¬�æ¨¨ á −®á¨â¥«ï. —�áâ¨ç−® íâ®â −¥¤®áâ�â®ª á−¨¬�¥âáï
¢ á¨áâ¥¬�å ¡¨®¬¥âà¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¨, â�ª ª�ª ¯®«ì§®¢�â¥«î −¥â −¥®¡å®¤¨-
¬®áâ¨ ¤«ï ¯à®å®¦¤¥−¨ï �ãâ¥−â¨ä¨ª�æ¨¨ ¨¬¥âì ¯à¨ á¥¡¥ −®á¨â¥«ì ¨−ä®à¬�æ¨¨,
®¤−�ª® ¯à®¢¥àïîé�ï áâ®à®−� ¤®«¦−� ¨¬¥âì �¯¯�à�â−ë¥ ¨−â¥àä¥©áë ¤«ï áç¨-
âë¢�−¨ï ¡¨®¬¥âà¨ç¥áª¨å ¤�−−ëå. ’�ª¨¬ ®¡à�§®¬, ¤«ï ¡¨®¬¥âà¨ç¥áª®© �ã-

1ˆ−áâ¨âãâ ¬�â¥¬�â¨ª¨, ¬¥å�−¨ª¨ ¨ ª®¬¯ìîâ¥à−ëå −�ãª ¨¬. ˆ. ˆ. ‚®à®¢¨ç� ā¦−®£® ä¥¤¥-
à�«ì−®£® ã−¨¢¥àá¨â¥â�, dimedved@rambler.ru

2ˆ−áâ¨âãâ ¬�â¥¬�â¨ª¨, ¬¥å�−¨ª¨ ¨ ª®¬¯ìîâ¥à−ëå −�ãª ¨¬. ˆ. ˆ. ‚®à®¢¨ç� ā¦−®£® ä¥¤¥-
à�«ì−®£® ã−¨¢¥àá¨â¥â�, itaim@mail.ru

3ˆ−áâ¨âãâ ¬�â¥¬�â¨ª¨, ¬¥å�−¨ª¨ ¨ ª®¬¯ìîâ¥à−ëå −�ãª ¨¬. ˆ. ˆ. ‚®à®¢¨ç� ā¦−®£® ä¥¤¥-
à�«ì−®£® ã−¨¢¥àá¨â¥â�, me.metida@gmail.com
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

â¥−â¨ä¨ª�æ¨¨, �ãâ¥−â¨ä¨ª�æ¨¨ ¯® á¬�àâ-ª�àâ�¬ ¨ �ãâ¥−â¨ä¨ª�æ¨¨ −� ®á−®¢¥
æ¨äà®¢ëå á¥àâ¨ä¨ª�â®¢ −¥¯à®áâ® ¤®¡¨âìáï ¯¥à¥−®á¨¬®áâ¨ íâ¨å ¬¥â®¤®¢, ¯à¨
ª®â®à®© ¯®«ì§®¢�â¥«ì á¬®£ ¡ë ¯à®å®¤¨âì �ãâ¥−â¨ä¨ª�æ¨î ¢ ¨−ä®à¬�æ¨®−−®©
á¨áâ¥¬¥ á à�§«¨ç−ëå â¨¯®¢ ãáâà®©áâ¢. ��¨¡®«¥¥ ã−¨¢¥àá�«ì−®© (á â®çª¨ §à¥−¨ï
¯¥à¥−®á¨¬®áâ¨) ï¢«ï¥âáï ¯�à®«ì−�ï �ãâ¥−â¨ä¨ª�æ¨ï, â�ª ª�ª −¥ §�¤¥©áâ¢ãîâáï
−®á¨â¥«¨ ¨−ä®à¬�æ¨¨ ¨ á¯¥æ¨ä¨ç¥áª¨¥ �¯¯�à�â−ë¥ ¨−â¥àä¥©áë ¤«ï áç¨âë¢�−¨ï
¤�−−ëå (−¥®¡å®¤¨¬� â®«ìª® ª«�¢¨�âãà�). ‚ á«ãç�¥ ¯à¨¬¥−¥−¨ï á«®¦−ëå ¯�à®«¥©
â�ª�ï �ãâ¥−â¨ä¨ª�æ¨ï ®¡¥á¯¥ç¨¢�¥â ¢ëá®ªãî áâ®©ª®áâì ª ¯®¤¡®àã ¯�à®«ï. �¤-
−�ª® á«®¦−ë¥ ¯�à®«¨ âàã¤−ë ¤«ï §�¯®¬¨−�−¨ï (®á®¡¥−−® ¯à¨ à¥¤ª®¬ ®¡à�é¥−¨¨
ª ¯à®æ¥¤ãà¥ �ãâ¥−â¨ä¨ª�æ¨¨) [2], � ®è¨¡ª� ¤�¦¥ ¢ ®¤−®¬ á¨¬¢®«¥ á«®¦−®£®
¯�à®«ï ¯à¨¢®¤¨â ª ®âª�§ã ¢ ¤®áâã¯¥. �â® ç�áâ® ¯à®¢®æ¨àã¥â ¯®«ì§®¢�â¥«¥©
§�¯¨áë¢�âì ¯�à®«¨, çâ® ¢ á¢®î ®ç¥à¥¤ì ®á«�¡«ï¥â §�é¨âã −� ®á−®¢¥ á¨¬¢®«ì−ëå
¯�à®«¥©.

‚ −�áâ®ïé¥© à�¡®â¥ áâ�¢¨âáï §�¤�ç� ¨áá«¥¤®¢�−¨ï ¢®§¬®¦−®áâ¨ ¯®áâà®¥−¨ï
¬¥â®¤®¢ �ãâ¥−â¨ä¨ª�æ¨¨, ª®â®àë¥ ®¡«�¤�«¨ ¡ë ¯¥à¥−®á¨¬®áâìî, áà�¢−¨¬®©
á ¯¥à¥−®á¨¬®áâìî ¬¥â®¤� ¯�à®«ì−®© �ãâ¥−â¨ä¨ª�æ¨¨, ®¡¥á¯¥ç¨¢�«¨ ¡ë ¢ëá®ªãî
áâ®©ª®áâì ª ¯®¤¡®àã �ãâ¥−â¨ä¨ª�æ¨®−−®© ¨−ä®à¬�æ¨¨ ¨ ¯à¨ íâ®¬ −¥ âà¥¡®¢�«¨
¡ë −� íâ�¯¥ �ãâ¥−â¨ä¨ª�æ¨¨ �¡á®«îâ−®© â®ç−®áâ¨ �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−-
−ëå, ¯à¥¤êï¢«ï¥¬ëå −� íâ�¯¥ à¥£¨áâà�æ¨¨. �®á«¥¤−¥¥ âà¥¡®¢�−¨¥ ª ¬¥â®¤�¬
�ãâ¥−â¨ä¨ª�æ¨¨ ¯® �−�«®£¨¨ á [3] ¡ã¤¥¬ −�§ë¢�âì âà¥¡®¢�−¨¥¬ −¥ç¥âª®© �ãâ¥−-
â¨ä¨ª�æ¨¨ (fuzzy authentication). ‚ à�¡®â¥ ¬®¤¨ä¨æ¨àãîâáï ¨ ¨áá«¥¤ãîâáï ¤¢�
¬¥â®¤� �ãâ¥−â¨ä¨ª�æ¨¨: −� ®á−®¢¥ ª«�¢¨�âãà−®£® ¯®ç¥àª� ¨ −� ®á−®¢¥ £à�ä¨-
ç¥áª¨å ¯�à®«¥©. ‚ë¡®à íâ¨å ¬¥â®¤®¢ �ãâ¥−â¨ä¨ª�æ¨¨ ¢ ª�ç¥áâ¢¥ ®á−®¢ë ¤«ï
¬®¤¨ä¨ª�æ¨¨ ¨ ¨áá«¥¤®¢�−¨ï ®¡ãá«®¢«¥− â¥¬, çâ® ¤«ï ¯à®å®¦¤¥−¨ï �ãâ¥−â¨ä¨-
ª�æ¨¨ −¥ âà¥¡ã¥âáï á¯¥æ¨�«ì−ëå ¨−â¥àä¥©á®¢ ¢¢®¤�, ªà®¬¥ ª«�¢¨�âãàë. Šà®¬¥
â®£®, íâ¨ ¬¥â®¤ë ¯à¥¤áâ�¢«ïîâáï −�¨¡®«¥¥ ã¤®¡−ë¬¨ ¤«ï ¯®«ì§®¢�â¥«ï, â�ª ª�ª
¯à¨¬¥−¥−¨¥ £à�ä¨ç¥áª¨å ¯�à®«¥© áãé¥áâ¢¥−−® ®¡«¥£ç�¥â ¯®«ì§®¢�â¥«ï¬ §�¤�çã
§�¯®¬¨−�−¨ï ¯à¨¤ã¬�−−®£® ¯�à®«ï [4{7], � ¯à¨ ¡¨®¬¥âà¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¨
®â ¯®«ì§®¢�â¥«ï −¥ âà¥¡ã¥âáï §�¯®¬¨−�−¨ï �ãâ¥−â¨ä¨ª�æ¨®−−®© ¨−ä®à¬�æ¨¨ ¢®-
¢á¥ [1]. „«ï ®¡¥á¯¥ç¥−¨ï ¢®§¬®¦−®áâ¨ −¥ç¥âª®© �ãâ¥−â¨ä¨ª�æ¨¨ ¨ ®¤−®¢à¥¬¥−−®
®¡¥á¯¥ç¥−¨ï ¢ëá®ª®© áâ®©ª®áâ¨ ¢ −�áâ®ïé¥© à�¡®â¥ ¯à¥¤«�£�¥âáï ¨á¯®«ì§®¢�âì
áå¥¬ã −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� (fuzzy vault) ¨§ [8], ®á−®¢�−−ãî −�
¯à¨¬¥−¥−¨¨ ¬¥â®¤®¢ ¯®¬¥å®ãáâ®©ç¨¢®£® ª®¤¨à®¢�−¨ï. �â¬¥â¨¬, çâ® ¯à¨¬¥-
−¥−¨¥ ¯®¬¥å®ãáâ®©ç¨¢®£® ª®¤¨à®¢�−¨ï ¤«ï ¨á¯à�¢«¥−¨ï ®è¨¡®ª, ¤®¯ãáª�¥¬ëå
¯®«ì§®¢�â¥«¥¬ (®¯¥à�â®à®¬), −¥ −®¢�, −¥ª®â®àë¥ �á¯¥ªâë â�ª®£® ¯à¨¬¥−¥−¨ï à�á-
á¬®âà¥−ë ¢ [9]. ‚ [10] ¤«ï ¨á¯à�¢«¥−¨ï ®è¨¡®ª ¡¨®¬¥âà¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¨
â�ª¦¥ ¨á¯®«ì§ãîâáï ¯®¬¥å®ãáâ®©ç¨¢ë¥ ª®¤ë, ®¤−�ª® ¯à¨¬¥−ï¥¬�ï ¢ [10] áå¥¬�
−¥ç¥âª®£® ¢àãç¥−¨ï ¡¨â (fuzzy bit commitment) ¨§ à�¡®âë [11] −¥ ãáâ®©ç¨¢� ª ¯¥-
à¥áâ�−®¢ª¥ á¨¬¢®«®¢ ¢ �ãâ¥−â¨ä¨ª�æ¨®−−®© ¨−ä®à¬�æ¨¨, çâ® −¥¦¥«�â¥«ì−®, −�-
¯à¨¬¥à, ¤«ï �ãâ¥−â¨ä¨ª�æ¨¨ ¯® £à�ä¨ç¥áª®¬ã ¯�à®«î, £¤¥ £«�¢−ë¬ âà¥¡®¢�−¨¥¬
ï¢«ï¥âáï ¢ë¡®à (¢ ¯à®¨§¢®«ì−®¬ ¯®àï¤ª¥) ¯à�¢¨«ì−®£® ¬−®¦¥áâ¢� ª�àâ¨−®ª.

÷�¡®â� ¨¬¥¥â á«¥¤ãîéãî áâàãªâãàã. ‚ ¯¥à¢®¬ à�§¤¥«¥ ¯à¨¢®¤ïâáï á¢¥-
¤¥−¨ï ® áå¥¬¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¨ áâà®¨âáï ¬�â¥¬�â¨ç¥áª�ï
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¬®¤¥«ì ¯à¨¬¥−¥−¨ï íâ®© áå¥¬ë ¤«ï �ãâ¥−â¨ä¨ª�æ¨¨. �â� ¬®¤¥«ì ãâ®ç−ï¥âáï
¤«ï ¡¨®¬¥âà¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¨ −� ®á−®¢¥ ª«�¢¨�âãà−®£® ¯®ç¥àª� ¨ ¤«ï
�ãâ¥−â¨ä¨ª�æ¨¨ −� ®á−®¢¥ £à�ä¨ç¥áª¨å ¯�à®«¥© ¢® ¢â®à®¬ ¨ âà¥âì¥¬ à�§¤¥«�å
á®®â¢¥âáâ¢¥−−®. ’�¬ ¦¥ ¯à¨¢®¤¨âáï ®¯¨á�−¨¥ ¯à®¢¥¤¥−−ëå íªá¯¥à¨¬¥−â®¢ ¨ �−�-
«¨§¨àãîâáï ¨å à¥§ã«ìâ�âë. ‚ §�ª«îç¥−¨¨ ®¡áã¦¤�îâáï ¯®«ãç¥−−ë¥ ¢ à�¡®â¥
à¥§ã«ìâ�âë ¨ ¤¥«�îâáï ¢ë¢®¤ë ® ¢®§¬®¦−®áâ¨ ¯à¨¬¥−¥−¨ï áå¥¬ë −¥ç¥âª®£®
§�é¨é¥−−®£® åà�−¨«¨é� ¢ ¯®áâà®¥−−ëå ¬¥â®¤�å �ãâ¥−â¨ä¨ª�æ¨¨.

1 Математическая модель аутентификации на основе схемы
нечеткого защищенного хранилища

�à¨¢¥¤¥¬ −¥®¡å®¤¨¬ë¥ á¢¥¤¥−¨ï ® −¥ç¥âª®¬ §�é¨é¥−−®¬ åà�−¨«¨é¥ ¢ á®-
®â¢¥âáâ¢¨¨ á [12]. �ãáâì s | á¥ªà¥â, ¯à¥¤áâ�¢«ïîé¨© á®¡®© k-¬¥à−ë© ¢¥ªâ®à
á® §−�ç¥−¨ï¬¨ ¨§ ª®−¥ç−®£® ¯®«ï Fq (q | áâ¥¯¥−ì ¯à®áâ®£® ç¨á«�), md : F

k
q →

→ F
c
q | ®â®¡à�¦¥−¨¥, áâ�¢ïé¥¥ ¢ á®®â¢¥âáâ¢¨¥ ¢¥ªâ®àã ¨§ F

k
q ¢¥ªâ®à ¨§ F

c
q,

c ∈ N (¢ −�áâ®ïé¥© à�¡®â¥ ®â®¡à�¦¥−¨¥ md ¨£à�¥â à®«ì ª®−âà®«ì−®© áã¬¬ë ¤«ï
¢¥ªâ®à�). ‚ ª�ç¥áâ¢¥ á¥ªà¥â� ¬®¦¥â ¡ëâì ªà¨¯â®£à�ä¨ç¥áª¨© ª«îç, á¥ªà¥â−®¥
á®®¡é¥−¨¥, ¯�à®«ì ¨ â. ¯. �� ®â®¡à�¦¥−¨¥ md −�«®¦¨¬ á«¥¤ãîé¥¥ ®£à�−¨ç¥−¨¥:
¥á«¨ X | á«ãç�©−�ï ¢¥«¨ç¨−�, ¯à¨−¨¬�îé�ï §−�ç¥−¨ï ¨§ F

k
q à�¢−®¢¥à®ïâ−®,

â® á«ãç�©−�ï ¢¥«¨ç¨−� md(X) ¯à¨−¨¬�¥â §−�ç¥−¨ï ¨§ F
c
q â�ª¦¥ à�¢−®¢¥à®ïâ−®

(á ¢¥à®ïâ−®áâìî 1/qc). ÷�áá¬®âà¨¬ ¡¨¥ªâ¨¢−®¥ ®â®¡à�¦¥−¨¥ π : Fkq → Fq[x] ¨§ F
k
q

¢ ª®«ìæ® ¯®«¨−®¬®¢ Fq[x] áâ¥¯¥−¨ −¥ ¢ëè¥ k + c − 1, ¤¥©áâ¢ãîé¥¥ −� ¢¥ªâ®à
s = (s0, . . . , sk−1) ¯® ¯à�¢¨«ã:

π(s) = s(x) = s0x
0+s1x

1+ · · ·+sk−1xk−1+ · · ·+sk+c−1xk+c−1 (∈ Fq[x]) , (1)

£¤¥
(sk, . . . , sk+c−1) = md(s) . (2)

�ãáâì A = {α1, . . . , αt} (⊆ Fq) | á¥ªà¥â−®¥ ¬−®¦¥áâ¢® ¬®é−®áâ¨ t (> k +
+ c). �«£®à¨â¬ LOCK −� ®á−®¢¥ á¥ªà¥â� s, á¥ªà¥â−®£® ¬−®¦¥áâ¢� A ¨ −�¡®à�
¨§ r á«ãç�©−ëå ¯�à ¨§ Fq×Fq áâà®¨â á¯¨á®ª ¯�à ç¨á¥« V ¬®é−®áâ¨ t+r, ª®â®àë©
¯à¥¤áâ�¢«ï¥â á®¡®© −¥ç¥âª®¥ §�é¨é¥−−®¥ åà�−¨«¨é¥ ¤«ï á¥ªà¥â� s.

�®ïá−¨¬ �«£®à¨â¬ LOCK. ‘−�ç�«� ¯® á¥ªà¥âã s ¢ á®®â¢¥âáâ¢¨¨ á (1) áâà®¨âáï
¯®«¨−®¬ π(s) (¬¥âª� 1 ¢ �«£®à¨â¬¥). ‡�â¥¬ (è�£¨ á ¬¥âª�¬¨ 2{4) ¯® ¬−®¦¥áâ¢ã
�à£ã¬¥−â®¢ A ¨ á¥ªà¥â−®¬ã ¯®«¨−®¬ã π(s) áâà®¨âáï á¯¨á®ª Q ¯�à ¢¨¤� (§−�ç¥−¨¥
�à£ã¬¥−â�, §−�ç¥−¨¥ ¯®«¨−®¬�). ’�ª¨¥ ¯�àë ¡ã¤¥¬ −�§ë¢�âì â®çª�¬¨, � ¯¥à¢ë©
¨ ¢â®à®© í«¥¬¥−âë ¯�àë ¡ã¤¥¬ á®®â¢¥âáâ¢¥−−® −�§ë¢�âì �¡áæ¨áá®© ¨ ®à¤¨−�â®©
â®çª¨. �� è�£�å �«£®à¨â¬� á ¬¥âª�¬¨ 5{9 áâà®¨âáï á¯¨á®ª R èã¬®¢ëå ¯�à
â®ç¥ª. �à¨ íâ®¬ ¬−®¦¥áâ¢® �¡áæ¨áá èã¬®¢ëå â®ç¥ª ¨ ¬−®¦¥áâ¢® ®à¤¨−�â
èã¬®¢ëå â®ç¥ª −¥ ¤®«¦−ë ¯¥à¥á¥ª�âìáï á á®®â¢¥âáâ¢ãîé¨¬¨ ¬−®¦¥áâ¢�¬¨ à�−¥¥
¢ë¡à�−−ëå §−�ç¥−¨© (á¬. è�£¨ á ¬¥âª�¬¨ 6 ¨ 7). ’�ª®© á¯®á®¡ ¯®áâà®¥−¨ï
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

�«£®à¨â¬ 1: LOCK

ˆáå®¤−ë¥ ¯�à�¬¥âàë: ‘¥ªà¥â s (∈ F
k
q), ¬−®¦¥áâ¢® A = {αi}ti=1, r |

ç¨á«® ¤®¡�¢«ï¥¬ëå á«ãç�©−ëå ¯�à ç¨á¥«.
÷¥§ã«ìâ�â: V (⊂ Fq × Fq), |V | = t+ r, V | åà�−¨«¨é¥ á¥ªà¥â� s (á¯¨á®ª

¯�à ç¨á¥«).
1 s(x) = π(s); i = 1; V = ∅; Q = ∅; R = ∅;
2 ¤® â¥å ¯®à, ¯®ª� i 6 t, ¢ë¯®«−ïâì
3 Q = Q ∪ {(αi, s(αi))}
4 i = i+ 1

ª®−¥æ æ¨ª«�
5 ¤® â¥å ¯®à, ¯®ª� i 6 t+ r, ¢ë¯®«−ïâì
6 ‚ë¡à�âì á«ãç�©−® αi ¨§ Fq \ {αj}ij=1
7 ‚ë¡à�âì á«ãç�©−® yi ¨§ Fq \ {s(αj)}ij=1
8 R = R ∪ {(αi, yi)}
9 i = i+ 1

ª®−¥æ æ¨ª«�
10 V = R ∪Q
11 �¥à¥¬¥è�âì á«ãç�©−ë¬ ®¡à�§®¬ á¯¨á®ª V
12 ¢®§¢à�â¨âì ¯¥à¥¬¥è�−−ë© á¯¨á®ª V

−¥ ¯®§¢®«ï¥â −�¡«î¤�â¥«î §�é¨é¥−−®£® åà�−¨«¨é� ¢ë¤¥«ïâì −�¡®àë â®ç¥ª,
¨§ ª®â®àëå â®«ìª® ®¤−� â®çª� ¯à¨−�¤«¥¦¨â á¯¨áªã Q, � ¤àã£¨¥ | á«ãç�©−ë¥
(¯à¨−�¤«¥¦�â á¯¨áªã R). �� è�£¥ á ¬¥âª®© 10 á¯¨áª¨ Q ¨ R ®¡ê¥¤¨−ïîâáï
¢ á¯¨á®ª V , � −� è�£¥ á ¬¥âª®© 11 ¯®«ãç¥−−ë© á¯¨á®ª â®ç¥ª á«ãç�©−ë¬ ®¡à�§®¬
¯¥à¥¬¥è¨¢�¥âáï (¬¥−ï¥âáï ¯®àï¤®ª á«¥¤®¢�−¨ï â®ç¥ª ¢ á¯¨áª¥) ¨ ¢®§¢à�é�¥âáï −�
è�£¥ á ¬¥âª®© 12. �¥à¥¬¥è¨¢�−¨¥ ¢ë¯®«−ï¥âáï ¤«ï â®£®, çâ®¡ë −¥«ì§ï ¡ë«® ¯®
¯¥à¢ë¬ t í«¥¬¥−â�¬ á¯¨áª� Q ∪R ¢®ááâ�−®¢¨âì A ¨, ª�ª á«¥¤áâ¢¨¥, á¥ªà¥â s.

��¡®à V ¢ ®¡é¥¬ á«ãç�¥ ¬®¦¥â ¡ëâì à�§¬¥é¥− ¢ ®¡é¥¤®áâã¯−®¬ (−¥-
§�é¨é¥−−®¬) ¬¥áâ¥. ‚ ¤�«ì−¥©è¥¬ ¬−®¦¥áâ¢® A ¡ã¤¥¬ −�§ë¢�âì ¬−®¦¥-
áâ¢®¬, §�ªàë¢�îé¨¬ á¥ªà¥â s ¢ åà�−¨«¨é¥ V . �â¬¥â¨¬, çâ® ¥á«¨ §�¤�âì
−� ¬−®¦¥áâ¢¥ A «¨−¥©−ë© ¯®àï¤®ª, â® −�¡®à (s(a))a∈A ¯à¥¤áâ�¢«ï¥â ª®¤®-
¢®¥ á«®¢® ¯®¬¥å®ãáâ®©ç¨¢®£® ª®¤� ÷¨¤�{‘®«®¬®−�, á®®â¢¥âáâ¢ãîé¥¥ ¢¥ªâ®àã
(s0, s1, . . . , sk−1, sk, . . . , sk+c−1) [8]. �¡ê¥¬ (¢ ¡¨â�å) −¥ç¥âª®£® §�é¨é¥−−®£®
åà�−¨«¨é� á®áâ�¢«ï¥â 2(t+ r) ⌈log2(q)⌉ ¡¨â.

‚ [12] ¯®ª�§�−®, çâ® ¤«ï ®âªàëâ¨ï åà�−¨«¨é� V (â. ¥. ¤«ï ¨§¢«¥ç¥−¨ï
á¥ªà¥â−®£® ¢¥ªâ®à� s ¨§ V ) á ¢ëá®ª®© ¢¥à®ïâ−®áâìî (¯®àï¤ª� 1 − 1/qc) ¬®¦¥â

¨á¯®«ì§®¢�âìáï â�ª®¥ ¬−®¦¥áâ¢® A′ = {α′
i}t

′

i=1(⊂ Fq), çâ®
∣∣A \

(
A ∩A′

)∣∣ 6 ⌊t− (k + c)⌋ , t′ 6 t . (3)

‚ íâ®¬ §�ª«îç�¥âáï ú−¥ç¥âª®áâìû §�é¨é¥−−®£® åà�−¨«¨é� V , â�ª ª�ª ú®â-
ªàëâìû ¥£® ¬®¦−® â�ª¦¥ ¨ á ¯®¬®éìî ¬−®¦¥áâ¢� A′, −¥áª®«ìª® ®â«¨ç�îé¥£®áï
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®â ¬−®¦¥áâ¢� A, á ¯®¬®éìî ª®â®à®£® åà�−¨«¨é¥ ¡ë«® §�ªàëâ®. �â¬¥â¨¬,
çâ® ¤«ï ¤¥ª®¤¨à®¢�−¨ï ¨áâ¨−−®£® á¥ªà¥â� ¢¬¥áâ® ¨§¢¥áâ−ëå ¤¥ª®¤¥à®¢ ¤«ï ª®¤�
÷¨¤�{‘®«®¬®−� ¢ −�áâ®ïé¥© à�¡®â¥ ¯® �−�«®£¨¨ á [12] ¨á¯®«ì§ã¥âáï �«£®à¨â¬
¨−â¥à¯®«ïæ¨¨ ‹�£à�−¦�. ’�ª®© ¢ë¡®à ®¡ãá«®¢«¥− ¯à®áâ®â®© à¥�«¨§�æ¨¨ ¬¥â®¤�
¤¥ª®¤¨à®¢�−¨ï, −¥á¬®âàï −� â® çâ® ¯à¨ íâ®¬ ¢®§¬®¦−® §�¬¥¤«¥−¨¥ ¯à®æ¥áá� ¤¥-
ª®¤¨à®¢�−¨ï ¨ −¥−ã«¥¢�ï (¯®àï¤ª� 1/qc) ¢¥à®ïâ−®áâì ®è¨¡®ç−®£® ¤¥ª®¤¨à®¢�−¨ï

¢ ¯à¥¤¥«�å ¤®¯ãáâ¨¬®£® ç¨á«� ®è¨¡®ª. �ãáâì LGk+c(W̃ )| �«£®à¨â¬, ª®â®àë©

−� ®á−®¢�−¨¨ ¬−®¦¥áâ¢� ¯�à â®ç¥ª W̃ (|W̃ | = k+ c) ¨§ Fq ×Fq á ¯®¬®éìî ¨−â¥à-
¯®«ïæ¨®−−®£® ¬−®£®ç«¥−� ‹�£à�−¦� áâà®¨â ¯®«¨−®¬ áâ¥¯¥−¨ −¥ ¢ëè¥ k + c− 1.
„«ï ®âªàëâ¨ï åà�−¨«¨é� V á ¯®¬®éìî ¬−®¦¥áâ¢�A′ ¨á¯®«ì§ã¥âáï ¯®áâà®¥−−ë©
¢ −�áâ®ïé¥© à�¡®â¥ �«£®à¨â¬ UNLOCK. ‚ �«£®à¨â¬¥ −� è�£�å á ¬¥âª�¬¨ 1{5

�«£®à¨â¬ 2: UNLOCK

ˆáå®¤−ë¥ ¯�à�¬¥âàë: •à�−¨«¨é¥ V = {(xi, yi)}r+ti=1, A
′ = {α′

i}t
′

i=1,
t′ 6 t.

÷¥§ã«ìâ�â: s′ ∈ F
k
q ¨«¨ á®®¡é¥−¨¥ ®¡ ®è¨¡ª¥ ®âªàëâ¨ï åà�−¨«¨é�.

1 W = ∅; i = 1; found = FALSE
2 ¤® â¥å ¯®à, ¯®ª� i 6 t, ¢ë¯®«−ïâì
3 ��©â¨ ¢ V â�ªãî ¯�àã (x, y), çâ® α′

i = x
4 …á«¨ â�ª�ï ¯�à� −�©¤¥−�, â® W =W ∪ {(x, y)}
5 i = i+ 1

ª®−¥æ æ¨ª«�
6 ¥á«¨ |W | > k + c+ 1, â®£¤�
7 �® ¬−®¦¥áâ¢ã W ¯®áâà®¨âì ¬ã«ìâ¨¬−®¦¥áâ¢® W ¢¨¤� (4)
8 i = 1

9 ¤® â¥å ¯®à, ¯®ª� found = FALSE ¨ i 6 Ck+c|W | , ¢ë¯®«−ïâì

10 s′(x) = LGk+c(Wi) //Wi ∈ W

11 // s′(x) = s′0x
0 + s′1x

1 + · · · + s′k−1xk−1 + s′kxk + · · ·+ s′k+cxk+c
12 ¥á«¨ md(s′0, . . . , s

′
k−1) = (s

′
k, . . . , s

′
k+c) â®£¤�

13 found = TRUE
ª®−¥æ ãá«®¢¨ï

14 i = i+ 1
ª®−¥æ æ¨ª«�

ª®−¥æ ãá«®¢¨ï
15 ¥á«¨ found = FALSE, â®£¤�
16 ¢®§¢à�â¨âì �è¨¡ª� ®âªàëâ¨ï åà�−¨«¨é�

ª®−¥æ ãá«®¢¨ï
¨−�ç¥

17 ¢®§¢à�â¨âì s′ := (s′0, . . . , s
′
k−1)

ª®−¥æ ãá«®¢¨ï
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

á−�ç�«� ¯® ¬−®¦¥áâ¢ã A′ áâà®¨âáï ¬−®¦¥áâ¢® W ¯�à ç¨á¥«. ˆ¬¥−−® ¨§ §�é¨-
é¥−−®£® åà�−¨«¨é� V ¢ë¡¨à�îâáï â¥ â®çª¨, �¡áæ¨ááë ª®â®àëå ¯à¨−�¤«¥¦�âA′.
„�«¥¥, ¯à¨ ãá«®¢¨¨ |W | > k + c (¯à®¢¥àª� ¢ë¯®«−ï¥âáï −� è�£¥ á ¬¥âª®© 6),
¯® ¬−®¦¥áâ¢ã W −� è�£¥ á ¬¥âª®© 7 áâà®¨âáï ¬ã«ìâ¨¬−®¦¥áâ¢® W (¢ë¯®«−¥−¨¥
ãá«®¢¨ï |W | > k+c −¥®¡å®¤¨¬® ¤«ï â®£®, çâ®¡ë ¨¬¥«�áì ¢®§¬®¦−®áâì ¯à¨¬¥−¨âì
�«£®à¨â¬ LGk+c):

W = {Wi}
Ck+c

|W |

i=1 , Wi ⊆W , |Wi| = k + c . (4)

�â¬¥â¨¬, çâ®, ¯®áª®«ìªã |Wi| = k + c, ª −�¡®àã â®ç¥ª Wi ¬®¦¥â ¡ëâì ¯à¨¬¥−¨¬
�«£®à¨â¬ ¨−â¥à¯®«ïæ¨¨ LGk+c. �� è�£¥ á ¬¥âª®© 1 ¢¢®¤¨âáï «®£¨ç¥áª�ï ¯¥à¥¬¥−-
−�ï found, ª®â®à�ï ¯à¨−¨¬�¥â §−�ç¥−¨¥ TRUE ¢ á«ãç�¥, ª®£¤� −�©¤¥− ª�−¤¨¤�â
−� á¥ªà¥â (¨§−�ç�«ì−® íâ®© ¯¥à¥¬¥−−®© ¯à¨á¢®¥−® §−�ç¥−¨¥ FALSE). �® ª�¦¤®-
¬ã Wi á ¯®¬®éìî �«£®à¨â¬� LGk+c áâà®¨âáï ¯®«¨−®¬ s′(x) (á¬. è�£ á ¬¥âª®© 10)
¨ á®®â¢¥âáâ¢ãîé¨© ª�−¤¨¤�â s′ ∈ F

k
q −� ¨áâ¨−−ë© á¥ªà¥â. ˆáâ¨−−®áâì á¥ªà¥â�

¯à®¢¥àï¥âáï −� è�£¥ á ¬¥âª®© 12 ¯®áà¥¤áâ¢®¬ ¢ëç¨á«¥−¨ï ª®−âà®«ì−®© áã¬¬ë
md(s′) ¨ áà�¢−¥−¨ï à¥§ã«ìâ�â� á ¯®á«¥¤−¨¬¨ c ª®íää¨æ¨¥−â�¬¨ ¯®«¨−®¬� s′(x).
‚¥áì æ¨ª« á è�£�¬¨, ®¡®§−�ç¥−−ë¬¨ ¬¥âª�¬¨ 9{14, §�¢¥àè�¥âáï «¨¡® ¢ á«ãç�¥,
ª®£¤� −�©¤¥− ª�−¤¨¤�â −� á¥ªà¥â−ë© ¯®«¨−®¬, ¤«ï ª®â®à®£® ¨áâ¨−−ë¬ ï¢«ï¥âáï
áà�¢−¥−¨¥, ¯à®¢¥àï¥¬®¥ −� è�£¥ 12 (¢ íâ®¬ á«ãç�¥ −� è�£¥ 17 ¢®§¢à�é�¥âáï
ª�−¤¨¤�â −� á¥ªà¥â), «¨¡® ª®£¤� ¯à®á¬®âà¥−ë ¢á¥ í«¥¬¥−âë ¬ã«ìâ¨¬−®¦¥áâ¢� W,
−® ¯à¨ íâ®¬ ª�−¤¨¤�â −¥ −�©¤¥−. ‚ ¯®á«¥¤−¥¬ á«ãç�¥ ãá«®¢¨¥, ¯à®¢¥àï¥¬®¥ −�
è�£¥ á ¬¥âª®© 15, ¡ã¤¥â ¨áâ¨−−ë¬, ¨ −� è�£¥ á ¬¥âª®© 16 ¡ã¤¥â ¢®§¢à�é¥−®
á®®¡é¥−¨¥ ®¡ ®è¨¡ª¥ ®âªàëâ¨ï åà�−¨«¨é�; íâ� á¨âã�æ¨ï ¢®§¬®¦−� ¢ á«ãç�¥,
ª®£¤� ãá«®¢¨¥ (3) −¥ ¢ë¯®«−¥−®, ¢ ç�áâ−®áâ¨, ª®£¤� ¬−®¦¥áâ¢® A′ áãé¥áâ¢¥−−®
®â«¨ç�¥âáï ®â A.

�®áâà®¥−−ãî ¬®¤¥«ì §�ªàëâ¨ï ¨ ®âªàëâ¨ï −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨-
é� á �«£®à¨â¬�¬¨ LOCK ¨ UNLOCK −�§®¢¥¬ FV(q, k, t, r, c)-áå¥¬®©. Œ®¤¥«ì
à¥£¨áâà�æ¨¨ ¨ �ãâ¥−â¨ä¨ª�æ¨¨ ¯®«ì§®¢�â¥«ï ¢ á®®â¢¥âáâ¢¨¨ á ¯®áâà®¥−−®© ¬�â¥-
¬�â¨ç¥áª®© ¬®¤¥«ìî ¨§®¡à�¦¥−� −� à¨á. 1, £¤¥ æ¨äà�¬¨ ¢ ªàã¦ª�å ®¡®§−�ç¥−�
¯®á«¥¤®¢�â¥«ì−®áâì ¢ë¯®«−ï¥¬ë© ¤¥©áâ¢¨©.

�æ¥−¨¬ §�é¨é¥−−®áâì FV(q, k, t, r, c)-áå¥¬ë. �ãáâì pV | ¢¥à®ïâ−®áâì ®â-
ªàëâì åà�−¨«¨é¥ V , §�ªàëâ®¥ á ¯®¬®éìî �«£®à¨â¬� LOCK ¤«ï FV(q, k, t, r, c)-
áå¥¬ë, ª®£¤� ¤«ï ®âªàëâ¨ï åà�−¨«¨é� á«ãç�©−ë¬ ®¡à�§®¬ ¢ë¡¨à�îâáï k + c
â®ç¥ª ¨§ V . „àã£¨¬¨ á«®¢�¬¨, pV | íâ® ¢¥à®ïâ−®áâì ãá¯¥è−®£® ®âªàëâ¨ï −¥-
ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� á«ãç�©−® ¢ë¡à�−−ë¬ −�¡®à®¬ A′. �ãáâì â�ª¦¥
SV | ¬−®¦¥áâ¢® ¯®«¨−®¬®¢ áâ¥¯¥−¨ −¥ ¢ëè¥ k + c − 1, ª®â®àë¥ ¬®£ãâ ¡ëâì
ãá¯¥è−® ®âªàëâë ¯® V á ¯®¬®éìî �«£®à¨â¬� UNLOCK:

SV =



s

′(x) ∈ Fq[x] :

deg(s′(x)) < k + c ∧
∃Q ⊂ V |Q = {(xi, s′(xi))}ti=1 ∧
md
(
s′0, . . . , s

′
k−1

)
=
(
s′k, . . . , s

′
k+c−1

)



 .
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÷¨á. 1 Œ®¤¥«ì ¯à¨¬¥−¥−¨ï FV(q, k, t, r, c)-áå¥¬ë ¢ á¨áâ¥¬�å �ãâ¥−â¨ä¨ª�æ¨¨ ¯®«ì-
§®¢�â¥«¥©: (a) à¥£¨áâà�æ¨ï ¯®«ì§®¢�â¥«ï ¢ á¨áâ¥¬¥ S; (b) �ãâ¥−â¨ä¨ª�æ¨ï ¯®«ì§®¢�â¥«ï
¢ á¨áâ¥¬¥ S

�â¬¥â¨¬, çâ® ç¥¬ ¡®«ìè¥ |SV |, â¥¬ ¬¥−ìè¥ ¢¥à®ïâ−®áâì −�©â¨ ¨áâ¨−−ë© ¯®«¨-
−®¬ s(x), á®®â¢¥âáâ¢ãîé¨© á¥ªà¥âã s (ª�¦¤ë© ¨§ ¯®«¨−®¬®¢ ¬−®¦¥áâ¢� SV ¬®¦¥â
à�áá¬�âà¨¢�âìáï ª�ª ¯®«¨−®¬, á®®â¢¥âáâ¢ãîé¨© −¥ª®â®à®¬ã á¥ªà¥âã, ¯à¨ íâ®¬
−¥â ®á−®¢�−¨© ®â¤�âì ¯à¥¤¯®çâ¥−¨¥ ª�ª®¬ã-«¨¡® ¨§ íâ¨å ¯®«¨−®¬®¢).
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

‡�¬¥ç�−¨¥ 1. ‚ëç¨á«¨â¥«ì−�ï á«®¦−®áâì ¯®áâà®¥−¨ï ¬−®¦¥áâ¢� SV ¯® åà�-
−¨«¨éã V ¨¬¥¥â ¯®àï¤®ª min{O(qk+c),O(Ctt+r)}, £¤¥ O(qk+c) | á«®¦−®áâì

¯¥à¥¡®à� ¢á¥å ¯®«¨−®¬®¢ áâ¥¯¥−¨ −¨¦¥ k + c, � O(Ctt+r)| á«®¦−®áâì ¯¥à¥¡®à�
¢á¥å −�¡®à®¢ ¯® t â®ç¥ª ¢ ¬−®¦¥áâ¢¥ ¨§ t+ r í«¥¬¥−â®¢.

’�ª¨¬ ®¡à�§®¬, ¨§ §�¬¥ç�−¨ï 1 á«¥¤ã¥â, çâ® −¥¡®«ìè�ï ¬®é−®áâì ¬−®¦¥-
áâ¢� SV −¥ ®¡ï§�â¥«ì−® ®§−�ç�¥â −¥§�é¨é¥−−®áâì FV(q, k, t, r, c)-áå¥¬ë. „àã£¨-
¬¨ á«®¢�¬¨, áå¥¬� ¬®¦¥â ¡ëâì −¥áâ®©ª®© ¢ â¥®à¥â¨ª®-¨−ä®à¬�æ¨®−−®¬ á¬ëá«¥,
−® ¯à¨ íâ®¬ áâ®©ª®© ¢ ¢ëç¨á«¨â¥«ì−®¬.

“â¢¥à¦¤¥−¨¥ 1. �ãáâì V | −¥ç¥âª®¥ §�é¨é¥−−®¥ åà�−¨«¨é¥, á®®â¢¥âáâ¢ã-
îé¥¥ FV(q, k, t, r, c)-áå¥¬¥, |V | = t+ r, µ > 0 (∈ R). ’®£¤�

(1) FV(q, k, t, r, c)-áå¥¬� ¯®§¢®«ï¥â ¨á¯à�¢¨âì ¤® e = t − (k + c) ®è¨¡®ª
¢ �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−−ëå á ¢¥à®ïâ−®áâìî ¯®àï¤ª� 1− 1/qc;

(2) pV = C
k+c
t /Ck+ct+r 6 (1− (k + c)/(t+ r))r;

(3) |SV | > (µ/3)qk−t(r/t)t á ¢¥à®ïâ−®áâìî −¥ ¬¥−¥¥ 1− µ.

„ ® ª � § � â ¥ « ì á â ¢ ® . —¨á«® ¤®¯ãáâ¨¬ëå ®è¨¡®ª á«¥¤ã¥â ¨§ (3), � ¢¥à®ïâ−®áâì
®è¨¡®ç−®£® ¤¥ª®¤¨à®¢�−¨ï á«¥¤ã¥â ¨§ â®£®, çâ® á«ãç�©−�ï ¢¥«¨ç¨−�md(X) ¨¬¥¥â
à�¢−®¬¥à−®¥ à�á¯à¥¤¥«¥−¨¥, ª®£¤� X | á«ãç�©−�ï à�¢−®¬¥à−® à�á¯à¥¤¥«¥−−�ï
¢¥«¨ç¨−� á® §−�ç¥−¨ï¬¨ ¨§ F

k
q .

„®ª�¦¥¬ ®æ¥−ªã ¤«ï pV . �ãáâì V | §�é¨é¥−−®¥ åà�−¨«¨é¥, ¢ ª®â®à®¬
§�ªàëâ á¥ªà¥â s(∈ F

k). ’�ª ª�ª |V | = t+r, � ¤«ï −�å®¦¤¥−¨ï ¯®«¨−®¬� áâ¥¯¥−¨ −¥

¢ëè¥ k + c− 1 âà¥¡ã¥âáï k + c â®ç¥ª, â® ¢á¥£® ¨¬¥¥âáï Ck+ct+r ¢®§¬®¦−ëå −�¡®à®¢

â�ª¨å â®ç¥ª. �à¨ íâ®¬ áãé¥áâ¢ã¥â Ck+ct ¯®¤å®¤ïé¨å −�¡®à®¢, ®âªàë¢�îé¨å
á¥ªà¥â s. �®íâ®¬ã

pV =
Ck+ct

Ck+ct+r

=
t!(t+ r − (k + c))!
(t+ r)!(t− (k + c))! =

=
(t− (k + c) + 1) · · · (t− (k + c) + r)

(t+ 1) · · · (t+ r) =

=

(
1− k + c

t+ 1

)
· · ·
(
1− k + c

t+ r

)
6

(
1− k + c

t+ r

)r
.

‚ á®®â¢¥âáâ¢¨¨ á [8, «¥¬¬� 4], ¢ ¬−®¦¥áâ¢¥ V á ¢¥à®ïâ−®áâìî ¯® ¬¥−ìè¥© ¬¥à¥
1− µ −�©¤¥âáï −¥ ¬¥−¥¥ (µ/3)qk+−t(r/t)t −�¡®à®¢ ¬®é−®áâ¨ t, á®®â¢¥âáâ¢ãîé¨å
¯®«¨−®¬�¬ áâ¥¯¥−¨ −¥ ¢ëè¥ k + c − 1. �¤−�ª® −¥ ¢á¥ íâ¨ ¯®«¨−®¬ë ¬®£ãâ
ã¤®¢«¥â¢®àïâì ãá«®¢¨î ¢¨¤� (2). ’�ª ª�ª ¢¥à®ïâ−®áâì ¢ë¯®«−¥−¨ï ãá«®¢¨ï (2)
¤«ï á«ãç�©−®£® ¢¥ªâ®à� ¨§ F

k+c
q à�¢−� 1/qc, ®¦¨¤�¥¬�ï ¬®é−®áâì ¬−®¦¥áâ¢� SV

ã¤®¢«¥â¢®àï¥â −¥à�¢¥−áâ¢ã |SV | > (µ/3)qk+c−t(r/t)tq−c. �
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‚ à�§¤. 2 ¨ 3 áâà®ïâáï áå¥¬ë �ãâ¥−â¨ä¨ª�æ¨¨ −� ®á−®¢¥ ª«�¢¨�âãà−®£®
¯®ç¥àª� ¨ −� ®á−®¢¥ £à�ä¨ç¥áª¨å ¯�à®«¥©. ‚ ®¡®¨å á«ãç�ïå ¯à¥¤¯®«�£�¥âáï,
çâ® ¯®«ì§®¢�â¥«ì à¥£¨áâà¨àã¥âáï ¢ á¨áâ¥¬¥ S á ¯®¬®éìî á¨¬¢®«ì−®£® ¯�à®-
«ï s, ª®â®àë© £¥−¥à¨àã¥âáï ¯á¥¢¤®á«ãç�©−ë¬ ®¡à�§®¬ (¢ ®¡é¥¬ á«ãç�¥ ¡¥§
ãç�áâ¨ï ¯®«ì§®¢�â¥«ï). ’�ª¨¬ ®¡à�§®¬, ¯�à®«ì s ï¢«ï¥âáï �ãâ¥−â¨ä¨ª�æ¨®−−ë¬
ä�ªâ®à®¬. „«ï §�é¨âë ¤®áâã¯� ª íâ®¬ã ¯�à®«î ¨á¯®«ì§ã¥âáï FV(q, k, t, r, c)-
áå¥¬�. ‚ á«ãç�¥ ¨á¯®«ì§®¢�−¨ï ª«�¢¨�âãà−®£® ¯®ç¥àª� ¯�à®«ì s §�é¨é�¥âáï
á ¯®¬®éìî �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−−ëå A, ¯®«ãç¥−−ëå ¯® ª«�¢¨�âãà−®¬ã
¯®ç¥àªã ¯®«ì§®¢�â¥«ï; ¢ á«ãç�¥ ¯à¨¬¥−¥−¨ï £à�ä¨ç¥áª¨å ¯�à®«¥© ¢ ª�ç¥áâ¢¥
−�¡®à� A ¨á¯®«ì§ã¥âáï á¥ªà¥â−ë© −�¡®à ¨§®¡à�¦¥−¨©, ¢ë¡à�−−ëå ¯®«ì§®¢�â¥-
«¥¬.

2 Схема биометрической аутентификации по клавиатурному почерку

2.1 Математическая модель

Š«�¢¨�âãà−ë© ¯®ç¥àª ¯®«ì§®¢�â¥«ï ¬®¦−® ¯à¥¤áâ�¢¨âì ¢ ¢¨¤¥ ¯®á«¥¤®¢�â¥«ì-

−®áâ¨ ¤«¨â¥«ì−®áâ¥© τ
(p)
x ã¤¥à¦�−¨ï ª«�¢¨è (£¤¥ úxû | á¨¬¢®« ã¤¥à¦¨¢�¥¬®©

ª«�¢¨è¨) ¨ ¨−â¥à¢�«®¢ τ
(n)
x,y ¬¥¦¤ã ®â¯ãáª�−¨¥¬ ¯à¥¤ë¤ãé¥© (á á¨¬¢®«®¬ úxû)

¨ −�¦�â¨¥¬ á«¥¤ãîé¥© ª«�¢¨è¨ (á á¨¬¢®«®¬ úyû). ‘ç¨â�¥âáï, çâ® ª«�¢¨�âãà−ë©
¯®ç¥àª ¬®¦¥â à�áá¬�âà¨¢�âìáï ª�ª ã−¨ª�«ì−�ï ®á®¡¥−−®áâì ¨−¤¨¢¨¤� [13, 14].
‚ á¢ï§¨ á íâ¨¬ ¨¬¥¥âáï àï¤ à�¡®â, ¢ ª®â®àëå ¨áá«¥¤ã¥âáï ¢®§¬®¦−®áâì ¯à¨¬¥-
−¥−¨ï ª«�¢¨�âãà−®£® ¯®ç¥àª� ¤«ï �ãâ¥−â¨ä¨ª�æ¨¨ (á¬., −�¯à¨¬¥à, [10, 13{15].
‡�¬¥â¨¬, çâ® ¡¨®¬¥âà¨ç¥áª�ï �ãâ¥−â¨ä¨ª�æ¨ï −� ®á−®¢¥ ª«�¢¨�âãà−®£® ¯®ç¥àª�
ï¢«ï¥âáï á�¬ë¬ ¤¥è¥¢ë¬ ¨§ ¬¥â®¤®¢ ¡¨®¬¥âà¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¨. ‚ â®
¦¥ ¢à¥¬ï −¨§ª�ï â®ç−®áâì íâ®£® ¬¥â®¤� −¥ ¯®§¢®«ï¥â ¯à¨¬¥−ïâì ¥£® á�¬®áâ®ï-
â¥«ì−® [13]. �®íâ®¬ã ¡¨®¬¥âà¨ç¥áª�ï �ãâ¥−â¨ä¨ª�æ¨ï −� ®á−®¢¥ ª«�¢¨�âãà−®£®
¯®ç¥àª� ®¡ëç−® ¯à¥¤áâ�¢«ï¥â á®¡®© ¤¢ãåä�ªâ®à−ãî �ãâ¥−â¨ä¨ª�æ¨î: á ®¤−®©
áâ®à®−ë, ¯®«ì§®¢�â¥«ì ¢¢®¤¨â á¥ªà¥â−ë© ¯�à®«ì (¢®§¬®¦−®, −¥á«®¦−ë© ¨ «¥£ª®
§�¯®¬¨−�îé¨©áï), � á ¤àã£®© áâ®à®−ë, ®− ¤®¯®«−¨â¥«ì−® �ãâ¥−â¨ä¨æ¨àã¥âáï ¯®
®á®¡¥−−®áâï¬ ª«�¢¨�âãà−®£® −�¡®à� [15]. ‚ íâ®¬ á«ãç�¥ ¤«¨−� á¥ªà¥â−®© äà�§ë
¤®«¦−� ¡ëâì −¥ ¬¥−¥¥ 21{42 á¨¬¢®«®¢, � ¢ ª�ç¥áâ¢¥ ®á®¡¥−−®áâ¥© ª«�¢¨�âãà−®£®

¯®ç¥àª� ¨á¯®«ì§ãîâáï ª�ª ¨−â¥à¢�«ë τ
(n)
x,y , â�ª ¨ ¤«¨â¥«ì−®áâ¨ τ

(p)
x . ‚ −�áâ®ïé¥©

à�¡®â¥ ¨áá«¥¤ã¥âáï ã¯à®é¥−−ë© á«ãç�©, ª®£¤� ¢¢®¤¨¬�ï ¯à¨ à¥£¨áâà�æ¨ /̈�ãâ¥−-
â¨ä¨ª�æ¨¨ ¯®«ì§®¢�â¥«ï äà�§� ï¢«ï¥âáï ª®à®âª®© | 11 á¨¬¢®«®¢, � ¢ ª�ç¥áâ¢¥
®á®¡¥−−®áâ¨ ª«�¢¨�âãà−®£® ¯®ç¥àª� ¯®«ì§®¢�â¥«ï ¨á¯®«ì§ã¥âáï â®«ìª® ¯®á«¥¤®-

¢�â¥«ì−®áâì ¨−â¥à¢�«®¢ τ
(n)
x,y ¤«ï á¨¬¢®«®¢ ¨§ ¢¢®¤¨¬®© äà�§ë. „«ï ¨á¯à�¢«¥−¨ï

¢®§¬®¦−ëå ®è¨¡®ª ¯à¨ �ãâ¥−â¨ä¨ª�æ¨¨ ¨á¯®«ì§ã¥âáï áå¥¬� −¥ç¥âª®£® §�é¨é¥−-
−®£® åà�−¨«¨é� FV(q, k, t, r, c). ‚ ¯à¥¤«�£�¥¬®© áå¥¬¥, ª�ª ¨ ¢ ¤àã£¨å áå¥¬�å
−� ®á−®¢¥ ª«�¢¨�âãà−®£® ¯®ç¥àª�, ¯à¥¤¯®«�£�îâáï âà¨ íâ�¯�: ®¡ãç¥−¨ï, à¥£¨-
áâà�æ¨¨ ¨ �ãâ¥−â¨ä¨ª�æ¨¨. ‚ ª�ç¥áâ¢¥ ®â®¡à�¦¥−¨ï md ¯à¨¬¥−ï¥âáï �«£®à¨â¬
CRC32.
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

�� íâ�¯¥ ®¡ãç¥−¨ï ¤«ï ª�¦¤®£® ¯®«ì§®¢�â¥«ï á®¡¨à�¥âáï ¨−ä®à¬�æ¨ï ® −�-
¦�âëå ª«�¢¨è�å ¨ ¨−â¥à¢�«�å ¬¥¦¤ã ¯®á«¥¤®¢�â¥«ì−ë¬¨ −�¦�â¨ï¬¨. �®á«¥
á¡®à� áâ�â¨áâ¨ª¨ ¨−ä®à¬�æ¨ï ® ¯®«ì§®¢�â¥«¥ ¯à¥¤áâ�¢«ï¥âáï ¢ ¢¨¤¥ ¬−®¦¥áâ¢�
¯�à: {([x, y], τnx,y) ∈ (K ×K)× N}, £¤¥ K | ¬−®¦¥áâ¢® á¨¬¢®«®¢ ¢á¥å ª«�¢¨è,

¯�à� [x, y](∈ K×K) ®§−�ç�¥â −�¦�â¨¥ ª«�¢¨è¨ y ¯®á«¥ x, � τnx,y | áà¥¤−¥¥ ¢à¥¬ï

¢ ¬¨««¨á¥ªã−¤�å ¬¥¦¤ã ¨å −�¦�â¨ï¬¨, τnx,y ∈ [1, 10 000]. ’�ª¦¥ ¤«ï ¯®«ì§®¢�-
â¥«ï á®åà�−ï¥âáï áà¥¤−¥ª¢�¤à�â¨ç−®¥ ®âª«®−¥−¨¥ ǫ ¤«ï −�¦�â¨©. ‘â�−¤�àâ−�ï
ª«�¢¨�âãà� ¨¬¥¥â 101 ª«�¢¨èã, ¯®íâ®¬ã ¤«ï ¯à¥¤áâ�¢«¥−¨ï ¯�àë ([x, y], τnx,y)

¢ë¡à�−® ª®−¥ç−®¥ ¯®«¥ ƒ�«ã� F228 (|F228 | = 228 > 1012 · 10 000). ‡�ä¨ªá¨àã¥¬
¡¨¥ªâ¨¢−®¥ ®â®¡à�¦¥−¨¥, ®¡®§−�ç¨¬ ϕ : F228 → {0, 1}28 ¨ ª�¦¤®¬ã í«¥¬¥−âã f
¯®«ï F228 ¯®áâ�¢¨¬ ¢ á®®â¢¥âáâ¢¨¥ ¢¥ªâ®à f = (f1, . . . , f28) = ϕ(f). Š®®à¤¨−�âë
á −®¬¥à�¬¨ ®â 1 ¤® 14 ¢¥ªâ®à� f ¨á¯®«ì§ãîâáï ¤«ï ¯à¥¤áâ�¢«¥−¨ï ¯�àë [x, y],
� ª®®à¤¨−�âë á −®¬¥à�¬¨ ®â 15 ¤® 28 | ¤«ï ¯à¥¤áâ�¢«¥−¨ï ¤«¨â¥«ì−®áâ¨ τnx,y
(¢ ¬¨««¨á¥ªã−¤�å):

ϕ(f) = f = (f1, . . . , f7︸ ︷︷ ︸
x

, f8, . . . , f14︸ ︷︷ ︸
y

, f15, . . . , f28︸ ︷︷ ︸
τn

x,y

) ∈ {0, 1}28 .

‚¥ªâ®à ¬−®¦¥áâ¢� {0, 1}28, á®¯®áâ�¢«ï¥¬ë© âà®©ª¥ ([x, y], τnx,y), ®¡®§−�ç¨¬ f(x,y),
� á®®â¢¥âáâ¢ãîé¨© í«¥¬¥−â ¯®«ï ƒ�«ã� F228 ®¡®§−�ç¨¬ á¨¬¢®«®¬ f(x,y),
ϕ(f(x,y)) = f(x,y).

�� íâ�¯¥ ®¡ãç¥−¨ï áâ�â¨áâ¨ª� −�ª�¯«¨¢�¥âáï ¯ãâ¥¬ −�¡®à� ¯®«ì§®¢�â¥«¥¬
â¥ªáâ� ¤«¨−®© −¥ ¬¥−¥¥ T á¨¬¢®«®¢. �®á«¥ −�ª®¯«¥−¨ï áâ�â¨áâ¨ª¨ ¯®«ì§®¢�â¥«î
−� íâ�¯¥ à¥£¨áâà�æ¨¨ ¯à¥¤«�£�¥âáï ¢¢¥áâ¨ ¯�à®«ì−ãî äà�§ã x = (x1, . . . , xl)
(¢®§¬®¦−®, «¥£ª® §�¯®¬¨−�îéãîáï), ¯® ª®â®à®© áâà®¨âáï ¬−®¦¥áâ¢® A =

= {f(xi+1,xi)}l̃i=1, l̃ 6 l − 1. ‡�¬¥â¨¬, çâ® l̃ ¬®¦¥â ¡ëâì ¬¥−ìè¥ l − 1, â�ª

ª�ª ¤«ï äà�§ë x ¬®£ãâ −�©â¨áì â�ª¨¥ i 6= j, çâ® (xi+1, xi) = (xj+1, xj). ‚ íâ®¬
á«ãç�¥ ¢ ¬−®¦¥áâ¢¥ á«¥¤ã¥â ®áâ�¢¨âì â®«ìª® ®¤¨− ¨§ í«¥¬¥−â®¢: f(xi+1,xi) ¨«¨
f(xj+1,xj). „�«¥¥ ¤«ï ¯®«ì§®¢�â¥«ï ¯á¥¢¤®á«ãç�©−ë¬ ®¡à�§®¬ £¥−¥à¨àã¥âáï ¯�-
à®«ì s, ª®â®àë© á ¯®¬®éìî ¬−®¦¥áâ¢� A ¨ �«£®à¨â¬� LOCK §�ªàë¢�¥âáï
¢ −¥ç¥âª®¬ §�é¨é¥−−®¬ åà�−¨«¨é¥ V (á¬. à¨á. 1, �).

�� íâ�¯¥ �ãâ¥−â¨ä¨ª�æ¨¨ ¯®«ì§®¢�â¥«î ¯à¥¤«�£�¥âáï ¢¢¥áâ¨ âã ¦¥ äà�-

§ã x, ¨ ¯®á«¥ ¥¥ ¢¢®¤� áâà®¨âáï ¬−®¦¥áâ¢® A′ = {f ′(xi+1,xi)
}l̃i=1. �® åà�−¨«¨éã V

¨ ¬−®¦¥áâ¢ãA′ áâà®¨âáï −�¡®à ¯�àW á«¥¤ãîé¨¬ ®¡à�§®¬. „«ï ª�¦¤®£® f ′(xi+1,xi)

¨§ A′ ¯à®¢¥àï¥âáï, ¨¬¥¥âáï «¨ ¢ V ¯�à� (a, b) â�ª�ï, çâ® ¯¥à¢ë¥ (á«¥¢�) 14 ª®-
®à¤¨−�â ¢¥ªâ®à� f ′(xi+1,xi)

= ϕ(f ′(xi+1,xi)
) á®¢¯�¤�îâ ¢ ¯¥à¢ë¬¨ 14 ª®®à¤¨−�â�¬¨

¢¥ªâ®à� ϕ(a), � ¬®¤ã«ì à�§−®áâ¨ ¤¥áïâ¨ç−®£® ¯à¥¤áâ�¢«¥−¨ï ¯®á«¥¤−¨å 14 ª®-
®à¤¨−�â ¢¥ªâ®à� f ′(xi+1,xi)

¨ ¤¥áïâ¨ç−®£® ¯à¥¤áâ�¢«¥−¨ï ¯®á«¥¤−¨å 14 ª®®à¤¨−�â

¢¥ªâ®à� ϕ(a) −¥ ¡®«¥¥ ǫ. …á«¨ ®¡¥ ¯à®¢¥àª¨ ¯à®å®¤ïâ, â® ¯�à� (a, b) ¤®¡�¢«ï-
¥âáï ¢ ¬−®¦¥áâ¢® W . �âªàëâ¨¥ á¥ªà¥â� s′ ¢ë¯®«−ï¥âáï á ¯®¬®éìî �«£®à¨â¬�
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„. …. ƒ®à¤¨¥−ª®, ā. ‚. Š®á®«�¯®¢, �. ‘. Œëèª®

UNLOCK ¨ ¬−®¦¥áâ¢� W (á¬. à¨á. 1, ¡). ‘ ¯®¬®éìî s′ ¢ë¯®«−ï¥âáï ¯®¯ëâª�
�ãâ¥−â¨ä¨ª�æ¨¨ ¯®«ì§®¢�â¥«ï ¢ á¨áâ¥¬¥ S.

�â¬¥â¨¬, çâ® á â®çª¨ §à¥−¨ï §�é¨é¥−−®áâ¨ ¤«ï ¯à¥¤«�£�¥¬®© áå¥¬ë �ã-
â¥−â¨ä¨ª�æ¨¨ ¢ �«£®à¨â¬¥ LOCK £¥−¥à¨à®¢�âì á«ãç�©−ë¬ ®¡à�§®¬ �¡áæ¨ááë
èã¬®¢ëå â®ç¥ª −¥¦¥«�â¥«ì−®, â�ª ª�ª, ¨áá«¥¤®¢�¢ §�é¨é¥−−®¥ åà�−¨«¨é¥ V ,
−¥¤®¡à®¦¥«�â¥«ì á¬®¦¥â ®â¡à®á¨âì á«ãç�©−ë¥ â®çª¨ (−¥ á®®â¢¥âáâ¢ãîé¨¥ −¨ª�-
ª¨¬ ¯�à�¬ ª«�¢¨è), ¯à®�−�«¨§¨à®¢�¢ ¯¥à¢ë¥ 14 ª®®à¤¨−�â ¢¥ªâ®à−®£® ¯à¥¤áâ�¢-
«¥−¨ï �¡áæ¨ááë ª�¦¤®© â®çª¨ ¨§ V . ‚ �«£®à¨â¬¥ LOCK −�¡®à èã¬®¢ëå â®ç¥ª
¯à¥¤«�£�¥âáï ä®à¬¨à®¢�âì á«¥¤ãîé¨¬ ®¡à�§®¬: ¯¥à¢ë¥ 14 ª®®à¤¨−�â ¢¥ªâ®à−®£®
¯à¥¤áâ�¢«¥−¨ï �¡áæ¨ááë £¥−¥à¨àã¥¬®© èã¬®¢®© â®çª¨ ¤®«¦−ë á®®â¢¥âáâ¢®¢�âì
ª�ª®©-−¨¡ã¤ì ¯�à¥ ª«�¢¨è, � ¤¥áïâ¨ç−®¥ ¯à¥¤áâ�¢«¥−¨¥ ¯®á«¥¤−¨å 14 ª®®à¤¨−�â
¢¥ªâ®à−®£® ¯à¥¤áâ�¢«¥−¨ï �¡áæ¨ááë èã¬®¢®© â®çª¨ ¤®«¦−® ¡ëâì ¢ ¯à¥¤¥«�å ®â 1
¤® 10 000.

2.2 Результаты экспериментов

„«ï ¯à®¢¥¤¥−¨ï íªá¯¥à¨¬¥−â®¢ ¢ë¡à�−� áå¥¬� −¥ç¥âª®£® §�é¨é¥−−®£® åà�-
−¨«¨é� FV(228, 5, 11, 85 000, 1). „«¨−� §�é¨é�¥¬®£® á¥ªà¥â� á®áâ�¢«ï¥â 5 á¨¬-
¢®«®¢ ¯®«ï F228, çâ® á®®â¢¥âáâ¢ã¥â á¥ªà¥âã ¤«¨−®© −¥ ¬¥−¥¥ 17 á¨¬¢®«®¢ −�¤ ¯®«¥¬
¬®é−®áâ¨ 256. ‚ á®®â¢¥âáâ¢¨¨ á ãâ¢¥à¦¤¥−¨¥¬ 1, íâ� áå¥¬� ¯®§¢®«ï¥â ¨á¯à�¢«ïâì
¤® 11 − (5 + 1) = 5 ®è¨¡®ª ¯à¨ ¤«¨−¥ ¯�à®«ï (¬−®¦¥áâ¢� A) ¢ 11 á¨¬¢®«®¢.
’�ª®¥ ç¨á«® ¨á¯à�¢«ï¥¬ëå ®è¨¡®ª ¢ë¡à�−® íªá¯¥à¨¬¥−â�«ì−® ¤«ï ®¡¥á¯¥ç¥−¨ï
¢ëá®ª®© ¢¥à®ïâ−®áâ¨ ãá¯¥è−®© �ãâ¥−â¨ä¨ª�æ¨¨ «¥£�«ì−®£® ¯®«ì§®¢�â¥«ï ¯®¤
á¢®¨¬ ¨¬¥−¥¬. �à¨ ¢ë¡à�−−ëå ¯�à�¬¥âà�å − log2(pV ) ≈ 79 ¨ log2 |SV | > 77
(µ = 2−5). ÷�§¬¥à åà�−¨«¨é� á®áâ�¢«ï¥â 581 Š�. �â¬¥â¨¬, çâ® ¢ë¡à�−−ë¥ ¯�-
à�¬¥âàë ®¡¥á¯¥ç¨¢�îâ áâ®©ª®áâì ª ¯®¤¡®àã, áà�¢−¨¬ãî á® áâ®©ª®áâìî ®¡ëç−®©
¯�à®«ì−®© �ãâ¥−â¨ä¨ª�æ¨¨ ¯à¨ ¤«¨−¥ ¯�à®«ï 11 á¨¬¢®«®¢ (ª®£¤� ¨á¯®«ì§ãîâáï
áâà®ç−ë¥ ¨ §�£«�¢−ë¥ ¡ãª¢ë «�â¨−áª®£® �«ä�¢¨â�, æ¨äàë ¨ á¯¥æ¨�«ì−ë¥ á¨¬-
¢®«ë). …á«¨ â�ª®© áâ®©ª®áâ¨ ¤®áâ�â®ç−®, â® §�é¨é¥−−®¥ åà�−¨«¨é¥ V ¬®¦¥â
¡ëâì à�§¬¥é¥−® −� ®¡é¥¤®áâã¯−®¬ åà�−¨«¨é¥. “á¨«¨âì áâ®©ª®áâì ¬®¦−® ¯ãâ¥¬,
−�¯à¨¬¥à, ã¢¥«¨ç¥−¨ï ¯�à�¬¥âà� r ¯à¨ ®áâ�«ì−ëå ä¨ªá¨à®¢�−−ëå §−�ç¥−¨ïå.

„«ï ¨áá«¥¤®¢�−¨ï ¡ë«¨ ¢ë¡à�−ë 10 ¯®«ì§®¢�â¥«¥© U1, . . . , U10, ª�¦¤®¬ã
¨§ ª®â®àëå −� íâ�¯¥ ®¡ãç¥−¨ï ¡ë«® ¯à¥¤«®¦¥−® −�¡à�âì ®¤¨− ¨ â®â ¦¥ â¥ªáâ
¤«¨−®© T = 10836. ˆ−ä®à¬�æ¨ï ® −�¦�â¨ïå ª«�¢¨è ä¨ªá¨à®¢�«�áì á ¯®¬®éìî
¯à®£à�¬¬−®£® ®¡¥á¯¥ç¥−¨ï Basic Key Logger [16]. �®á«¥ íâ®£® ¯®«ì§®¢�â¥«¨
à¥£¨áâà¨à®¢�«¨áì ¢ ¬®¤¥«ì−®© ¨−ä®à¬�æ¨®−−®© á¨áâ¥¬¥ á ®¤−¨¬ ¨ â¥¬ ¦¥ ¯�à®«¥¬
¤«¨−ë 11 á¨¬¢®«®¢. �¤¨− ¯�à®«ì ¤«ï ¢á¥å ¯®«ì§®¢�â¥«¥© ¨á¯®«ì§®¢�− ¤«ï â®£®,
çâ®¡ë ¨áá«¥¤®¢�âì ¢¥à®ïâ−®áâì �ãâ¥−â¨ä¨ª�æ¨¨ ®â ¨¬¥−¨ ¤àã£®£® ¯®«ì§®¢�â¥«ï.
Š�¦¤ë© ¯®«ì§®¢�â¥«ì ¢ë¯®«−ï« ¯® 10 ¯®¯ëâ®ª �ãâ¥−â¨ä¨ª�æ¨¨ ®â á¢®¥£® ¨¬¥−¨
¨ 10 ¯®¯ëâ®ª ®â ¨¬¥−¨ ª�¦¤®£® ¨§ ¤àã£¨å 9 ¯®«ì§®¢�â¥«¥© (¢á¥£® ª�¦¤ë©
¯®«ì§®¢�â¥«ì ¯à®å®¤¨« 100 ¯®¯ëâ®ª �ãâ¥−â¨ä¨ª�æ¨¨). �¥à¢®−�ç�«ì−® ¤«ï ¢á¥å
¯®«ì§®¢�â¥«¥© ¡ë«® ¢ë¡à�−® ®¡é¥¥ §−�ç¥−¨¥ ǫ â�ª, çâ®¡ë ¢á¥ ¯®«ì§®¢�â¥«¨ ¬®£«¨
á ¢ëá®ª®© ¢¥à®ïâ−®áâìî �ãâ¥−â¨ä¨æ¨à®¢�âìáï ®â á¢®¥£® ¨¬¥−¨. ‚ à¥§ã«ìâ�â¥
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

’�¡«¨æ� 1 ÷¥§ã«ìâ�âë �ãâ¥−â¨ä¨ª�æ¨¨ ¯® ª«�¢¨�âãà−®¬ã ¯®ç¥àªã (ǫi = 1100)

�®«ì§®¢�â¥«ì U1 U2 U3 U4 U5 U6 U7 U8 U9 U10
U1 0,9 0,3 0,8 0,7 0,9 0,7 0,8 0,5 0,8 0,7
U2 0,4 0,9 0,2 0,7 0,7 0,5 0,6 0,6 0,5 0,6
U3 0,6 0,2 0,9 0,2 0,3 0,3 0,2 0,3 0,2 0,2
U4 0,4 0,5 0,0 1,0 0,6 0,2 0,9 0,7 0,6 0,2
U5 0,8 0,7 0,4 0,8 0,8 0,5 0,7 0,9 0,6 0,7
U6 0,4 0,5 0,3 0,1 0,5 1,0 0,0 0,2 0,4 0,6
U7 0,3 0,7 0,0 1,0 0,8 0,1 1,0 1,0 0,8 0,3
U8 0,4 0,5 0,2 0,8 0,9 0,2 0,9 1,0 0,7 0,8
U9 0,6 0,6 0,0 0,7 0,7 0,2 0,7 0,7 0,9 0,8
U10 0,7 0,4 0,1 0,2 0,7 0,6 0,4 0,8 0,7 1,0

á®¡à�−−®© −� íâ�¯¥ ®¡ãç¥−¨ï áâ�â¨áâ¨ª¨ ¡ë«®
’�¡«¨æ� 2 ‡−�ç¥−¨ï ǫi ¤«ï
¯®«ì§®¢�â¥«¥©

�®«ì§®¢�â¥«ì ǫi, ¬á
U1 1000
U2 800
U3 1200
U4 850
U5 1000
U6 1200
U7 1100
U8 950
U9 800
U10 1200

’�¡«¨æ� 3 ÷¥§ã«ìâ�âë �ãâ¥−-
â¨ä¨ª�æ¨¨ ¯® ª«�¢¨�âãà−®¬ã ¯®-
ç¥àªã ¤«ï ¯®«ì§®¢�â¥«ï U7 (ǫi §�-
¢¨á¨â ®â ¯®«ì§®¢�â¥«ï)

�®«ì§®¢�â¥«ì U7
U1 0,3
U2 0,8
U3 0,1
U4 0,3
U5 0,7
U6 0,2
U7 0,9
U8 0,2
U9 0,7
U10 0,3

¢ë¡à�−® §−�ç¥−¨¥ ǫ = 1100. ÷¥§ã«ìâ�âë íªá¯¥-
à¨¬¥−â®¢ ®¡®¡é¥−ë ¢ â�¡«. 1. �®«ì§®¢�â¥«¨,
ãª�§�−−ë¥ ¢ ¯¥à¢®¬ áâ®«¡æ¥ â�¡«. 1, ¯ëâ�«¨áì
¯à®©â¨ �ãâ¥−â¨ä¨ª�æ¨î ®â ¨¬¥−¨ ¯®«ì§®¢�â¥-
«¥©, ãª�§�−−ëå ¢ ¯¥à¢®© áâà®ª¥ íâ®© â�¡«¨æë;
¢ ïç¥©ª�å ãª�§�−� ç�áâ®â� ãá¯¥å� ¯à®å®¦¤¥−¨ï
�ãâ¥−â¨ä¨ª�æ¨¨.

��¯à¨¬¥à, ¨§ â�¡«. 1 ¢¨¤−®, çâ® ¢ ¡®«ì-
è¨−áâ¢¥ á«ãç�¥¢ ª�¦¤ë© ¯®«ì§®¢�â¥«ì á® §−�-
ç¨â¥«ì−®© ¢¥à®ïâ−®áâìî ¬®¦¥â ¯à®©â¨ ãá¯¥è−®
�ãâ¥−â¨ä¨ª�æ¨î ®â ¨¬¥−¨ ¤àã£®£® ¯®«ì§®¢�â¥-
«ï, çâ® ¯®¤â¢¥à¦¤�¥â ¨§¢¥áâ−ãî á«�¡®áâì �ãâ¥−-
â¨ä¨ª�æ¨¨ ¯® ª«�¢¨�âãà−®¬ã ¯®ç¥àªã. “¬¥−ì-
è¨âì ¢¥à®ïâ−®áâì ãá¯¥è−®© �ãâ¥−â¨ä¨ª�æ¨¨ ®â
¨¬¥−¨ ¤àã£®£® ¯®«ì§®¢�â¥«ï ¬®¦−® ¯ãâ¥¬ ã¢¥-
«¨ç¥−¨ï ç¨á«� ¡¨®¬¥âà¨ç¥áª¨å å�à�ªâ¥à¨áâ¨ª,
¯® ª®â®àë¬ á®¡¨à�¥âáï áâ�â¨áâ¨ª� ¯®«ì§®¢�â¥-
«ï. ��¯à¨¬¥à, ªà®¬¥ ¨−â¥à¢�«®¢ ¬¥¦¤ã −�¦�-
â¨ï¬¨ ãç¨âë¢�âì â�ª¦¥ ¨ ¤«¨â¥«ì−®áâ¨ −�¦�-
â¨© ª«�¢¨è, � â�ª¦¥ ¨á¯®«ì§®¢�âì ¤«ï ª�¦¤®£®
¯®«ì§®¢�â¥«ïUi á¢®¥ §−�ç¥−¨¥ ǫi, â�ª ª�ª íâ� å�-
à�ªâ¥à¨áâ¨ª� â�ª¦¥ ¬®¦¥â à�áá¬�âà¨¢�âìáï ª�ª
®á®¡¥−−®áâì ª«�¢¨�âãà−®£® ¯®ç¥àª�. ‚ ç�áâ-
−®áâ¨, ¢ à�¬ª�å ¯à®¢¥¤¥−−ëå íªá¯¥à¨¬¥−â®¢
ãáâ�−®¢«¥−®, çâ® ¢¥«¨ç¨−� ǫi ¬®¦¥â ¢�àì¨à®-
¢�âìáï ¤«ï à�§−ëå ¯®«ì§®¢�â¥«¥© (â�¡«. 2). „«ï
¯®«ì§®¢�â¥«ï U7 ¯à®¢¥¤¥− íªá¯¥à¨¬¥−â, ¢ ª®-
â®à®¬ ãç¨âë¢�¥âáï §−�ç¥−¨¥ ǫi. ÷¥§ã«ìâ�âë
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¯®¯ëâ®ª ãá¯¥è−®© �ãâ¥−â¨ä¨ª�æ¨¨ íâ®£® ¯®«ì§®¢�â¥«ï ¯à¨¢¥¤¥−ë ¢ â�¡«. 3.
‘à�¢−¨¢�ï §−�ç¥−¨ï ¨§ â�¡«. 3 á® §−�ç¥−¨ï¬¨ ¨§ â�¡«. 1 (áâà®ª�, á®®â¢¥âáâ¢ãîé�ï
¯®«ì§®¢�â¥«î U7), ¬®¦−® á¤¥«�âì ¢ë¢®¤: ¨á¯®«ì§®¢�−¨¥ ¤«ï ª�¦¤®£® ¯®«ì§®-
¢�â¥«ï á®®â¢¥âáâ¢ãîé¥© ¢¥«¨ç¨−ë ǫi ¯®§¢®«ï¥â á−¨§¨âì ¢¥à®ïâ−®áâì ãá¯¥è−®©
�ãâ¥−â¨ä¨ª�æ¨¨ ®â ¨¬¥−¨ ¤àã£®£® ¯®«ì§®¢�â¥«ï. ��¯à¨¬¥à, ¥á«¨ ¯à¨ ǫi = 1100
¯®«ì§®¢�â¥«ì U7 ¬®£ ãá¯¥è−® á ¢¥à®ïâ−®áâìî 1 �ãâ¥−â¨ä¨æ¨à®¢�âìáï ®â ¨¬¥-
−¨ ¯®«ì§®¢�â¥«¥© U4 ¨ U8, â® ¨á¯®«ì§®¢�−¨¥ ¤«ï ª�¦¤®£® ¯®«ì§®¢�â¥«ï á¢®¥£®
§−�ç¥−¨ï ǫi ¯®§¢®«¨«® á−¨§¨âì íâã ¢¥à®ïâ−®áâì ¤® 0,3 ¨ 0,2 á®®â¢¥âáâ¢¥−−®.

3 Схема аутентификации на основе графических паролей

3.1 Математическая модель

�ãâ¥−â¨ä¨ª�æ¨ï −� ®á−®¢¥ £à�ä¨ç¥áª¨å ¯�à®«¥©, ª�ª ¯®ª�§ë¢�îâ ¨áá«¥¤®-
¢�−¨ï, ¯®§¢®«ï¥â ã¯à®áâ¨âì §�¯®¬¨−�−¨¥ ¯�à®«ï [5, 7]. Š à�§«¨ç−ë¬ á¯®á®¡�¬
�ãâ¥−â¨ä¨ª�æ¨¨ ¯® £à�ä¨ç¥áª®¬ã ¯�à®«î, ¢ ç�áâ−®áâ¨, ®â−®áïâáï:

{ á®¥¤¨−¥−¨¥ â®ç¥ª à¥è¥âª¨ ¢ ®¯à¥¤¥«¥−−®© ¯®á«¥¤®¢�â¥«ì−®áâ¨;

{ ¢ë¡®à ¯®¤¬−®¦¥áâ¢� ¨§®¡à�¦¥−¨© ¨§ §�¤�−−®£® −�¡®à� ¨§®¡à�¦¥−¨©;

{ ¢ë¡®à ¬−®¦¥áâ¢� í«¥¬¥−â®¢ −� ä¨ªá¨à®¢�−−®¬ ¨§®¡à�¦¥−¨¨.

�¤−®© ¨§ ãï§¢¨¬®áâ¥© â�ª¨å á¨áâ¥¬ ï¢«ï¥âáï á«�¡®áâì ¯à®â¨¢ �â�ª¨ ¯®¤á¬�âà¨-
¢�−¨ï (shoulder surfing attack), ª®£¤� �â�ªãîé¨© ¨¬¥¥â ¢®§¬®¦−®áâì −�¡«î¤�âì
¢¢®¤¨¬ë© £à�ä¨ç¥áª¨© ¯�à®«ì [7]. Šà®¬¥ â®£®, ¯®«ì§®¢�â¥«ì ®¡ï§�− ¢ â®ç−®áâ¨
¢®á¯à®¨§¢¥áâ¨ £à�ä¨ç¥áª¨© ¯�à®«ì ¤«ï ãá¯¥è−®© �ãâ¥−â¨ä¨ª�æ¨¨. ‚ −�áâ®ïé¥©
à�¡®â¥ ¯à¥¤«�£�¥âáï áå¥¬� �ãâ¥−â¨ä¨ª�æ¨¨ ¯® £à�ä¨ç¥áª®¬ã ¯�à®«î, ª®â®à�ï,
á ®¤−®© áâ®à®−ë, áãé¥áâ¢¥−−® §�âàã¤−ï¥â �â�ªã ¯®¤á¬�âà¨¢�−¨ï, � á ¤àã£®©
áâ®à®−ë, ¯®§¢®«ï¥â ¯®«ì§®¢�â¥«î ¤®¯ãáª�âì −¥¡®«ìè®¥ ç¨á«® ®è¨¡®ª ¯à¨ �ãâ¥−-
â¨ä¨ª�æ¨¨. �¯¨è¥¬ ¯à¥¤«�£�¥¬ë© á¯®á®¡ �ãâ¥−â¨ä¨ª�æ¨¨.

‚ ®á−®¢¥ á¯®á®¡� «¥¦¨â ¨á¯®«ì§®¢�−¨¥ FV(89, 6, 9, 79, 2)-áå¥¬ë. �à¨ íâ®¬
à�§¬¥à −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� á®áâ�¢«ï¥â 144 ¡�©â�. ‚ ª�ç¥áâ¢¥
®â®¡à�¦¥−¨ï md ¨á¯®«ì§ã¥âáï �«£®à¨â¬ CRC16 (â�ª ª�ª ¯®«¥ F89, â® ¢ ª�ç¥áâ¢¥
ª®−âà®«ì−®© áã¬¬ë ¡¥àãâáï 14 ¡¨â §−�ç¥−¨ï, ¢ëç¨á«¥−−®£® á ¯®¬®éìî CRC16),
â�ª¨¬ ®¡à�§®¬ ¤«¨−� á¥ªà¥â� ã¢¥«¨ç¨¢�¥âáï −� 2 á¨¬¢®«� ¯®«ï F89 ¨ ç¨á«® ¨á¯à�¢-
«ï¥¬ëå (¤®¯ãáª�¥¬ëå ¯®«ì§®¢�â¥«¥¬) ®è¨¡®ª à�¢−® t− (k+c) = 9− (6+2) = 1.
‚ á¨áâ¥¬¥ S ä¨ªá¨àã¥âáï −�¡®à P = {p1, . . . , p88} ¨§®¡à�¦¥−¨© (¨§®¡à�¦¥−¨©
¨¬¥−−® 88, � −¥ 89, çâ®¡ë ¡ë«® ã¤®¡−® à�§¬¥áâ¨âì −� íªà�−¥ ¢á¥ ¨§®¡à�¦¥−¨ï
¢ ¯àï¬®ã£®«ì−®© â�¡«¨æ¥ à�§¬¥à� 8 × 11). ‚ ª�ç¥áâ¢¥ â�ª®£® −�¡®à� P ¢ à�¡®â¥
¢ë¡à�−® ¬−®¦¥áâ¢® ¨¤¥®£à�¬¬, ¨á¯®«ì§ã¥¬ëå ¢ í«¥ªâà®−−ëå á®®¡é¥−¨ïå ¨ ¢¥¡-
áâà�−¨æ�å. Š�¦¤®¬ã ¨§®¡à�¦¥−¨î áâ�¢¨âáï ®¤−®§−�ç−® ¢ á®®â¢¥âáâ¢¨¥ í«¥¬¥−â
¯®«ï F89; ¯ãáâì ξ : P → F89 | â�ª®¥ á®®â¢¥âáâ¢¨¥. ��¡®à P ¨ á®®â¢¥âáâ¢¨¥ ξ −¥
ï¢«ïîâáï á¥ªà¥â−ë¬¨. ’�ª¦¥ ¯ãáâì U = {u1, . . . , u88} | −�¡®à á¨¬¢®«®¢ (£àã¯¯
á¨¬¢®«®¢), ª®â®àë¥ ¬®£ãâ ¡ëâì −�¡à�−ë −� ª«�¢¨�âãà¥, S88 | á¨¬¬¥âà¨ç¥áª�ï
£àã¯¯� ¯®¤áâ�−®¢®ª −� ¬−®¦¥áâ¢¥ {1, . . . , 88}.
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

�� íâ�¯¥ à¥£¨áâà�æ¨¨ á«ãç�©−ë¬ ®¡à�§®¬ £¥−¥-

÷¨á. 2 �à¨¬¥à ä®à¬¨àã-
¥¬®£® ¨§®¡à�¦¥−¨ï

à¨àã¥âáï ¯®¤áâ�−®¢ª� σ ∈ S88 ¨ ¯® ª�¦¤®¬ã ¨§®¡à�-
¦¥−¨î pi ∈ P ä®à¬¨àã¥âáï −®¢®¥ ¨§®¡à�¦¥−¨¥ p′i,
á®áâ®ïé¥¥ ¨§ ¨§®¡à�¦¥−¨ï pi ¨ á¨¬¢®«� uσ(i); ¤«ï

ã¤®¡áâ¢� ¨§®¡à�¦¥−¨¥ p′i ®¡®§−�ç¨¬ ¯�à®© (pi, uσ(i)).
�� à¨á. 2 ¯®ª�§�− ¯à¨¬¥à áä®à¬¨à®¢�−−®£® ¨§®¡à�-
¦¥−¨ï p′i ¢ á«ãç�¥, ª®£¤� pi | á¬�©«¨ª, � uσ(i) |

á¨¬¢®« ú%û. ��¡®à P′, áä®à¬¨à®¢�−−ë© â�ª¨¬
®¡à�§®¬, ®â®¡à�¦�¥âáï −� íªà�−¥. �®«ì§®¢�â¥«ì ¯®-
á«¥¤®¢�â¥«ì−® ¢ë¡¨à�¥â ¯®¤¬−®¦¥áâ¢® P ⊂ P ¬®é-
−®áâ¨ 9, P = {pi1 , . . . , pi9}, ¢¢®¤ï −� ª«�¢¨�âãà¥ á®®â¢¥âáâ¢ãîé¨¥ ¢ë¡à�−−ë¬
¨§®¡à�¦¥−¨ï¬ á¨¬¢®«ë uσ(i1), . . . , uσ(i9) (−�¡®à P §¤¥áì ¨£à�¥â à®«ì ¬−®¦¥-
áâ¢� A, ¨á¯®«ì§®¢�−−®£® −� à¨á. 1, �, á ¯®¬®éìî ª®â®à®£® §�ªàë¢�¥âáï á¥ªà¥â
s). �®àï¤®ª −�¡®à� á¨¬¢®«®¢, á®®â¢¥âáâ¢ãîé¨å ¢ë¡à�−−ë¬ ¨§®¡à�¦¥−¨ï¬, −¥
¨¬¥¥â §−�ç¥−¨ï. �® −�¡®àã P ä®à¬¨àã¥âáï −�¡®à A = {ξ(pi1), . . . , ξ(pi9)},
á ¯®¬®éìî ª®â®à®£® ¨ á ¯®¬®éìî �«£®à¨â¬� LOCK á«ãç�©−® á£¥−¥à¨à®¢�−−ë©
¯�à®«ì s ∈ F

6
89 §�ªàë¢�¥âáï ¢ §�é¨é¥−−®¬ åà�−¨«¨é¥ V (á¬. à¨á. 1, �). �â¬¥-

â¨¬, çâ® ¢¢®¤¨¬ë¥ ¯®«ì§®¢�â¥«¥¬ á¨¬¢®«ë −¥ ®â®¡à�¦�îâáï −� íªà�−¥. ’�ª¨¬
®¡à�§®¬, ¤«ï ¯à®¢¥¤¥−¨ï �â�ª¨ ¯®¤á¬�âà¨¢�−¨ï −�¡«î¤�â¥«î −¥®¡å®¤¨¬® ®¤-
−®¢à¥¬¥−−® á«¥¤¨âì, ª�ª¨¥ ª«�¢¨è¨ −�¦¨¬�¥â ¯®«ì§®¢�â¥«ì, ¨ á®¯®áâ�¢«ïâì ¨å
á ª�àâ¨−ª�¬¨ p′i, ®â®¡à�¦¥−−ë¬¨ −� íªà�−¥, çâ® §�âàã¤−ï¥â ¯à®¢¥¤¥−¨¥ â�ª®©
�â�ª¨.

�� íâ�¯¥ �ãâ¥−â¨ä¨ª�æ¨¨ £¥−¥à¨àã¥âáï á«ãç�©−�ï ¯¥à¥áâ�−®¢ª� σ̃ ¨ ®â®¡à�-

¦�¥âáï −�¡®à P̃′ = {(p1, uσ̃(1)), . . . , (p88, uσ̃(88))}. ‡�¬¥â¨¬, çâ® ¯¥à¥áâ�−®¢ª� σ̃
¢ë¡¨à�¥âáï −¥§�¢¨á¨¬® ®â ¯¥à¥áâ�−®¢ª¨ σ, ¨á¯®«ì§®¢�−−®© −� íâ�¯¥ à¥£¨áâà�æ¨¨.
�®«ì§®¢�â¥«ì ä®à¬¨àã¥â ¬−®¦¥áâ¢® A′, −�¡¨à�ï −� ª«�¢¨�âãà¥ á¨¬¢®«ë, á®®â-
¢¥âáâ¢ãîé¨¥ ¨§®¡à�¦¥−¨ï¬, ¢ë¡à�−−ë¬ ¨¬ −� íâ�¯¥ à¥£¨áâà�æ¨¨, ¨ ¯à¨¬¥−ïï
ª ®â¬¥ç¥−−ë¬ ¨§®¡à�¦¥−¨ï¬ á®®â¢¥âáâ¢¨¥ ξ. �à¨ íâ®¬ ¯®àï¤®ª −�¡®à� −¥ ¨¬¥¥â
§−�ç¥−¨ï, â. ¥. íâ®â ¯®àï¤®ª ¬®¦¥â −¥ á®¢¯�¤�âì ¢ â®ç−®áâ¨ á ¯®àï¤ª®¬ −�¡®à�
−� íâ�¯¥ à¥£¨áâà�æ¨¨. ‡�¬¥â¨¬, á¯®á®¡−®áâì −¥ ãç¨âë¢�âì −¥â®ç−®áâ¨ ¢ ¯®àï¤ª¥
−�¡®à� ¯à¨¢®¤¨â ª −¥ª®â®à®¬ã á−¨¦¥−¨î áâ®©ª®áâ¨ ¯® áà�¢−¥−¨î á á¨áâ¥¬�¬¨,
£¤¥ ãç¨âë¢�¥âáï ¯®àï¤®ª −� ¢¢®¤¨¬ëå �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−−ëå. �â¬¥â¨¬
â�ª¦¥, çâ® ¬−®¦¥áâ¢® −�¡¨à�¥¬ëå −� íâ�¯¥ �ãâ¥−â¨ä¨ª�æ¨¨ á¨¬¢®«®¢ ¬®¦¥â ®â-
«¨ç�âìáï ®â á¨¬¢®«®¢, −�¡¨à�¥¬ëå −� íâ�¯¥ à¥£¨áâà�æ¨¨, â�ª ª�ª ¯®¤áâ�−®¢ª¨ σ
¨ σ̃ £¥−¥à¨àãîâáï −¥§�¢¨á¨¬®. ‘ ¯®¬®éìî −�¡®à� A′, åà�−¨«¨é� V ¨ �«£®à¨â¬�
UNLOCK ¢ë¯®«−ï¥âáï ¯®¯ëâª� ®âªàëâ¨ï V ¤«ï ¨§¢«¥ç¥−¨ï á¥ªà¥â� s′ (á¬.
à¨á. 1, ¡).

‚ á®®â¢¥âáâ¢¨¨ á ãâ¢¥à¦¤¥−¨¥¬ 1, ¯à¨ ¢ë¡à�−−ëå ¯�à�¬¥âà�å ¯®«ì§®¢�-
â¥«ì ¬®¦¥â ¤®¯ãáâ¨âì ®¤−ã ®è¨¡ªã, − log2(pV ) ≈ 32,7 ¨ log2 |SV | = 2,19 (¯à¨
µ = 2−5). ‡−�ç¥−¨¥ log2 |SV | ¬�«®, â. ¥. ¬®é−®áâì ¬−®¦¥áâ¢� ª�−¤¨¤�â®¢ −� ¨−-
ä®à¬�æ¨®−−®¥ á®®¡é¥−¨¥ â�ª¦¥ ¬�«¥−ìª�ï. �¤−�ª® ¢ëç¨á«¨â¥«ì−�ï á«®¦−®áâì
¯®áâà®¥−¨ï ¬−®¦¥áâ¢� SV , ¢ á¨«ã §�¬¥ç�−¨ï 1, ¤®áâ�â®ç−® ¡®«ìè�ï | O(239).
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“á¨«¨âì áâ®©ª®áâì (ã¢¥«¨ç¨âì §−�ç¥−¨¥ SV ) ¬®¦−® §� áç¥â ã¢¥«¨ç¥−¨ï ¬®é−®áâ¨
¯®«ï Fq. ��¯à¨¬¥à, ¯à¨ ã¢¥«¨ç¥−¨¨ ¯®«ï ¤® F1024 ¯®«ãç¨¬: − log2(pV ) ≈ 61
¨ log2 |SV | = 24,77. �¤−�ª® íâ® ¬®¦¥â §�âàã¤−¨âì ®â®¡à�¦¥−¨¥ ¢á¥£® −�¡®à�
ª�àâ¨−®ª (ª®«¨ç¥áâ¢® ®â®¡à�¦�¥¬ëå à�§«¨ç−ëå ª�àâ¨−®ª ¯à�ªâ¨ç¥áª¨ à�¢−®
¬®é−®áâ¨ ¯®«ï). ‚ ç�áâ−®áâ¨, −¥®¡å®¤¨¬® «¨¡® ã¬¥−ìè�âì à�§¬¥àë ª�àâ¨−®ª
(¤«ï à�§¬¥é¥−¨ï ¨å ¢á¥å −� ®¤−®¬ íªà�−¥), «¨¡® à�§¡¨¢�âì ¬−®¦¥áâ¢® ª�àâ¨−®ª
−� ¯®á«¥¤®¢�â¥«ì−® ®â®¡à�¦�¥¬ë¥ áâà�−¨æë á ¨§®¡à�¦¥−¨ï¬¨. ��¯à¨¬¥à, ¯à¨
q = 1024 ¢®§¬®¦−® ®â®¡à�¦¥−¨¥ 9 áâà�−¨æ, −� ª�¦¤®© ¨§ ª®â®àëå ¬®¦¥â ¡ëâì
à�§¬¥é¥−® ¤® 11 × 11 = 121 ª�àâ¨−®ª. ‚® ¢á¥å íâ¨å á«ãç�ïå ¯à¥¤áâ�¢«ï¥â-
áï, çâ® ã¤®¡áâ¢® ¨á¯®«ì§®¢�−¨ï â�ª®£® ¬¥â®¤� �ãâ¥−â¨ä¨ª�æ¨¨ ¡ã¤¥â −�àãè¥−®.
’�ª¨¬ ®¡à�§®¬, −¥®£à�−¨ç¥−−® ã¢¥«¨ç¨¢�âì ¬®é−®áâì ¯®«ï −¥ ¯à¥¤áâ�¢«ï¥âáï
æ¥«¥á®®¡à�§−ë¬.

‡�¬¥â¨¬ â�ª¦¥, çâ® ¯à¨ ã¢¥«¨ç¥−¨¨ ¤«¨−ë ¨áâ¨−−®£® ¯�à®«ï s á 6 ¤® 8 á¨¬-
¢®«®¢ á á®åà�−¥−¨¥¬ ®¤−®© ¤®¯ãáâ¨¬®© ®è¨¡ª¨ ¯®âà¥¡ã¥âáï ã¢¥«¨ç¨âì ¬®é−®áâì
¬−®¦¥áâ¢� ¨§®¡à�¦¥−¨© t á 9 ¤® 11 ¨§®¡à�¦¥−¨©, çâ® ¡ã¤¥â á®®â¢¥âáâ¢®¢�âì áå¥¬¥
−¥ç¥âª®£® åà�−¨«¨é� FV(89, 8, 11, 79, 1). “¢¥«¨ç¥−¨¥ ç¨á«� ¤®¯ãáâ¨¬ëå ®è¨¡®ª
â�ª¦¥ ¯®âà¥¡ã¥â ã¢¥«¨ç¥−¨ï t −� á®®â¢¥âáâ¢ãîé¥¥ ç¨á«® ¨§®¡à�¦¥−¨©.

3.2 Результаты экспериментов

‚ à�¡®â¥ ¯à®¢¥¤¥−ë íªá¯¥à¨¬¥−âë á æ¥«ìî ¢ëï¢«¥−¨ï ®á®¡¥−−®áâ¥© �ãâ¥−â¨-
ä¨ª�æ¨¨ −� ®á−®¢¥ £à�ä¨ç¥áª¨å ¯�à®«¥©. „«ï íâ®£® â�ª®© á¯®á®¡ �ãâ¥−â¨ä¨ª�-
æ¨¨ áà�¢−¨¢�«áï á ª«�áá¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¥© −� ®á−®¢¥ á¨¬¢®«ì−®£® ¯�à®«ï.
‚ á«ãç�¥ �ãâ¥−â¨ä¨ª�æ¨¨ ¯® á¨¬¢®«ì−®¬ã ¯�à®«î ¯®«ì§®¢�â¥«î £¥−¥à¨à®¢�«áï
¯á¥¢¤®á«ãç�©−ë¬ ®¡à�§®¬ ¯�à®«ì p ¤«¨−®© 6 á¨¬¢®«®¢, á®áâ®ïé¨© ¨§ �à�¡áª¨å
æ¨äà, áâà®ç−ëå ¨ §�£«�¢−ëå ¡ãª¢ «�â¨−áª®£® �«ä�¢¨â� (¢á¥£® 62 á¨¬¢®«�). ‚®
¢â®à®¬ á«ãç�¥ ¤«ï ¯®«ì§®¢�â¥«ï ¯á¥¢¤®á«ãç�©−® £¥−¥à¨à®¢�«áï ¯�à®«ì s ¤«¨-
−®© 6 á¨¬¢®«®¢ −�¤ ¯®«¥¬ F89, ª®â®àë© §�ªàë¢�«áï ¢ §�é¨é¥−−®¬ åà�−¨«¨é¥
á ¯®¬®éìî 9 ¢ë¡à�−−ëå ¯®«ì§®¢�â¥«¥¬ ¨§®¡à�¦¥−¨© (¨§®¡à�¦¥−¨ï ¢ë¡¨à�îâáï
¨§ 88 ¨§®¡à�¦¥−¨©, à�§¬¥é¥−−ëå ¢ ¯àï¬®ã£®«ì−®© â�¡«¨æ¥ à�§¬¥à� 8 × 11 ïç¥-
¥ª). �â¬¥â¨¬, çâ® í−âà®¯¨ï á¨¬¢®«ì−®£® ¯�à®«ï p à�¢−� 6 log2(62) ≈ 35,72,
� í−âà®¯¨ï £à�ä¨ç¥áª®£® ¯�à®«ï A à�¢−� − log2(pV ) ≈ 32,7. „àã£¨¬¨ á«®-
¢�¬¨, ¯�à�¬¥âàë íªá¯¥à¨¬¥−â� ¢ë¡à�−ë â�ª, çâ®¡ë ®¡� ¯�à®«ï ®¡¥á¯¥ç¨¢�«¨
¯à¨¡«¨§¨â¥«ì−® ®¤¨−�ª®¢ãî áâ®©ª®áâì ª ¯®¤¡®àã.

–¥«ìî íªá¯¥à¨¬¥−â� ï¢«ï¥âáï ®¯à¥¤¥«¥−¨¥ â®£®, ¬®¦¥â «¨ £à�ä¨ç¥áª¨© ¯�-
à®«ì ¡ëâì ¡®«¥¥ ã¤®¡−®© �«ìâ¥à−�â¨¢®© á¨¬¢®«ì−®¬ã ¯�à®«î (ª®£¤� ®¡� ¯�à®«ï
®¡¥á¯¥ç¨¢�îâ ®¤¨−�ª®¢ãî áâ®©ª®áâì). �®á«¥ à¥£¨áâà�æ¨¨ ¯®«ì§®¢�â¥«ì ¯à®å®-
¤¨â �ãâ¥−â¨ä¨ª�æ¨î ¤¢ã¬ï á¯®á®¡�¬¨: á ¯®¬®éìî £à�ä¨ç¥áª®£® ¨ á¨¬¢®«ì−®-
£® ¯�à®«ï. „«ï ãá¯¥è−®© �ãâ¥−â¨ä¨ª�æ¨¨ £à�ä¨ç¥áª¨¬ ¯�à®«¥¬ −¥®¡å®¤¨¬®
¯à�¢¨«ì−® ãª�§�âì «î¡ë¥ 8 ¨§®¡à�¦¥−¨© ¨§ ¢ë¡à�−−ëå (¢ «î¡®¬ ¯®àï¤ª¥).
‘¨¬¢®«ì−ë© ¯�à®«ì −¥®¡å®¤¨¬® ¢®á¯à®¨§¢¥áâ¨ ¡¥§ ®è¨¡®ª. ‚ ª�ç¥áâ¢¥ à¥-
§ã«ìâ�â� ä¨ªá¨àã¥âáï ç¨á«® ¯®¯ëâ®ª, ª®â®à®¥ ¯®âà¥¡®¢�«®áì ¯®«ì§®¢�â¥«î ¤«ï
�ãâ¥−â¨ä¨ª�æ¨¨.
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

�ªá¯¥à¨¬¥−â à¥£ã«ïà−® ¯®¢â®àï«áï
’�¡«¨æ� 4 ‘à�¢−¥−¨¥ áà¥¤−¨å ãà®¢-
−¥© ¯®ª�§�â¥«ï ç¨á«� ¯®¯ëâ®ª ¤«ï á¨¬-
¢®«ì−®£® ¨ £à�ä¨ç¥áª®£® á¯®á®¡®¢ �ã-
â¥−â¨ä¨ª�æ¨¨

��à®«ì —¨á«® ¯®¯ëâ®ª
‘¨¬¢®«ì−ë© 1,85± 1,42
ƒà�ä¨ç¥áª¨© 1,2± 0,52

p = 0,0008

á æ¥«ìî ¢ëï¢«¥−¨ï áâ�â¨áâ¨ç¥áª¨ §−�ç¨¬®-
£® à�§«¨ç¨ï ¬¥¦¤ã ¢ë¡à�−−ë¬¨ á¯®á®¡�¬¨
�ãâ¥−â¨ä¨ª�æ¨¨. ‘à�¢−¥−¨¥ áà¥¤−¨å ãà®¢-
−¥© ¢ £àã¯¯�å ¯à®¢®¤¨«®áì á ¯®¬®éìî ªà¨-
â¥à¨ï ‚¨«ª®ªá®−� ¤«ï á¢ï§�−−ëå ¢ë¡®à®ª,
� ¨¬¥−−®: ¯à®¢¥àï«�áì −ã«¥¢�ï £¨¯®â¥§�
®¡ ®âáãâáâ¢¨¨ à�§«¨ç¨© ¢ ¬¥â®¤�å �ãâ¥−-
â¨ä¨ª�æ¨¨; �«ìâ¥à−�â¨¢−�ï (à�¡®ç�ï) £¨-
¯®â¥§� | à�§«¨ç¨ï áãé¥áâ¢ãîâ. ÷�§«¨ç¨ï
¯à¨§−�¢�«¨áì áâ�â¨áâ¨ç¥áª¨ §−�ç¨¬ë¬¨ −� ãà®¢−¥ p < 0,05. �ë«® ¯à®¢¥¤¥-
−® 40 −�¡«î¤¥−¨©, ¢ª«îç�îé¨å 10 ¯®«ì§®¢�â¥«¥©. ‘à�¢−¥−¨¥ áà¥¤−¨å ãà®¢−¥©
ç¨á«� ¯®¯ëâ®ª, ¯®âà¥¡®¢�¢è¨åáï ¯®«ì§®¢�â¥«ï¬ ¤«ï �ãâ¥−â¨ä¨ª�æ¨¨, ¯®§¢®«¨«®
¢ëï¢¨âì áâ�â¨áâ¨ç¥áª¨ §−�ç¨¬ë¥ à�§«¨ç¨ï ¬¥¦¤ã ¢ë¡à�−−ë¬¨ á¯®á®¡�¬¨ (á¬.
â�¡«. 4, £¤¥ ¯à¥¤áâ�¢«¥−ë áà¥¤−¨¥ §−�ç¥−¨ï ç¨á«� ¯®¯ëâ®ª �ãâ¥−â¨ä¨ª�æ¨¨ ±
± áà¥¤−¥ª¢�¤à�â¨ç−®¥ ®âª«®−¥−¨¥). ‡−�ç¥−¨¥ p ¢ â�¡«¨æ¥ á®®â¢¥âáâ¢ã¥â ¢¥à®ïâ-
−®áâ¨ á®¢¥àè¥−¨ï áâ�â¨áâ¨ç¥áª®© ®è¨¡ª¨ ¯¥à¢®£® à®¤�: ®è¨¡®ç−®£® ®âª«®−¥−¨ï
−ã«¥¢®© £¨¯®â¥§ë. ÷�áç¥âë ¯à®¨§¢®¤¨«¨áì á ¯®¬®éìî á¥à¢¨á� Statzilla [17]. �®-
«ãç¥−−®¥ §−�ç¥−¨¥ p = 0,0008 §−�ç¨â¥«ì−® −¨¦¥ ¢ë¡à�−−®£® ãà®¢−ï §−�ç¨¬®áâ¨
¨ ¯®§¢®«ï¥â ®âª«®−¨âì £¨¯®â¥§ã ®¡ ®âáãâáâ¢¨¨ à�§«¨ç¨© ¢ £àã¯¯�å ¢ ¯®«ì§ã à�-
¡®ç¥© £¨¯®â¥§ë. ‘à¥¤−¥¥ ç¨á«® ¯®¯ëâ®ª á¨¬¢®«ì−®© �ãâ¥−â¨ä¨ª�æ¨¨ ®ª�§�«®áì
¢ëè¥. �� à¨á. 3 ¯à¨¢¥¤¥−� ¤¨�£à�¬¬� à�§¬�å� ¤«ï ç¨á«� ¯®¯ëâ®ª �ãâ¥−â¨-
ä¨ª�æ¨¨ ®¡®¨¬¨ á¯®á®¡�¬¨. Š�ª ¢¨¤−® ¨§ ¤¨�£à�¬¬ë, ¬�ªá¨¬�«ì−®¥ ç¨á«®
¯®¯ëâ®ª á¨¬¢®«ì−®© �ãâ¥−â¨ä¨ª�æ¨¨ á®áâ�¢«ï¥â 6, £à�ä¨ç¥áª®© | 3. Œ¥¤¨-

÷¨á. 3 „¨�£à�¬¬� à�§¬�å� ¤«ï ç¨á«� ¯®¯ëâ®ª �¢â®à¨§�æ¨¨
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�−−®¥ §−�ç¥−¨¥ ç¨á«� ¯®¯ëâ®ª �ãâ¥−â¨ä¨ª�æ¨¨ ¤«ï ®¡®¨å á¯®á®¡®¢ á®¢¯�¤�¥â
¨ á®áâ�¢«ï¥â 1 ¯®¯ëâªã. �à¨ íâ®¬ ¤«ï á¨¬¢®«ì−®£® á¯®á®¡� �ãâ¥−â¨ä¨ª�æ¨¨ §−�-
ç¥−¨ï, ¯®¯�¢è¨¥ ¢ ¨−â¥àª¢�àâ¨«ì−ë© à�§¬�å (â. ¥. æ¥−âà�«ì−ë¥ 50% −�¡«î¤¥−¨©
¢ë¡®àª¨), á®áâ�¢«ïîâ ®â 1 ¤® 2 ¯®¯ëâ®ª, çâ® ¢ëè¥ á®®â¢¥âáâ¢ãîé¨å §−�ç¥−¨©
¤«ï £à�ä¨ç¥áª®£® á¯®á®¡�, á®¢¯�¤�îé¨å á ¬¥¤¨�−®© ¨ á®áâ�¢«ïîé¨å 1 ¯®¯ëâªã.

�� ®á−®¢¥ ¯®«ãç¥−−®£® à¥§ã«ìâ�â� ¬®¦−® á¤¥«�âì ¢ë¢®¤, çâ® £à�ä¨ç¥áª¨©
á¯®á®¡ �ãâ¥−â¨ä¨ª�æ¨¨ ¢ë§ë¢�¥â ¬¥−ìèãî −�£àã§ªã −� ¯�¬ïâì ¯®«ì§®¢�â¥«ï.
‘â®¨â ®â¬¥â¨âì, ®¤−�ª®, çâ® ¯®¯ëâª� £à�ä¨ç¥áª®© �ãâ¥−â¨ä¨ª�æ¨¨ §�−¨¬�¥â
§−�ç¨â¥«ì−® ¡®«ìè¥ ¢à¥¬¥−¨ (¯®àï¤ª� 1 ¬¨−), ç¥¬ ¯®¯ëâª� �ãâ¥−â¨ä¨ª�æ¨¨
á¨¬¢®«ì−ë¬ ¯�à®«¥¬ (¯®àï¤ª� 10{20 á), çâ® −¥ ¡ë«® ®âà�¦¥−® ¢ ¤¨§�©−¥ íªá¯¥-
à¨¬¥−â�.

4 Заключение

‚ ¯à¥¤«�£�¥¬®© ¬®¤¥«¨ −� ®á−®¢¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¢¬¥áâ®
¯à¨¬¥−ï¥¬®£® �«£®à¨â¬� ¨−â¥à¯®«ïæ¨¨ ¬®¦¥â ¯à¨¬¥−ïâìáï ª�ª®©-«¨¡® íää¥ª-
â¨¢−ë© �«£®à¨â¬ ¤¥ª®¤¨à®¢�−¨ï ª®¤®¢ ÷¨¤�{‘®«®¬®−�. �â®, ¢ ç�áâ−®áâ¨, ¯®§¢®-
«¨â åà�−¨âì á¥ªà¥âë ¡®«ìè¥© ¤«¨−ë ¯à¨ â¥å ¦¥ ¯�à�¬¥âà�å q, t ¨ r. ��¯à¨¬¥à,
¥á«¨ c = 1, â® ¬�ªá¨¬�«ì−�ï ¤«¨−� á¥ªà¥â� ¯à¨ ¨á¯®«ì§®¢�−¨¨ ®â®¡à�¦¥−¨ï md
(¢ ¯à®æ¥áá¥ ¤¥ª®¤¨à®¢�−¨ï) ¬®¦¥â ¡ëâì t − 3, ª®£¤� ¤®¯ãáª�¥âáï ®¤−� ®è¨¡ª�.
…á«¨ ¦¥ ¨á¯®«ì§ã¥âáï ¤¥ª®¤¥à ª®¤� ÷¨¤�{‘®«®¬®−�, â® ¬�ªá¨¬�«ì−�ï ¤«¨−�
á¥ªà¥â� ¬®¦¥â ¡ëâì −� ®¤¨− á¨¬¢®« ¡®«ìè¥ | (t− 2)| ¨ ¯à¨ íâ®¬ â�ª¦¥ ¬®¦¥â
¡ëâì ¨á¯à�¢«¥−� ®¤−� ®è¨¡ª�. �à¨ ¨á¯®«ì§®¢�−¨¨ ¨§¢¥áâ−ëå ¯®«¨−®¬¨�«ì−ëå
¯® á«®¦−®áâ¨ ¤¥ª®¤¥à®¢ ¬®¦¥â ã¬¥−ìè¨âìáï ¢à¥¬ï �ãâ¥−â¨ä¨ª�æ¨¨, â�ª ª�ª
¯¥à¥¡®à ¯® ¯®¤¬−®¦¥áâ¢�¬ −�¡®à� (4) ¨¬¥¥â −¥¯®«¨−®¬¨�«ì−ãî ®â k á«®¦−®áâì.

�¥á¬®âàï −� â® çâ® ¯®áâà®¥−−�ï áå¥¬� �ãâ¥−â¨ä¨ª�æ¨¨ ¯® ª«�¢¨�âãà−®¬ã ¯®-
ç¥àªã −¥ ¬®¦¥â ¯à¨¬¥−ïâìáï á�¬®áâ®ïâ¥«ì−®, íâ®â ¬¥â®¤ ¬®¦¥â −�©â¨ ¯à¨¬¥−¥−¨¥
¢ ª�ç¥áâ¢¥ ¤®¯®«−¨â¥«ì−®£® áà¥¤áâ¢� �ãâ¥−â¨ä¨ª�æ¨¨, ª®â®à®¥ ¬®¦¥â ¯à¨¬¥-
−ïâìáï, −�¯à¨¬¥à ¯à¨ ã¤�«¥−−®© �ãâ¥−â¨ä¨ª�æ¨¨ ¯®«ì§®¢�â¥«ï ¤«ï á−¨¦¥−¨ï
à¨áª� −¥á�−ªæ¨®−¨à®¢�−−®£® ¤®áâã¯� [18]. �ãâ¥−â¨ä¨ª�æ¨ï ¯® ª«�¢¨�âãà−®¬ã
¯®ç¥àªã ¬®¦¥â ¢ë¯®«−ïâìáï ¯¥à¨®¤¨ç¥áª¨ ¢ â¥ç¥−¨¥ á¥�−á� à�¡®âë ¯®«ì§®¢�â¥«ï
¤«ï ¯à®¢¥àª¨ â®£®, çâ® ¢ á¨áâ¥¬¥ à�¡®â�¥â �¢â®à¨§®¢�−−ë© ¯®«ì§®¢�â¥«ì. �à¨
íâ®¬ −¥ã¤�ç−�ï �ãâ¥−â¨ä¨ª�æ¨ï −¥ ®¡ï§�â¥«ì−® ¤®«¦−� ¯à¨¢®¤¨âì ª ¡«®ª¨à®¢�-
−¨î á¥�−á� ¯®«ì§®¢�â¥«ï, ®¤−�ª® íâ® ¬®¦¥â ¡ëâì á¨£−�«®¬ ¤«ï �¤¬¨−¨áâà�â®à�.
��¯à¨¬¥à, ã¤�«¥−−®¥ ¢ë¯®«−¥−¨¥ á�¬®áâ®ïâ¥«ì−®© à�¡®âë áâã¤¥−â�¬¨ ¬®¦¥â
¤®¯®«−¨â¥«ì−® ª®−âà®«¨à®¢�âìáï ª«�¢¨�âãà−ë¬ ¯®ç¥àª®¬, áâ�â¨áâ¨ª� ¤«ï ª®â®-
à®£® á®¡¨à�«�áì ¢ â¥ç¥−¨¥, −�¯à¨¬¥à, á¥¬¥áâà�. �¥ã¤�ç−�ï ¯®¯ëâª� ¯à®å®¦¤¥−¨ï
�ãâ¥−â¨ä¨ª�æ¨¨ ¯® ª«�¢¨�âãà−®¬ã ¯®ç¥àªã −¥ ¬®¦¥â á«ã¦¨âì ¯à¥¯ïâáâ¢¨¥¬ ª ¢ë-
¯®«−¥−¨î á�¬®áâ®ïâ¥«ì−®© à�¡®âë áâã¤¥−â®¬, ®¤−�ª® ¤«ï ¯à¥¯®¤�¢�â¥«ï â�ª�ï
¯®¯ëâª� ¬®¦¥â ¡ëâì ¯à¨ç¨−®© ¤®¯®«−¨â¥«ì−®£® ®¯à®á� áâã¤¥−â�, −�¯à¨¬¥à ¯à¨
¢áâà¥ç¥ ¢ �ã¤¨â®à¨¨. ‘â®¨â ®â¬¥â¨âì, çâ® ¯à¥¤«®¦¥−−ë© ¢ ª�ç¥áâ¢¥ ¤®¯®«−¨-
â¥«ì−®£® áà¥¤áâ¢� �ãâ¥−â¨ä¨ª�æ¨¨ á¯®á®¡ ®¡«�¤�¥â àï¤®¬ ¯à¥¨¬ãé¥áâ¢: ®− ¯à®áâ
¢ à¥�«¨§�æ¨¨, áªàëâ ®â ¯®«ì§®¢�â¥«ï ¨ −¥ âà¥¡ã¥â ¤®¯®«−¨â¥«ì−ëå §�âà�â −�
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�à¨¬¥−¥−¨¥ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¤«ï ¨á¯à�¢«¥−¨ï −¥â®ç−®áâ¥© ¢ ¤�−−ëå

®¡®àã¤®¢�−¨¥. �à¥¤áâ�¢«ï¥âáï, çâ® ¤«ï á−¨¦¥−¨ï ¢¥à®ïâ−®áâ¨ «®¦−®© �ãâ¥−â¨-
ä¨ª�æ¨¨ ¢®§¬®¦−® ¨á¯®«ì§®¢�−¨¥ ¤¢ãå §�é¨é¥−−ëå åà�−¨«¨é | ¯® ª�¦¤®¬ã
−� ®¤−ã ¨§ å�à�ªâ¥à¨áâ¨ª ª«�¢¨�âãà−®£® ¯®ç¥àª� (¤«ï ¨−â¥à¢�«®¢ ¬¥¦¤ã −�¦�-
â¨ï¬¨ ¨ ¤«ï ¤«¨â¥«ì−®áâ¥© ã¤¥à¦�−¨ï ª«�¢¨è). ��à®«¥¬ ¤«ï á¨áâ¥¬ë S ¢ íâ®¬
á«ãç�¥ ¬®¦¥â á«ã¦¨âì ¯®á¨¬¢®«ì−�ï áã¬¬� á¥ªà¥â®¢, §�ªàëâëå ¢ ª�¦¤®¬ ¨§ íâ¨å
åà�−¨«¨é.

Œ¥â®¤ �ãâ¥−â¨ä¨ª�æ¨¨ −� ®á−®¢¥ £à�ä¨ç¥áª®£® ¯�à®«ï, −�®¡®à®â, ¬®¦¥â
¨á¯®«ì§®¢�âìáï ª�ª á�¬®áâ®ïâ¥«ì−®¥ áà¥¤áâ¢® �ãâ¥−â¨ä¨ª�æ¨¨, −�¯à¨¬¥à ¤«ï
�ãâ¥−â¨ä¨ª�æ¨¨ −� ¬®¡¨«ì−ëå ãáâà®©áâ¢�å ¨«¨ ¢ ¯à¨«®¦¥−¨ïå, £¤¥ ®â ¯®«ì§®-
¢�â¥«ï −¥ç�áâ® âà¥¡ã¥âáï ¯à®¢¥àª� ¯®¤«¨−−®áâ¨ (¢ á¨«ã ¤«¨â¥«ì−®áâ¨ ¯à®æ¥¤ãàë
�ãâ¥−â¨ä¨ª�æ¨¨). ‡� áç¥â £¥−¥à�æ¨¨ á«ãç�©−®© ¯®¤áâ�−®¢ª¨ σ̃ −� íâ�¯¥ �ã-
â¥−â¨ä¨ª�æ¨¨ ª«�¢¨�âãà−ë© ¢¢®¤ (−�¡¨à�¥¬ë¥ á¨¬¢®«ë, á®®â¢¥âáâ¢ãîé¨¥ ¢ë-
¡¨à�¥¬ë¬ ª�àâ¨−ª�¬) ¯®«ì§®¢�â¥«ï ¡ã¤¥â ª�¦¤ë© à�§ −®¢ë©, çâ® §�âàã¤−ï¥â
¯®¤á¬�âà¨¢�−¨¥ ¯�à®«ï. �â®¡à�¦�¥¬ë¥ ¨§®¡à�¦¥−¨ï â�ª¦¥ ¬®£ãâ ¢ë¢®¤¨âì-
áï ¢ ¯à®¨§¢®«ì−®¬ (á«ãç�©−®¬) ¯®àï¤ª¥. „�¦¥ ¥á«¨ −¥¤®¡à®¦¥«�â¥«ì ¨¬¥¥â
¢®§¬®¦−®áâì ¢¥áâ¨ ¢¨¤¥®à¥£¨áâà�æ¨î ª«�¢¨�âãà−®£® −�¡®à� ¯®«ì§®¢�â¥«ï ¯à¨
�ãâ¥−â¨ä¨ª�æ¨¨, â® ¢ á«ãç�¥ ¯à¥¤«�£�¥¬®© áå¥¬ë ¯à®¢¥¤¥−¨¥ íâ®© �â�ª¨ §�âàã¤-
−ï¥âáï â¥¬, çâ® ª�¦¤ë© à�§ ¢¢®¤ ¯®«ì§®¢�â¥«ï ¡ã¤¥â à�§−ë¬ ¨ −�¡«î¤�â¥«î
−¥®¡å®¤¨¬®, çâ®¡ë ¯à¨ ¢¨¤¥®à¥£¨áâà�æ¨¨ ä¨ªá¨à®¢�«áï ª�ª ª«�¢¨�âãà−ë© −�-

¡®à, â�ª ¨ ®â®¡à�¦�¥¬ë© −� íªà�−¥ −�¡®à ¨§®¡à�¦¥−¨© P̃′.
�®áâà®¥−−�ï ¬�â¥¬�â¨ç¥áª�ï ¬®¤¥«ì �ãâ¥−â¨ä¨ª�æ¨¨ á ¨á¯®«ì§®¢�−¨¥¬ −¥-

ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é� ¬®¦¥â ¯à¨¬¥−ïâìáï ¤«ï à¥�«¨§�æ¨¨ ª�ª á�¬®-
¤®áâ�â®ç−ëå ¬¥å�−¨§¬®¢ �ãâ¥−â¨ä¨ª�æ¨¨, â�ª ¨ ¤®¯®«−¨â¥«ì−ëå ¬¥â®¤®¢ �ã-
â¥−â¨ä¨ª�æ¨¨, ¢ ª®â®àëå ¢®§¬®¦−ë −¥â®ç−®áâ¨ ¢ �ãâ¥−â¨ä¨ª�æ¨®−−ëå ¤�−−ëå.
‡�é¨é¥−−®áâì â�ª¨å ¬¥â®¤®¢ ¬®¦¥â ¡ëâì ®æ¥−¥−� á ¯®¬®éìî ãâ¢¥à¦¤¥−¨ï 1
¨ §�¬¥ç�−¨ï 1. �à¨ íâ®¬ ®£à�−¨ç¥−¨ï ¢ ¯à¨¬¥−¥−¨¨ ¯®áâà®¥−−®© ¬®¤¥«¨ ®¡ã-
á«®¢«¥−ë ¢ ¡®«ìè¥© áâ¥¯¥−¨ ®á®¡¥−−®áâï¬¨ ¢ë¡¨à�¥¬ëå â¨¯®¢ �ãâ¥−â¨ä¨ª�æ¨¨,
� −¥ ®á®¡¥−−®áâï¬¨ −¥ç¥âª®£® §�é¨é¥−−®£® åà�−¨«¨é�.
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Abstract: In a number of authentication methods, there are inaccuracies due to
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coinciding with the data specified by the user during initial registration in the
information system. Such methods include, in particular, biometric methods
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Abstract: The technology of situational resource planning based on online
services is proposed. A key role is assigned to the expert planner, who interacts
with online services for forming the situation portraits and resource allocation,
assesses the situations, forms systems of mandatory and orienting rules, makes
requests for the calculation of plans, and estimates their feasibility and effective-
ness. The foundations of methodologies for situational online resource allocation
and budgeting taking into account the priorities of expense items are outlined.
Formulation of the linear problem of resource allocation based on the system of
mandatory and orienting rules and the method of target displacement of solution
executed by the resource planning service are presented. The statement and the
principle of solving the budget planning problem are given, taking into account
the uncertainty of the data represented by numeric segments. The online service
\Cost planning" used to solve the problems of planning budgets (state, corporate,
etc.) is briefly described.

Keywords: situational resource planning; portrait of situation; online service;
mandatory and orienting rules; linear problem of resource allocation; target
displacement of solution; budget planning; priorities of expense items; interval
cost planning
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1 Introduction

In our days of intensive development of cloud computing and online services for
various purposes (navigation, education, etc.) [1{3], the attention of researchers and
information technology developers is attracted to the idea of integrated service-based
automation of various activities. Since the mid-1990s, the importance of successful
implementation of this idea (called \digital economy") has been steadily growing
and associated with the competitiveness of corporations and countries [4{8].

The article serves as a thematic continuation of the articles [9, 10] dedicated to
situational informatization of the population activities considered as an aggregate

1State Research Institute of Aviation Systems, 7 Viktorenko Str., Moscow 125319, Russian
Federation

2Institute of Informatics Problems, Federal Research Center \Computer Science and Control" of
the Russian Academy of Sciences, 44-2 Vavilov Str., Moscow 119333, Russian Federation
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of education, production, and other kinds of activity. Situational informatization is
studied as a means of stage-by-stage organizational and technological improvement
of the object through planned transitions from the starting situation to the target
one. The situations are presented by formalized descriptions of the predefined set
of states spaces (defence, economics, etc.), which characterize the country's poten-
tial [11]. The object is monitored on the basis of portraits of the current situations.
Information technologies based on the situational informatization methodology
are to be implemented in the human{machine environment for problem solving
(\s-environment") [12] which serves as an infrastructural base of online services
(banking, logistics, etc.).

The authors participate in the scientific research \Creating the methodology
of informatization of normalized economic mechanism and software implementation
of expert resource planning based on e-services" at the Institute of Informatics
Problems of the Federal Research Center \Computer Science and Control" of the
Russian Academy of Sciences. The first phase of software implementation includes
a set of Resource Planning Online Services (www.res-plan.com) for solving problems
of budgeting and resource allocation in accordance with mandatory and orienting

The main components of the situational resource planning technology
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rules [13, 14]. Computational methods take into account the actual incompleteness
of information for planning and experience in creating and implementing resource
planning technologies [15{18].

The technology of situational resource planning is based on the interaction of
the expert planner with the online services for forming portraits of situations and
resource planning (see the figure).

A problem is considered as the aggregate {Formul,Rulsys,Alg, Prog}, where
Formul is the problem statement (which includes the concepts and relations between
them); Rulsys | a set of systems of mandatory and orienting rules for solving the
problem; Alg is the union of sets of algorithms where each set corresponds to
one system from Rulsys; Prog is the union of sets of programs, where each set
corresponds to one algorithm. A description of applicability is given for each element
of Rulsys, Alg, and Prog. Descriptions of applicability of the Rulsys elements
include the specification of the problem solver type (stand-alone computer, network
computer cooperation, human{computer cooperation, etc.); the requirements for
information security, etc. Descriptions of applicability of the Alg elements include
data on the permissible modes of the problem solver work (automatic local, automatic
distributed, interactive local, etc.), requirements for the result, etc. Descriptions
of the programs applicability include data on implementation languages, operating
systems, etc. [12].

2 Methodology for Situational Online Resource Allocation
in Accordance with Mandatory and Orienting Rules

Linear problems of resource allocation are traditionally solved by the methods of
linear programming (LP). Applicability of LP-methods is based on assumption
that the data values used in the calculation are the same as the actual values
at the time of decision application. It is also known that optimal plans for the
practical data, as a rule, do not exist due to the incompatibility of constraints.
The input data can vary quite considerably between the time of plan calculation
and the time of its application. In extreme cases, the set of main variables and the
system of resource constraints may also change. This requires an operational data
correction.

Solution of the LP problem is typically calculated by means of the simplex
method [19] or the interior point method [20]. The solution can be found only if the
constraints are compatible. In case of incompatibility, the Chebyshev point is often
calculated as the compromise solution. The search for this point is also performed
using the simplex method.

It is known that in practice, use of LP methods is quite problematic. One problem
is the mathematical incorrectness of the LP problem due to the instability of solution
for small changes of the input data [21]. Another problem is the nonapplicability
of solution found as a Chebyshev point in case of constraints incompatibility. Such
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solutions cannot be applied because they violate constraints that must be met: it is
impossible to allocate more resource than available.

Expert planner, using a program that can solve only the LP problem and the
problem of search for Chebyshev point, is too limited in the choice of means to obtain
the desired results. Traditional LP software does not allow an expert intervention
in the search for solution. If given system of constraints is incompatible, programs
propose to adjust the input data.

To make up for these shortcomings, professor V. D. Ilyin has proposed idea
of the informal statement and solving a linear problem of resource allocation [22].
A. V. Ilyin has implemented this idea and developed the method of target dis-
placement of solution. This method is implemented in the technology of interactive
resource allocation in accordance with the customizable system of rules. This tech-
nology allows an expert to search for plans in accordance with his/her knowledge
of the applicability and efficiency of the plans. Software implementation of the
technology has been developed and tested in a number of applications [23].

In practice, an efficient solution of linear resource allocation problem is usually
not the result of solving an LP problem. A concretization of the efficiency
concept can vary and depends on many factors: resource stocks, the fulfillment of
contractual deliveries to customers, corporate performance indicators, etc. Typically,
a concretization is defined by experts on resource planning (experts planners). In
each situation, the planning result depends on the skills and awareness of the
expert planner. When awareness is changed, an expert can change his/her view on
efficiency. Breadth of choice of feasible solutions, which are analyzed by the expert,
has a significant impact on his/her final decision. In this sense, the methodical
fullness of search for feasible solutions is crucial.

2.1 Rules of resource allocation

Expert planner defines rules of resource allocation in the form of requirements on the
values of resource functions Fi(x)| linear forms, whose values depend on vector x

of allocation and numerical coefficients (vectors and matrix are written in bold).
In general case, a simple rule can be written in one of three forms:

Fi(x) = ci[pi] ; Fi(x) ≤ ci[pi] ; Fi(x) ≥ ci[pi]

where ci is the constant; pi is the priority of the rule (0 < pi ≤ ∞); and square
brackets denote optionality of priority.

A composite rule is a logical combination of simple rules. In terms of Boolean
algebra, a simple rule is an elementary formula and a composite rule, in general case,
is formed from simple rules by means of logical operations [conjunction, disjunction,
negation (∧, ∨, ¬)].

Based on the analysis of the situation portrait [9, 10], expert planner performs
step-by-step search for solution. At each step, he/she customizes rules that
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determine the change of solution. (Any rule may remain unchanged during the
search.)

The rules can be mandatory or orienting. Mandatory rules have an absolute
priority (pi = ∞), that is, they cannot be violated. Orienting rules specify
the desired values of resource functions, setting the direction for displacement of
solution.

Let x0 be a given vector of resource allocation and {Fi(x) = Fi(x
0) + hi[pi],

hi 6= 0} a given composite rule: the simple orienting rules, related by conjunction,
are enclosed in curly brackets.

Let say that the vector of allocation x satisfies the given orienting rules (x is
more efficient than x0), if Fi(x

0) < Fi(x) ≤ Fi(x
0) + hi is true for ∀ hi > 0 and

Fi(x
0) + hi ≤ Fi(x) < Fi(x

0) is true for ∀ hi < 0.
For example, implementation of the composite orienting rule \the supply of

fuel should be increased by 700 t for the consumer K and increased by 1000 t for
the consumer N" means that the supply is increased for both consumers, but not
necessarily by the specified amounts exactly.

An optimization rule is defined as the special type of a composite rule. It can be
written as Qmin(x) = Fi(x): P1 ∧ · · · ∧ Pk or Qmax(x) = Fi(x): P1 ∧ · · · ∧ Pk,
where P1, . . . , Pk are the simple mandatory rules (constraints).

This expresses a standard formulation of the LP problem. Note that it includes
the mandatory rules only.

The developed technology allows formulating and trying to solve LP problem at
any step during the search for solution: an expert can set an optimization rule to any
resource function and select a subsystem of rules to define a system of constraints.
For example, (in case of constraints compatibility) an optimization solution can be
considered as the starting point for target displacement of the solution.

2.2 General linear problem of resource allocation

Let aij (i = 1, . . . ,m, j = 1, . . . , n) be a consumption of the ith resource for unit
of intensity of the jth activity; bi (i = 1, . . . ,m) a stock of the ith resource; and xj
(j = 1, . . . , n) intensity of the jth activity to be found. Total consumption of the ith
resource is expressed by a linear form ai1x1+ · · ·+ainxn. A composite rule defining
the system of resource constraints is {ai1x1 + · · · + ainxn ≤ bi} (i = 1, . . . ,m).
Further, a set of efficiency indicators may be defined as {ci1x1 + · · · + cinxn}
(i = 1, . . . , k) where cij is the ith specific efficiency indicator for unit of intensity of
the jth activity. A simple rules may be defined for any efficiency indicator also. Any
rule may have a priority pi (0 < pi ≤ ∞, 1 ≤ i ≤ m+ k).

In general case, a two-sided constraint (conjunction of two simple rules) may
be defined for each resource function. Therefore, let rewrite the overall system as
{[bi ≤]ai1x1+ · · ·+ ainxn[≤ Bi][pi]; xj ≥ 0} (i = 1, . . . ,m+ k, j = 1, . . . , n) (all
the coefficients from resource constraints and efficiency indicators are denoted as aij;
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square brackets denote optionality of constraints and priorities; and the variables xj
are nonnegative in accordance with resource allocation problem).

The general problem is the search for the vector of allocation x = (x1, . . . , xn),
providing the values of resource functions, which are estimated by the expert planner
as the most efficient and realizable for a given situation.

The informality of the problem statement is stipulated by orientation to the
computational experiment mode, which involves the possibilities of changing the
input data and system of rules, governing the search for solutions. In general case,
the expert planner solves a set of particular problems, having the formal statements
and algorithms, and performs comparative analysis of solutions.

2.3 Target displacement of solution

The informal method of target displacement of solution is designed for expert planner
who forms the system of rules and analyzes solutions in step-by-step dialogue
with specialized software. On the first step, the expert can choose the initial
solution (starting point) arbitrarily. By default, the software proposes a compromise
solution | Chebyshev point. If the system of constraints is compatible, such
solution ensures equal reserves for resource constraints; otherwise, it ensures the
minimization of the maximum deficit:

min
x
max
i
(ai1xi + · · ·+ ainxn − bi), xj ≥ 0 (i = 1, . . . , s, j = 1, . . . , n)

where s is the number of constraints in the system reduced to the form Ax ≤ b,
x ≥ 0.

The expert can also specify an optimization rule and try to solve the LP problem.
In case of constraints compatibility, the solution can be considered as the initial one.
Then, the expert analyzes the received values of resource functions and estimates
realizability and efficiency of a solution. If the values satisfy, the solution is the final
one and the target displacement is not needed. If not, the expert planner specifies
the requirements for changes of some values, that is, modifies the system of rules for
resource allocation. The rules define the direction and magnitude for displacement to
the next point. [When the next point satisfies the expert, this is the final solution.]

Solutions can be entered into a database of possible plans for future analysis.
Thus, the trajectory of the solution is stored, enabling rollback.

A step of target displacement of solution is calculated as follows.
Let x0 = (x01, . . . , x

0
n) (x0j ≥ 0, j = 1, . . . , n) be a current point (received

on the previous step), and an expert planner has defined a composite rule for
displacement from x0 to a target point x = (x1, . . . , xn) (xj ≥ 0, j = 1, . . . , n):
{Fi(x) = Fi(x

0) + hi[pi]} where Fi(x) = ai1x1 + · · · + ainxn, i = 1, . . . , l;
0 < pi <∞ for hi 6= 0, pi =∞ for hi = 0.

Formally, the system of rules for displacement can be inconsistent. Therefore,
the simple rules with hi 6= 0 are treated as orienting rules and the value hi is called
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the desired step (which is often different from the actual step of the function that
can be obtained for the given set of rules). If actual and desired steps have the same
sign for all the simple rules, the new point anyway increases the efficiency of the
solution.

The point x is searched as follows. First, the projection to the hyperplane
ai1x1 + · · · + ainxn = Fi(x

0) + hi for ∀ hi 6= 0 is calculated. The direction vector
of the normal to this hyperplane is (ai1, . . . , ain). So, one should change variables
by hai1, . . . , hain where h is to be calculated, to find the projection. A displacement
along the normal gives the function increment h(a2i1 + · · · + a2in), which is to be
equal hi; so, h = hi/(a

2
i1 + · · · + a2in) (naturally, a2i1 + · · · + a2in 6= 0). Thus, the

projection is
(
x01 + ai1h1/(a

2
i1 + · · ·+ a2in)

)
· · ·
(
x0n + ainhn/(a

2
i1 + · · ·+ a2in)

)
.

When projections are found for ∀ hi 6= 0, one gets the desired increment for each
variable: –xji = aijhi/(a

2
i1 + · · · + a2in) (j = 1, . . . , n; let indices of the functions

go from 1 to s, 1 ≤ s ≤ l). Now, let us compute the average head of normals, using
formulas

xj = x
0
j +

p1–xj1 + · · · + ps–xjs
p1 + · · ·+ ps

(j = 1, . . . , n).

The average head of normals is \closer" to the hyperplanes which define the rules
with higher priorities. If the priorities are not set, they are considered to be equal
to 1, and

xj = x
0
j +
–xj1 + · · ·+–xjs

s
(j = 1, . . . , n).

Then, if ∃ k : hk = 0 (1 ≤ k ≤ l), the average head of normals is projected to
the hyperplane ak1x1 + · · · + aknxn = Fk(x

0); otherwise, the average head itself
pretends to be the result of the step.

Next, the condition xj ≥ 0, j = 1, . . . , n, is verified and potential negative
variables are changed to zero.

Finally, let us compare actual and desired steps. If they have the same sign for
all the functions in the scope, the calculated point is the target x1, . . . , xn. If not,
an expert should correct the system of rules.

3 Methodology for Situational Online Budgeting
Taking into Account the Priorities of Expense Items

The planned revenues of states, corporations, and most of individuals depend on
sales volumes, market prices, exchange rates, and other factors that determine the
changes in economic situation. The earlier the forecast is made, the less reason to
represent the result as a point, i. e., exact number. However, even for the state,
budgets expenditures are planned on the basis of point assumptions about the amount
of income. The requests of expense items and the planning results also have a point
representation. Therefore, the budget plans are inevitably inaccurate and need to be
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remade in the course of implementation. Furthermore, sometimes a set of income
sources and expense items changes at different levels of hierarchical details of the
planned budget. All these factors should be considered when developing the budget
planning methodology [13,23].

3.1 Approach to budget planning

The problem of budget planning is considered as a specialization of the more general
problem of interval planning the costs of an arbitrary resource. The problem has the
informal statement containing the mandatory and orienting rules. The mandatory
rules include restrictions on the consumption of the resource to ensure the feasibility
of solution and limitations that define nonredundant satisfaction of the requests for
resource. The orienting rules define the direction of the search for solution. A solution
always satisfies the mandatory and orienting rules in the extent defined by the interval
specifics of the problem. If fulfillment of the orienting rules is possible, the solution
corresponding to them is treated as more efficient than any other. A set and form of
the rules can be changed by an expert during the search for acceptable plan.

3.2 Principle of interval cost planning taking into account the priorities
of expense items

The resource amount and the requests of expense items are specified as numeric
segments. The values of the planned costs are computed as numeric segments also.
First, the resource allocation problem is solved for the top-level expense items.
Then, if any expense item has the detailing items, part of the resource allocated to
the item is considered as the resource amount to be allocated between the detailing
items, and the separate resource allocation problem is solved, etc. For example,
part of money allocated to the item \Communications" can be allocated between
the items \Electricity," \Internet," \Mobile phones," and \Landline phone;" after
that, part of money allocated to the item \Mobile phones" can be allocated between
the items representing the concrete mobile users. The number of the detailing levels
is not limited.

The priorities of expense items can be specified and used in solving each particular
resource allocation problem in the hierarchy. The problem has the following informal
statement.

For a numeric segment [a,A] (a ≥ 0, A > 0), which expresses the expected
resource amount, segments [bi, Bi] (bi ≥ 0, Bi > 0, i = 1, . . . , n), which specify
the requests of expense items, and weighting coefficients (priorities) of the expense
items pi > 0 (i = 1, . . . , n), it is required to find a cost plan [xi,Xi]: {0 ≤ xi ≤ bi,
Xi ≤ Bi, i = 1, . . . , n}. Depending on presence of the resource shortage for sum
of the left bounds and sum of the right bounds of the requests, one of the following
situations takes place:
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(1) b1 + · · · + bn > a, B1 + · · · + Bn > a. In this case, the problem for the left
bounds is to be solved and then, the problem for the right bounds (see below);

(2) b1 + · · · + bn ≤ a, B1 + · · · + Bn > a. In this case, the left bounds are set
equal to the minimum requests (xi = bi) and the problem for the right bounds
is to be solved;

(3) b1 + · · · + bn > a, B1 + · · · + Bn ≤ a. In this case, the problem for the
left bounds is to be solved and the right bounds are set equal to the maximum
requests (Xi = Bi); or

(4) b1+ · · ·+ bn ≤ a,B1+ · · ·+Bn > a. In this case, there is no problem: the left
bounds are set equal to the minimum requests (xi = bi) and the right bounds
are set equal to the maximum requests (Xi = Bi).

The mandatory rule for solving the problem for the left bounds: x1+· · ·+xn = a.
The orienting rules for solving the problem for the left bounds are the proportions

xi/xj = pibi/(pjbj) for each 1 ≤ i ≤ n, 1 ≤ j ≤ n, where bj > 0 (for bj = 0,
obviously, xj = 0).

The mandatory rule for solving the problem for the right bounds:

X1 + · · ·+Xn = A .

The orienting rules for solving the problem for the right bounds are the
proportions:

Xi − xi
Xj − xj

=
pi(Bi − bi)

pj(Bj − bj)
for each 1 ≤ i ≤ n, 1 ≤ j ≤ n ,

where {Bi > bi, Bj > bj}, and

Xi

xj
=
piBi
pjBj

for each 1 ≤ i ≤ n, 1 ≤ j ≤ n ,

where {Bi = bi, Bj = bj}.
The iterative algorithms for solving the problems for the left and right bounds

are described in [13].

3.3 Online service for budgeting taking into account the priorities of expense items

The interval cost planning method taking into account the priorities of expense items
is implemented in the working online service which drastically enhances efficiency
and flexibility of budget planning.

In a client application of the \Cost Planning" service, user specifies minimum
amount of the resource as the sum of opening balance and expected income in the
worst case scenario. The maximum amount of the resource should be specified as the
sum of opening balance and expected income in the optimal scenario.

User also specifies a table of expense items and for each row, the lowest and the
highest expected costs (or exact value) can be entered | the requests of the expense
items. A separate table of details can be created for any expense item. The number
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of detail levels is not limited. The priorities (the weighting coefficients) can be
specified for any table. Some requests can be marked as obligatory (e. g., wages or
rents can rarely be reduced). Different applied precision (minimal significant value)
can be set for data and results for any table.

Then, when user commands `Allocate' from client application, it connects to
the service via Internet and sends it a query for resource planning. The service
(program which works on reliable server in 24/7 mode) receives the query, performs
computations, and immediately sends the results back to the client application. The
results are the values `Allocate min.' and `Allocate max.' for each expense item |
the plan for the worst and the best scenarios. Sum of `Allocate min.' values complies
the specified minimum amount of the resource and sum of `Allocate max.' values
complies the specified maximum. The application also displays values `Allocate
avg.' (so, user can see an approximate resource allocation).

Afterwards, in the course of the plan implementation, when a part of the
resource is received or spent, or more precise information on expected income or
costs is obtained, user inputs the corresponding data in client application, executes
the command `Allocate' again, and gets the refined results. If the exact resource
amount is specified (i. e., minimum = maximum), then the received values `Allocate
max.' can be treated as exact decision of the cost planning task.

There are no restrictions on scale of the budgeting tasks. The samples for
enterprise and family budgets are delivered within client application package [14].

4 Concluding Remarks

1. The methodology for online resource allocation in accordance with mandatory
and orienting rules significantly extends the traditional arsenal of facilities for
solving linear problems of resource allocation. The most important new feature
is the ability to perform step-by-step search for the most efficient and realizable
solution of the general linear problem of resource allocation. At any step, an
expert planner can analyze the values of resource functions and customize the
system of orienting and mandatory rules, governing the search. If the value of
some \objective" function is estimated as the most efficient, an expert can set
the mandatory rule of fixing the function value.

2. The advantages of the methodology for variational online budgeting taking into
account the priorities of expense items:

{ if user specifies the bounds for resource and requests cautiously and follows
the plan prepared with the Service, then the probability of going beyond
the budget is drastically reduced;

{ for each expense item, user beforehand sees the bounds for possible costs
and narrows them in the course of the plan implementation;
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{ if upper bound is less than the minimum request for some item, then user
can timely attract investments, or exclude the item, or correct other costs;

{ if the planning results are too \tight," user can temporarily exclude any
expense item from consideration: it can be done by setting a \tick" in the
corresponding cell of the table;

{ user can simulate any real cost: set minimum request equal to maximum,
mark it as obligatory, execute the command `Allocate,' and see the changes
of bounds for the rest of expense items; and

{ user can manually adjust the planning results.

The methodology of the variational interval budgeting in a system with hierarchi-
cal structure of expense items, where priorities may be set at any level of hierarchy,
and the online service \Cost Planning," which implements this methodology, do not
have the known analogues.
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−�ãª

�®á®¢ �«¥ªá¥© ‚ïç¥á«�¢®¢¨ç (à. 1969) | ¤®ªâ®à â¥å−¨ç¥áª¨å −�ãª, £«�¢−ë©
−�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�-
â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

‚®«ª®¢ �«¥£ ˆ£®à¥¢¨ç (à. 1964) | ¢¥¤ãé¨© ¯à®£à�¬¬¨áâ ˆ−áâ¨âãâ� ¯à®¡«¥¬
¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢-
«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

ƒ�¢à¨«®¢ ‚¨ªâ®à …¢¤®ª¨¬®¢¨ç (à. 1950) | áâ�àè¨© −�ãç−ë© á®âàã¤−¨ª ˆ−-
áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−-
ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

ƒ®−ç�à¥−ª® Œ¨à®á«�¢ �®£¤�−®¢¨ç (à. 1991) | �á¯¨à�−â ª�ä¥¤àë ¬�â¥¬�â¨ç¥-
áª®© áâ�â¨áâ¨ª¨ ä�ªã«ìâ¥â� ¢ëç¨á«¨â¥«ì−®© ¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨ Œ®áª®¢-
áª®£® £®áã¤�àáâ¢¥−−®£® ã−¨¢¥àá¨â¥â� ¨¬. Œ. ‚. ‹®¬®−®á®¢�

ƒ®à¤¨¥−ª® „¬¨âà¨© …¢£¥−ì¥¢¨ç (à. 1993) | áâã¤¥−â ˆ−áâ¨âãâ� ¬�â¥¬�â¨ª¨,
¬¥å�−¨ª¨ ¨ ª®¬¯ìîâ¥à−ëå −�ãª ¨¬. ˆ. ˆ. ‚®à®¢¨ç� ā¦−®£® ä¥¤¥à�«ì−®£®
ã−¨¢¥àá¨â¥â�

ƒàãè® �«¥ªá�−¤à �«¥ªá�−¤à®¢¨ç (à. 1946) | ¤®ªâ®à ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å
−�ãª, ¯à®ä¥áá®à, §�¢¥¤ãîé¨© «�¡®à�â®à¨¥© ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨
”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®á-
á¨©áª®© �ª�¤¥¬¨¨ −�ãª

ƒàãè® �¨ª®«�© �«¥ªá�−¤à®¢¨ç (à. 1982) | ª�−¤¨¤�â ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å
−�ãª, áâ�àè¨© −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥-
à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®©
�ª�¤¥¬¨¨ −�ãª

ƒã§¥¢ �«¥£ āàì¥¢¨ç (à. 1980) | ª�−¤¨¤�â â¥å−¨ç¥áª¨å −�ãª, ¨áá«¥¤®¢�â¥«ì
–¥−âà� −�ãç−ëå ¨áá«¥¤®¢�−¨© ¨ ¯¥àá¯¥ªâ¨¢−ëå à�§à�¡®â®ª, ��� úˆ−ä®’¥Š‘û

‡�¡¥¦�©«® Œ¨å�¨« ˆ¢�−®¢¨ç (à. 1956) | ¤®ªâ®à ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å
−�ãª, ¤®æ¥−â, §�¢¥¤ãîé¨© «�¡®à�â®à¨¥© ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥-
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¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®©
�ª�¤¥¬¨¨ −�ãª

‡�å�à®¢� ’�âìï−� ‚�«¥àì¥¢−� (à. 1962) | ª�−¤¨¤�â ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å
−�ãª, ¤®æ¥−â ª�ä¥¤àë ¬�â¥¬�â¨ç¥áª®© áâ�â¨áâ¨ª¨ ä�ªã«ìâ¥â� ¢ëç¨á«¨â¥«ì−®©
¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨ Œ®áª®¢áª®£® £®áã¤�àáâ¢¥−−®£® ã−¨¢¥àá¨â¥â� ¨¬.
Œ. ‚. ‹®¬®−®á®¢�; áâ�àè¨© −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à-
¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û
÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

‡�æ�à¨−−ë© �«¥ªá�−¤à �«¥ªá¥¥¢¨ç (à. 1951) | ¤®ªâ®à â¥å−¨ç¥áª¨å −�ãª, ¯à®-
ä¥áá®à, §�¬¥áâ¨â¥«ì ¤¨à¥ªâ®à� ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−-
ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

‡¨£�−è¨−� ”�©àã§� ’�å¢�«®¢−� (à. 1985) | ª�−¤¨¤�â ä¨§¨ª®-¬�â¥¬�â¨ç¥-
áª¨å −�ãª, ¤®æ¥−â ª�ä¥¤àë ¨−¦¥−¥à−®© £à�ä¨ª¨ “ä¨¬áª®£® £®áã¤�àáâ¢¥−−®£®
−¥äâï−®£® â¥å−¨ç¥áª®£® ã−¨¢¥àá¨â¥â�

ˆ¢�−®¢ �«¥ªá¥© ‚«�¤¨¬¨à®¢¨ç (à. 1976) | −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ�
¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

ˆ«ì¨− �«¥ªá�−¤à ‚«�¤¨¬¨à®¢¨ç (à. 1975) | ª�−¤¨¤�â â¥å−¨ç¥áª¨å −�ãª,
¢¥¤ãé¨© ¨−¦¥−¥à ƒ®áã¤�àáâ¢¥−−®£® −�ãç−®-¨áá«¥¤®¢�â¥«ìáª®£® ¨−áâ¨âãâ� �¢¨�-
æ¨®−−ëå á¨áâ¥¬

ˆ«ì¨− ‚«�¤¨¬¨à „¬¨âà¨¥¢¨ç (à. 1937) | ¤®ªâ®à â¥å−¨ç¥áª¨å −�ãª, ¯à®ä¥á-
á®à, §�¢¥¤ãîé¨© «�¡®à�â®à¨¥© ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£®
¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨
−�ãª

ˆá¬�£¨«®¢� �«ì¡¨−� ‘�¡¨àìï−®¢−� (à. 1979) | ¤®ªâ®à ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å
−�ãª, ¤®æ¥−â, ¯à®ä¥áá®à ª�ä¥¤àë ã¯à�¢«¥−¨ï ¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâìî
��èª¨àáª®£® £®áã¤�àáâ¢¥−−®£® ã−¨¢¥àá¨â¥â�

Š®à¥¯�−®¢ �¤ã�à¤ ÷ã¤®«ìä®¢¨ç (à. 1966) | ª�−¤¨¤�â â¥å−¨ç¥áª¨å −�ãª,
§�¢¥¤ãîé¨© ®â¤¥«®¬ ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®-
¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

Š®á®«�¯®¢ āà¨© ‚«�¤¨¬¨à®¢¨ç (p. 1982) | ª�−¤¨¤�â â¥å−¨ç¥áª¨å −�ãª, ¤®-
æ¥−â ˆ−áâ¨âãâ� ¬�â¥¬�â¨ª¨, ¬¥å�−¨ª¨ ¨ ª®¬¯ìîâ¥à−ëå −�ãª ¨¬. ˆ. ˆ. ‚®à®¢¨ç�
ā¦−®£® ä¥¤¥à�«ì−®£® ã−¨¢¥àá¨â¥â�

Œëèª® �−�áâ�á¨ï ‘¥à£¥¥¢−� (à. 1993) | ¡�ª�«�¢à ˆ−áâ¨âãâ� ¬�â¥¬�â¨ª¨,
¬¥å�−¨ª¨ ¨ ª®¬¯ìîâ¥à−ëå −�ãª ¨¬. ˆ. ˆ. ‚®à®¢¨ç� ā¦−®£® ä¥¤¥à�«ì−®£®
ã−¨¢¥àá¨â¥â�

�¨ª®«�¥¢ �−¤à¥© ‚«�¤¨¬¨à®¢¨ç (à. 1973) | ª�−¤¨¤�â ä¨§¨ª®-¬�â¥¬�â¨ç¥-
áª¨å −�ãª, áâ�àè¨© −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� å¨¬¨ç¥áª®© ä¨§¨ª¨ ¨¬.
�. �. ‘¥¬ñ−®¢� ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª
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�¨áª®¢áª¨© ‚¨ªâ®à �«¥£®¢¨ç (à. 1963) | ª�−¤¨¤�â ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å −�-
ãª, áâ�àè¨© −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£®
¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨
−�ãª

‘¥−ç¨«® ‚«�¤¨¬¨à ‚¨ªâ®à®¢¨ç (à. 1963) | −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ�
¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

‘¨−¨æë− ‚«�¤¨¬¨à ˆ£®à¥¢¨ç (à. 1968) | ¤®ªâ®à ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å −�ãª,
¤®æ¥−â, §�¢¥¤ãîé¨© ®â¤¥«®¬ ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£®
¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨
−�ãª

‘¨−¨æë− ˆ£®àì �¨ª®«�¥¢¨ç (à. 1940) | ¤®ªâ®à â¥å−¨ç¥áª¨å −�ãª, ¯à®ä¥áá®à,
§�á«ã¦¥−−ë© ¤¥ïâ¥«ì −�ãª¨ ÷”, £«�¢−ë© −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬
¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢-
«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

‘¯¨¢�ª ‘¥¬ñ− ˆ§à�¨«¥¢¨ç (à. 1945) | ¤®ªâ®à ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å −�ãª,
¯à®ä¥áá®à, §�¢¥¤ãîé¨© ª�ä¥¤à®© ��èª¨àáª®£® £®áã¤�àáâ¢¥−−®£® ã−¨¢¥àá¨â¥-
â�; §�¢¥¤ãîé¨© «�¡®à�â®à¨¥© ˆ−áâ¨âãâ� −¥äâ¥å¨¬¨¨ ¨ ª�â�«¨§� ÷®áá¨©áª®©
�ª�¤¥¬¨¨ −�ãª

‘ã¤�à¨ª®¢ ˆ£®àì ‚�«¥àì¥¢¨ç (à. 1989) | −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ�
¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª�
¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

’¨¬®−¨−� …«¥−� …¢£¥−ì¥¢−� (à. 1952) | ¤®ªâ®à â¥å−¨ç¥áª¨å −�ãª, ¯à®ä¥áá®à,
¢¥¤ãé¨© −�ãç−ë© á®âàã¤−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£®
¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨
−�ãª

—¨¦®¢ ˆ¢�− ‚«�¤¨¬¨à®¢¨ç (à. 1984) | ª�−¤¨¤�â ä¨§¨ª®-¬�â¥¬�â¨ç¥áª¨å −�ãª,
¤®æ¥−â ä�ªã«ìâ¥â� ¢ëç¨á«¨â¥«ì−®© ¬�â¥¬�â¨ª¨ ¨ ª¨¡¥à−¥â¨ª¨ Œ®áª®¢áª®£®
£®áã¤�àáâ¢¥−−®£® ã−¨¢¥àá¨â¥â� ¨¬. Œ. ‚. ‹®¬®−®á®¢�; áâ�àè¨© −�ãç−ë© á®âàã¤-
−¨ª ˆ−áâ¨âãâ� ¯à®¡«¥¬ ¨−ä®à¬�â¨ª¨ ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà�
úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª

Ÿª®¢«¥¢ �«¥£ �«ì¡¥àâ®¢¨ç (à. 1992) | ¬«�¤è¨© −�ãç−ë© á®âàã¤−¨ª �à«®¢-
áª®£® ä¨«¨�«� ”¥¤¥à�«ì−®£® ¨áá«¥¤®¢�â¥«ìáª®£® æ¥−âà� úˆ−ä®à¬�â¨ª� ¨ ã¯à�¢-
«¥−¨¥û ÷®áá¨©áª®© �ª�¤¥¬¨¨ −�ãª
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�à�¢¨«� ¯®¤£®â®¢ª¨ àãª®¯¨á¥© áâ�â¥© ¤«ï ¯ã¡«¨ª�æ¨¨
¢ ¦ãà−�«¥ ú‘¨áâ¥¬ë ¨ áà¥¤áâ¢� ¨−ä®à¬�â¨ª¨û

†ãà−�« ú‘¨áâ¥¬ë ¨ áà¥¤áâ¢� ¨−ä®à¬�â¨ª¨û ¯ã¡«¨ªã¥â â¥®à¥â¨ç¥áª¨¥, ®¡§®à−ë¥
¨ ¤¨áªãáá¨®−−ë¥ áâ�âì¨, ¯®á¢ïé¥−−ë¥ −�ãç−ë¬ ¨áá«¥¤®¢�−¨ï¬ ¨ à�§à�¡®âª�¬ ¢ ®¡«�áâ¨
¨−ä®à¬�æ¨®−−ëå â¥å−®«®£¨©.

†ãà−�« ¨§¤�¥âáï −� àãááª®¬ ï§ëª¥. �® á¯¥æ¨�«ì−®¬ã à¥è¥−¨î à¥¤ª®««¥£¨¨
®â¤¥«ì−ë¥ áâ�âì¨ ¬®£ãâ ¯¥ç�â�âìáï −� �−£«¨©áª®¬ ï§ëª¥.

’¥¬�â¨ª� ¦ãà−�«� ®å¢�âë¢�¥â á«¥¤ãîé¨¥ −�¯à�¢«¥−¨ï:

{ ¨−ä®à¬�æ¨®−−®-â¥«¥ª®¬¬ã−¨ª�æ¨®−−ë¥ á¨áâ¥¬ë ¨ áà¥¤áâ¢� ¨å ¯®áâà®¥−¨ï;

{ �àå¨â¥ªâãà� ¨ ¯à®£à�¬¬−®¥ ®¡¥á¯¥ç¥−¨¥ ¢ëç¨á«¨â¥«ì−ëå ¬�è¨−, ª®¬¯«¥ªá®¢ ¨ á¥-
â¥©;

{ ¬¥â®¤ë ¨ áà¥¤áâ¢� §�é¨âë ¨−ä®à¬�æ¨¨.

1. ‚ ¦ãà−�«¥ ¯¥ç�â�îâáï áâ�âì¨, á®¤¥à¦�é¨¥ à¥§ã«ìâ�âë, à�−¥¥ −¥ ®¯ã¡«¨ª®¢�−−ë¥
¨ −¥ ¯à¥¤−�§−�ç¥−−ë¥ ª ®¤−®¢à¥¬¥−−®© ¯ã¡«¨ª�æ¨¨ ¢ ¤àã£¨å ¨§¤�−¨ïå.

�ã¡«¨ª�æ¨ï ¯à¥¤®áâ�¢«¥−−®© �¢â®à®¬(�¬¨) àãª®¯¨á¨ −¥ ¤®«¦−� −�àãè�âì ¯®«®¦¥-
−¨© £«�¢ 69, 70 à�§¤¥«� VII ç�áâ¨ IV ƒà�¦¤�−áª®£® ª®¤¥ªá�, ª®â®àë¥ ®¯à¥¤¥«ïîâ
¯à�¢� −� à¥§ã«ìâ�âë ¨−â¥««¥ªâã�«ì−®© ¤¥ïâ¥«ì−®áâ¨ ¨ áà¥¤áâ¢� ¨−¤¨¢¨¤ã�«¨§�æ¨¨,
¢ â®¬ ç¨á«¥ �¢â®àáª¨¥ ¯à�¢�, ¢ ÷”.

�â¢¥âáâ¢¥−−®áâì §� −�àãè¥−¨¥ �¢â®àáª¨å ¯à�¢, ¢ á«ãç�¥ ¯à¥¤êï¢«¥−¨ï ¯à¥â¥−§¨©
ª à¥¤�ªæ¨¨ ¦ãà−�«�, −¥áãâ �¢â®àë áâ�â¥©.

��¯à�¢«ïï àãª®¯¨áì ¢ à¥¤�ªæ¨î, �¢â®àë á®åà�−ïîâ á¢®¨ ¯à�¢� −� ¤�−−ãî àãª®-
¯¨áì ¨ ¯à¨ íâ®¬ ¯¥à¥¤�îâ ãçà¥¤¨â¥«ï¬ ¨ à¥¤ª®««¥£¨¨ ¦ãà−�«� −¥¨áª«îç¨â¥«ì−ë¥
¯à�¢� −� ¨§¤�−¨¥ áâ�âì¨ −� àãááª®¬ ï§ëª¥ (¨«¨ −� ï§ëª¥ áâ�âì¨, ¥á«¨ ®− ®â«¨ç¥−
®â àãááª®£®) ¨ −� ¯¥à¥¢®¤ ¥¥ −� �−£«¨©áª¨© ï§ëª, � â�ª¦¥ −� ¥¥ à�á¯à®áâà�-
−¥−¨¥ ¢ ÷®áá¨¨ ¨ §� àã¡¥¦®¬. Š�¦¤ë© �¢â®à ¤®«¦¥− ¯à¥¤áâ�¢¨âì ¢ à¥¤�ªæ¨î
¯®¤¯¨á�−−ë© á ¥£® áâ®à®−ë ú‹¨æ¥−§¨®−−ë© ¤®£®¢®à ® ¯¥à¥¤�ç¥ −¥¨áª«îç¨â¥«ì-
−ëå ¯à�¢ −� ¨á¯®«ì§®¢�−¨¥ ¯à®¨§¢¥¤¥−¨ïû, â¥ªáâ ª®â®à®£® à�§¬¥é¥− ¯® �¤à¥áã
http://www.ipiran.ru/publications/licence.doc. �â®â ¤®£®¢®à ¬®¦¥â ¡ëâì ¯à¥¤áâ�¢-
«¥− ¢ ¡ã¬�¦−®¬ (¢ 2-å íª§.) ¨«¨ ¢ í«¥ªâà®−−®¬ ¢¨¤¥ (®âáª�−¨à®¢�−−�ï ª®¯¨ï
§�¯®«−¥−−®£® ¨ ¯®¤¯¨á�−−®£® ¤®ªã¬¥−â�).

÷¥¤ª®««¥£¨ï ¢¯à�¢¥ §�¯à®á¨âì ã �¢â®à®¢ íªá¯¥àâ−®¥ §�ª«îç¥−¨¥ ® ¢®§¬®¦−®áâ¨
¯ã¡«¨ª�æ¨¨ ¯à¥¤áâ�¢«¥−−®© áâ�âì¨ ¢ ®âªàëâ®© ¯¥ç�â¨.

2. Š áâ�âì¥ ¯à¨«�£�îâáï ¤�−−ë¥ �¢â®à� (�¢â®à®¢) (á¬. ¯. 8). �à¨ −�«¨ç¨¨ −¥áª®«ìª¨å
�¢â®à®¢ ãª�§ë¢�¥âáï ä�¬¨«¨ï �¢â®à�, ®â¢¥âáâ¢¥−−®£® §� ¯¥à¥¯¨áªã á à¥¤�ªæ¨¥©.

3. ÷¥¤�ªæ¨ï ¦ãà−�«� ®áãé¥áâ¢«ï¥â íªá¯¥àâ¨§ã ¯à¨á«�−−ëå áâ�â¥© ¢ á®®â¢¥âáâ¢¨¨
á ¯à¨−ïâ®© ¢ ¦ãà−�«¥ ¯à®æ¥¤ãà®© à¥æ¥−§¨à®¢�−¨ï.

‚®§¢à�é¥−¨¥ àãª®¯¨á¨ −� ¤®à�¡®âªã −¥ ®§−�ç�¥â ¥¥ ¯à¨−ïâ¨ï ª ¯¥ç�â¨.

„®à�¡®â�−−ë© ¢�à¨�−â á ®â¢¥â®¬ −� §�¬¥ç�−¨ï à¥æ¥−§¥−â� −¥®¡å®¤¨¬® ¯à¨á«�âì
¢ à¥¤�ªæ¨î.

4. ÷¥è¥−¨¥ à¥¤ª®««¥£¨¨ ® ¯ã¡«¨ª�æ¨¨ áâ�âì¨ ¨«¨ ¥¥ ®âª«®−¥−¨¨ á®®¡é�¥âáï �¢â®à�¬.

÷¥¤ª®««¥£¨ï ¬®¦¥â â�ª¦¥ −�¯à�¢¨âì �¢â®à�¬ â¥ªáâ à¥æ¥−§¨¨ −� ¨å áâ�âìî. „¨áªãá-
á¨ï ¯® ¯®¢®¤ã ®âª«®−¥−−ëå áâ�â¥© −¥ ¢¥¤¥âáï.
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5. ÷¥¤�ªâãà� áâ�â¥© ¢ëáë«�¥âáï �¢â®à�¬ ¤«ï ¯à®á¬®âà�. ‡�¬¥ç�−¨ï ª à¥¤�ªâãà¥ ¤®«¦-
−ë ¡ëâì ¯à¨á«�−ë �¢â®à�¬¨ ¢ ªà�âç�©è¨¥ áà®ª¨.

6. ÷ãª®¯¨áì ¯à¥¤®áâ�¢«ï¥âáï ¢ í«¥ªâà®−−®¬ ¢¨¤¥ ¢ ä®à¬�â�å MS WORD (.doc ¨«¨
.docx) ¨«¨ LATEX (.tex), ¤®¯®«−¨â¥«ì−® | ¢ ä®à¬�â¥ .pdf, −� ¤¨áª¥â¥, «�§¥à−®¬
¤¨áª¥ ¨«¨ í«¥ªâà®−−®© ¯®çâ®©. �à¥¤®áâ�¢«¥−¨¥ ¡ã¬�¦−®© àãª®¯¨á¨ −¥®¡ï§�â¥«ì−®.

7. �à¨ ¯®¤£®â®¢ª¥ àãª®¯¨á¨ ¢ MS Word à¥ª®¬¥−¤ã¥âáï ¨á¯®«ì§®¢�âì á«¥¤ãîé¨¥
−�áâà®©ª¨.

��à�¬¥âàë áâà�−¨æë: ä®à¬�â | �4; ®à¨¥−â�æ¨ï | ª−¨¦−�ï; ¯®«ï (á¬): ¢−ãâà¨ |
2,5, á−�àã¦¨ | 1,5, á¢¥àåã ¨ á−¨§ã | 2, ®â ªà�ï ¤® −¨¦−¥£® ª®«®−â¨âã«� | 1,3.

�á−®¢−®© â¥ªáâ: áâ¨«ì | ú�¡ëç−ë©û, èà¨äâ | Times New Roman, à�§¬¥à |
14 ¯ã−ªâ®¢, �¡§�æ−ë© ®âáâã¯ | 0,5 á¬, 1,5 ¨−â¥à¢�«�, ¢ëà�¢−¨¢�−¨¥ | ¯® è¨à¨−¥.

÷¥ª®¬¥−¤ã¥¬ë© ®¡ê¥¬ àãª®¯¨á¨ | −¥ á¢ëè¥ 15 áâà�−¨æ ãª�§�−−®£® ä®à¬�â�.
�à¨ ¯à¥¢ëè¥−¨¨ ãª�§�−−®£® ®¡ê¥¬� à¥¤ª®««¥£¨ï ¢¯à�¢¥ ¯®âà¥¡®¢�âì ®â �¢â®à�
á®ªà�é¥−¨ï ®¡ê¥¬� àãª®¯¨á¨.

‘®ªà�é¥−¨ï á«®¢, ¯®¬¨¬® áâ�−¤�àâ−ëå, −¥ ¤®¯ãáª�îâáï. „®¯ãáª�¥âáï ¬¨−¨¬�«ì−®¥
ª®«¨ç¥áâ¢® �¡¡à¥¢¨�âãà.

‚á¥ áâà�−¨æë àãª®¯¨á¨ −ã¬¥àãîâáï.

˜�¡«®−ë ¯à¨¬¥à®¢ ®ä®à¬«¥−¨ï ¯à¥¤áâ�¢«¥−ë ¢ ˆ−â¥à−¥â¥:

http://www.ipiran.ru/publications/collected/template.doc

8. ‘â�âìï ¤®«¦−� á®¤¥à¦�âì á«¥¤ãîéãî ¨−ä®à¬�æ¨î −� àãááª®¬ ¨ �−£«¨©áª®¬
ï§ëª�å:

{ −�§¢�−¨¥ áâ�âì¨;
{ ”.ˆ.�. �¢â®à®¢, −� �−£«¨©áª®¬ ¬®¦−® â®«ìª® ¨¬ï ¨ ä�¬¨«¨î;
{ ¬¥áâ® à�¡®âë, á ãª�§�−¨¥¬ £®à®¤� ¨ áâà�−ë ¨ í«¥ªâà®−−®£® �¤à¥á� ª�¦¤®£®

�¢â®à�;
{ á¢¥¤¥−¨ï ®¡ �¢â®à�å, ¢ á®®â¢¥âáâ¢¨¨ á ä®à¬�â®¬, ®¡à�§æë ª®â®à®£® ¯à¥¤áâ�¢«¥−ë

−� áâà�−¨æ�å:
http://www.ipiran.ru/journal/collected/2012 22 02 rus/authors.asp ¨
http://www.ipiran.ru/journal/collected/2012 22 02 eng/authors.asp;

{ �−−®â�æ¨ï (−¥ ¬¥−¥¥ 100 á«®¢ −� ª�¦¤®¬ ¨§ ï§ëª®¢). �−−®â�æ¨ï | íâ® ªà�âª®¥
à¥§î¬¥ à�¡®âë, ª®â®à®¥ ¬®¦¥â ¯ã¡«¨ª®¢�âìáï ®â¤¥«ì−®. �−� ï¢«ï¥âáï ®á−®¢-
−ë¬ ¨áâ®ç−¨ª®¬ ¨−ä®à¬�æ¨¨ ¢ ¨−ä®à¬�æ¨®−−ëå á¨áâ¥¬�å ¨ ¡�§�å ¤�−−ëå.
�−£«¨©áª�ï �−−®â�æ¨ï ¤®«¦−� ¡ëâì ®à¨£¨−�«ì−®©, ¬®¦¥â −¥ ¡ëâì ¤®á«®¢−ë¬
¯¥à¥¢®¤®¬ àãááª®£® â¥ªáâ� ¨ ¤®«¦−� ¡ëâì −�¯¨á�−� å®à®è¨¬ �−£«¨©áª¨¬ ï§ë-
ª®¬. ‚ �−−®â�æ¨¨ −¥ ¤®«¦−® ¡ëâì ááë«®ª −� «¨â¥à�âãàã ¨, ¯® ¢®§¬®¦−®áâ¨,
ä®à¬ã«;

{ ª«îç¥¢ë¥ á«®¢� | ¦¥«�â¥«ì−® ¨§ ¯à¨−ïâëå ¢ ¬¨à®¢®© −�ãç−®-â¥å−¨ç¥áª®©
«¨â¥à�âãà¥ â¥¬�â¨ç¥áª¨å â¥§�ãàãá®¢. �à¥¤«®¦¥−¨ï −¥ ¬®£ãâ ¡ëâì ª«îç¥¢ë¬¨
á«®¢�¬¨.

{ ¨áâ®ç−¨ª¨ ä¨−�−á¨à®¢�−¨ï à�¡®âë (ááë«ª¬ −� £à�−âë, ¯à®¥ªâë, ¯®¤¤¥à¦¨¢�-
îé¨¥ ®à£�−¨§�æ¨¨ ¨ â. ¯.

9. ’à¥¡®¢�−¨ï ª á¯¨áª�¬ «¨â¥à�âãàë.
‘áë«ª¨ −� «¨â¥à�âãàã ¢ â¥ªáâ¥ áâ�âì¨ −ã¬¥àãîâáï (¢ ª¢�¤à�â−ëå áª®¡ª�å) ¨ à�á¯®-
«�£�îâáï ¢ ª�¦¤®¬ ¨§ á¯¨áª®¢ «¨â¥à�âãàë ¢ ¯®àï¤ª¥ ¯¥à¢ëå ã¯®¬¨−�−¨©.
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‘¯¨áª¨ «¨â¥à�âãàë ¯à¥¤áâ�¢«ïîâáï ¢ ¤¢ãå ¢�à¨�−â�å:

(1) ‘¯¨á®ª «¨â¥à�âãàë ª àãááª®ï§ëç−®© ç�áâ¨. ÷ãááª¨¥ ¨ �−£«¨©áª¨¥ à�¡®âë |
−� ï§ëª¥ ¨ ¢ �«ä�¢¨â¥ ®à¨£¨−�«�.

(2) References. ÷ãááª¨¥ à�¡®âë ¨ à�¡®âë −� ¤àã£¨å ï§ëª�å | ¢ «�â¨−áª®© âà�−á-
«¨â¥à�æ¨¨ á ¯¥à¥¢®¤®¬ −� �−£«¨©áª¨© ï§ëª; �−£«¨©áª¨¥ à�¡®âë ¨ à�¡®âë −�
¤àã£¨å ï§ëª�å | −� ï§ëª¥ ®à¨£¨−�«�.

�¥®¡å®¤¨¬® ¤«ï á®áâ�¢«¥−¨ï á¯¨áª� \References" ¯®«ì§®¢�âìáï à�§¬¥é¥−−®© −�
á�©â¥ http://www.translit.net/ru/bgn/ ¡¥á¯«�â−®© ¯à®£à�¬¬®© âà�−á«¨â¥à�æ¨¨ àãá-
áª®£® â¥ªáâ� ¢ «�â¨−¨æã.

‘¯¨á®ª «¨â¥à�âãàë \References" ¯à¨¢®¤¨âáï ¯®«−®áâìî ®â¤¥«ì−ë¬ ¡«®ª®¬, ¯®¢â®-
àïï ¢á¥ ¯®§¨æ¨¨ ¨§ á¯¨áª� «¨â¥à�âãàë ª àãááª®ï§ëç−®© ç�áâ¨, −¥§�¢¨á¨¬® ®â â®£®,
¨¬¥îâáï ¨«¨ −¥â ¢ −¥¬ ¨−®áâà�−−ë¥ ¨áâ®ç−¨ª¨. …á«¨ ¢ á¯¨áª¥ «¨â¥à�âãàë ª àãááª®-
ï§ëç−®© ç�áâ¨ ¥áâì ááë«ª¨ −� ¨−®áâà�−−ë¥ ¯ã¡«¨ª�æ¨¨, −�¡à�−−ë¥ «�â¨−¨æ¥©, ®−¨
¯®«−®áâìî ¯®¢â®àïîâáï ¢ á¯¨áª¥ \References".

�à¨¬¥àë ááë«®ª −� à�§«¨ç−ë¥ ¢¨¤ë ¯ã¡«¨ª�æ¨© ¢ á¯¨áª¥ \References":

�¯¨á�−¨¥ áâ�âì¨ ¨§ ¦ãà−�«�:

Zhang, Z., and D. Zhu. 2008. Experimental research on the localized electro-
chemical micromachining. Rus. J. Electrochem. 44(8):926{930. doi:10.1134/
S1023193508080077.

�¯¨á�−¨¥ áâ�âì¨ ¨§ í«¥ªâà®−−®£® ¦ãà−�«�:

Swaminathan, V., E. Lepkoswka-White, and B. P. Rao. 1999. Browsers or
buyers in cyberspace? An investigation of electronic factors influencing electronic
exchange. JCMC 5(2). Available at: http://www.ascusc.org/jcmc/vol5/issue2/
(accessed April 28, 2011).

�¯¨á�−¨¥ ¬�â¥à¨�«®¢ ª®−ä¥à¥−æ¨©:

Usmanov, T. S., A. A. Gusmanov, I. Z. Mullagalin, R. Ju. Muhametshina,
A. N. Chervyakova, and A. V. Sveshnikov. 2007. Osobennosti proektirovaniya
razrabotki mestorozhdeniy s primeneniem gidrorazryva plasta [Features of the design of
field development with the use of hydraulic fracturing]. Trudy 6-go Mezhdunarodnogo
Simpoziuma \Novye resursosberegayushchie tekhnologii nedropol'zovaniya i povyshe-
niya neftegazootdachi" [6th Symposium (International) \New Energy Saving Subsoil
Technologies and the Increasing of the Oil and Gas Impact" Proceedings]. Moscow.
267{272.

�¯¨á�−¨¥ ª−¨£¨ (¬®−®£à�ä¨¨, á¡®à−¨ª¨):

Lindorf, L. S., and L. G. Mamikoniants, eds. 1972. Ekspluatatsiya turbogenera-
torov s neposredstvennym okhlazhdeniem [Operation of turbine generators with direct
cooling]. Moscow: Energy Publs. 352 p.

�¯¨á�−¨¥ ¯¥à¥¢®¤−®© ª−¨£¨ (¢ á¯¨áª¥ «¨â¥à�âãàë ª àãááª®ï§ëç−®© ç�áâ¨ −¥®¡å®-
¤¨¬® ãª�§�âì: / �¥à. á �−£«. | ¯®á«¥ −�§¢�−¨ï ª−¨£¨, � ¢ ª®−æ¥ ááë«ª¨ ãª�§�âì
®à¨£¨−�« ª−¨£¨ ¢ ªàã£«ëå áª®¡ª�å):

1. ‚ àãááª®ï§ëç−®© ç�áâ¨:
’¨¬®è¥−ª® ‘. �., Ÿ−£ „. •., “¨¢¥à “. Š®«¥¡�−¨ï ¢ ¨−¦¥−¥à−®¬ ¤¥«¥ / �¥à.
á �−£«. | Œ.: Œ�è¨−®áâà®¥−¨¥, 1985. 472 á. (Timoshenko S. P., Young D. H.,
Weaver W. Vibration problems in engineering. | 4th ed. | N.Y.: Wiley, 1974.
521 p.)
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2. ‚ �−£«®ï§ëç−®© ç�áâ¨:
Timoshenko, S. P., D. H. Young, and W. Weaver. 1974. Vibration problems in
engineering. 4th ed. N.Y.: Wiley. 521 p.

�¯¨á�−¨¥ −¥®¯ã¡«¨ª®¢�−−®£® ¤®ªã¬¥−â�:

Latypov, A. R., M. M. Khasanov, and V. A. Baikov. 2004. Geology and pro-
duction (NGT GiD). Certificate on official registration of the computer program
No. 2004611198. (In Russian, unpubl.)

�¯¨á�−¨¥ ¨−â¥à−¥â-à¥áãàá�:

Pravila tsitirovaniya istochnikov [Rules for the citing of sources]. Available at:
http://www.scribd.com/doc/1034528/ (accessed February 7, 2011).

�¯¨á�−¨¥ ¤¨áá¥àâ�æ¨¨ ¨«¨ �¢â®à¥ä¥à�â� ¤¨áá¥àâ�æ¨¨:

Semenov, V. I. 2003. Matematicheskoe modelirovanie plazmy v sisteme kompaktnyy
tor [Mathematical modeling of the plasma in the compact torus]. D.Sc. Diss. Moscow.
272 p.

Kozhunova, O. S. 2009. Tekhnologiya razrabotki semanticheskogo slovarya informat-
sionnogo monitoringa [Technology of development of semantic dictionary of information
monitoring system]. PhD Thesis. Moscow: IPI RAN. 23 p.

�¯¨á�−¨¥ ƒ�‘’�:

GOST 8.586.5-2005. 2007. Metodika vypolneniya izmereniy. Izmerenie raskhoda
i kolichestva zhidkostey i gazov s pomoshch'yu standartnykh suzhayushchikh ustroystv
[Method of measurement. Measurement of flow rate and volume of liquids and gases by
means of orifice devices]. Moscow: Standardinform Publs. 10 p.

�¯¨á�−¨¥ ¯�â¥−â�:

Bolshakov, M. V., A. V. Kulakov, A. N. Lavrenov, and M. V. Palkin. 2006. Sposob
orientirovaniya po krenu letatel'nogo apparata s opticheskoy golovkoy samonavedeniya
[The way to orient on the roll of aircraft with optical homing head]. Patent RF
No. 2280590.

10. �à¨á«�−−ë¥ ¢ à¥¤�ªæ¨î ¬�â¥à¨�«ë �¢â®à�¬ −¥ ¢®§¢à�é�îâáï.
11. �à¨ ®â¯à�¢ª¥ ä�©«®¢ ¯® í«¥ªâà®−−®© ¯®çâ¥ ¯à®á¨¬ ¯à¨¤¥à¦¨¢�âìáï á«¥¤ãîé¨å

¯à�¢¨«:

{ ãª�§ë¢�âì ¢ ¯®«¥ subject (â¥¬�) −�§¢�−¨¥ ¦ãà−�«� ¨ ä�¬¨«¨î �¢â®à�;
{ ¨á¯®«ì§®¢�âì attach (¯à¨á®¥¤¨−¥−¨¥);
{ ¢ á®áâ�¢ í«¥ªâà®−−®© ¢¥àá¨¨ áâ�âì¨ ¤®«¦−ë ¢å®¤¨âì: ä�©«, á®¤¥à¦�é¨© â¥ªáâ

áâ�âì¨, ¨ ä�©«(ë), á®¤¥à¦�é¨©(¥) ¨««îáâà�æ¨¨.

12. †ãà−�« ú‘¨áâ¥¬ë ¨ áà¥¤áâ¢� ¨−ä®à¬�â¨ª¨û ï¢«ï¥âáï −¥ª®¬¬¥àç¥áª¨¬ ¨§¤�−¨¥¬.
�«�â� §� ¯ã¡«¨ª�æ¨î −¥ ¢§¨¬�¥âáï, £®−®à�à �¢â®à�¬ −¥ ¢ë¯«�ç¨¢�¥âáï.

�¤à¥á à¥¤�ªæ¨¨ ¦ãà−�«� ú‘¨áâ¥¬ë ¨ áà¥¤áâ¢� ¨−ä®à¬�â¨ª¨û:

Œ®áª¢� 119333, ã«. ‚�¢¨«®¢�, ¤. 44, ª®à¯. 2, ”ˆ– ˆ“ ÷��

’¥«.: +7 (499) 135-86-92 ”�ªá: +7 (495) 930-45-05

e-mail: rust@ipiran.ru (‘¥©äã«ì-Œã«îª®¢ ÷ãáâ¥¬ ��¤à¨¥¢¨ç)

http://www.ipiran.ru/journal/collected
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Requirements for manuscripts submitted
to Journal \Systems and Means of Informatics"

Journal \Systems and Means of Informatics" publishes theoretical, review, and discussion
articles on the research and development in the field of information technology.

The journal is published in Russian. By a special decision of the editorial board, some
articles can be published in English.

Topics covered include the following areas:

{ information and communication systems and tools of their design;
{ architecture and software of computational complexes and networks; and
{ methods and tools of information protection.

1. The Journal publishes original articles which have not been published before and are
not intended for simultaneous publication in other editions. An article submitted to the
Journal must not violate the Copyright law. Sending the manuscript to the Editorial
Board, the authors retain all rights of the owners of the manuscript and transfer the
nonexclusive rights to publish the article in Russian (or the language of the article, if
not Russian) and its distribution in Russia and abroad to the Founders and the Editorial
Board. Authors should submit a letter to the Editorial Board in the following form:

Agreement on the transfer of rights to publish:

\We, the undersigned authors of the manuscript \. . . ," pass to the Founder and the
Editorial Board of the Journal \Systems and Means of Informatics" the nonexclusive
right to publish the manuscript of the article in Russian (or in English) in both
print and electronic versions of the Journal. We affirm that this publication does not
violate the Copyright of other persons or organizations.

Author(s) signature(s): (name(s), address(es), date)."

This agreement should be submitted in paper form or in the form of a scanned copy
(signed by the authors).

The Editorial Board has the right to request from the authors an official expert conclu-
sion that the submitted article has no classified data prohibited for publication.

2. A submitted article should be attached with the data on the author(s) (see item 8). If
there are several authors, the contact person should be indicated who is responsible for
correspondence with the Editorial Board and other authors about revisions and final
approval of the proofs.

3. The Editorial Board of the Journal examines the article according to the established
reviewing procedure. If authors receive their article for correction after reviewing, it
does not mean that the article is approved to be published. The corrected article should
be sent to the Editorial Board for the subsequent review and approval.

4. The decision on the article publication or its rejection is communicated to the authors.
The Editorial Board may also send the reviews on the submitted articles to the authors.
Any discussion upon the rejected articles is not possible.

5. The edited articles will be sent to the authors for proofread. The comments of the
authors to the edited text of the article should be sent to the Editorial Board as soon as
possible.

6. The manuscript of the article should be presented electronically in the MS WORD (.doc
or .docx) or LATEX (.tex) formats, and additionally in the .pdf format. All documents
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may be sent by e-mail or provided on a CD or diskette. A hard copy submission is not
necessary.

7. The recommended typesetting instructions for manuscript.

Pages parameters: format A4, portrait orientation, document margins (cm): left | 2.5,
right | 1.5, above | 2.0, below | 2.0, footer 1.3.

Text: font |Times New Roman, font size | 14, paragraph indent | 0.5, line
spacing | 1.5, justified alignment.

The recommended manuscript size: not more than 15 pages of the specified format. If
the specified size exceeded, the editorial board is entitled to require the author to reduce
the manuscript.

Use only standard abbreviations. Avoid abbreviations in the title and abstract. The full
term for which an abbreviation stands should precede its first use in the text unless it is
a standard unit of measurement.

All pages of the manuscript should be numbered.

The templates for the manuscript typesetting are presented on site:

http://www.ipiran.ru/publication/collected/template.doc

8. Articles should enclose data both in Russian and English:

{ title;
{ author's name and surname;
{ affiliation | organization, its address with ZIP code, city, country, and official

e-mail address;
{ data on authors according to the format (see site):
http://www.ipiran.ru/journal/collected/2012 22 02 rus/authors.asp and
http://www.ipiran.ru/journal/collected/2012 22 02 eng/authors.asp;

{ abstract (not less than 100 words) both in Russian and in English. Abstract is
a short summary of the article that can be published separately. The abstract is
the main source of information on the article and it could be included in leading
information systems and data bases. The abstract in English has to be an original
text and should not be an exact translation of the Russian one. Good English is
required. In abstracts, avoid references and formulae.

{ Indexing is performed on the basis of keywords. The use of keywords from the
internationally accepted thematic Thesauri is recommended.
Important! Keywords must not be sentences.

{ Acknowledgments.

9. References. Russian references have to be presented both in English translation and in
Latin transliteration (refer http://www.translit.net/ru/bgn/).

Please take into account the following examples of Russian references appearance:

Article in journal:

Zhang, Z., and D. Zhu. 2008. Experimental research on the localized electro-
chemical micromachining. Rus. J. Electrochem. 44(8):926{930. doi:10.1134/
S1023193508080077.

Journal article in electronic format:

Swaminathan, V., E. Lepkoswka-White, and B. P. Rao. 1999. Browsers or
buyers in cyberspace? An investigation of electronic factors influencing electronic
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exchange. JCMC 5(2). Available at: http://www.ascusc.org/jcmc/vol5/issue2/
(accessed April 28, 2011).

Conference proceedings:

Usmanov, T. S., A. A. Gusmanov, I. Z. Mullagalin, R. Ju. Muhametshina,
A. N. Chervyakova, and A. V. Sveshnikov. 2007. Osobennosti proektirovaniya
razrabotki mestorozhdeniy s primeneniem gidrorazryva plasta [Features of the design of
field development with the use of hydraulic fracturing]. Trudy 6-go Mezhdunarodnogo
Simpoziuma \Novye resursosberegayushchie tekhnologii nedropol'zovaniya i povyshe-
niya neftegazootdachi" [6th Symposium (International) \New Energy Saving Subsoil
Technologies and the Increasing of the Oil and Gas Impact" Proceedings]. Moscow.
267{272.

Books and other monographs:

Lindorf, L. S., and L. G. Mamikoniants, eds. 1972. Ekspluatatsiya turbogenera-
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